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I.
BACKGROUND: 

The Committee on Juridical and Political Affairs, at its ordinary session held on October 6, 2011 considered follow-up of General Assembly resolution AG/RES. 2661 (XLI-O/11) on Access to Public Information and Protection of Personal Data, at which the Department of International Law presented the following report on its activities.

II.
IMPLEMENTATION OF THE MODEL INTER-AMERICAN LAW ON ACCESS TO PUBLIC INFORMATION:

General Assembly resolution 2661 encouraged member States to consider local implementation of the Model Inter-American Law on Access to Public Information and its Implementation Guide, contained in resolution AG/RES. 2607 (XL-O/10), in designing, executing, and evaluating their regulations and  policies on access to public information and instruct the Department of International Law to support member states’ efforts to adopt the legislative and other appropriate measures needed to guarantee access to public information, in particular for the implementation of the Model Law or for continuing to bring themselves into line with it.  In this regard, the Model Law creates a benchmark for Member States to identify democratic gaps and opportunities for advancement in terms of existing legal frameworks and implementation of a properly functioning system on transparency and access to information, whereby the Department of International Law has undertaken several activities to assist the member states in such process in creating diagnostics of countries' needs and priorities and advancing their regulatory and legal frameworks.  

Since the adoption of resolution AG/RES 2607 on the Model Law, several States have taken concrete steps to adopt this instrument in their local legal frameworks:
Mexico, for example, has undertaken work to improve existing legislation based on the rules proposed by the Model Law with the Commissioners of the Federal Institute for Access to Information and Data Protection (IFAI), as well as Commissioners from 15 States, senior officials of Federal Congress, and the Chief Justice of the Supreme Court of the Nation, participating in the International Seminar on the Local and Regional Implementation of the Model Law, held 11-12 March 2011. As a result of the seminar, the CAJP considered its Conclusions and Recommendations, contained in document CP/CAJP/doc.3014/11, dated 6 September 2011, which concretely proposed amendments either subsequently considered or incorporated into Mexico’s federal system, in accordance with the requirements of the Model Law, including, among others: a provision allowing IFAI to set rules for costs, including free-of-charge delivery for requests in electronic format or cases of public interest; inclusion of a specific provision to guarantee IFAI’s budget is approved directly by the federal Congress, in order to protect the agency’s autonomy and independence and uphold its role as the guarantor of the right of access to information; inclusion of a clarification in Mexican law stating that IFAI’s decisions cannot be appealed by state agencies; and inclusion of a clarification to ensure that a denial of information on the grounds of nonexistence shall not be admissible when the public authority should have had the information or when it did have the information but it was lost or destroyed.

El Salvador's Legislative Assembly approved the Law on Access to Information on 2 December 2010, becoming the first country to adopt new legislation wholly compatible with the Model Law. In the special session of the Committee on Juridical and Political Affairs held on 13 December 2010, the delegation of El Salvador announced this new legislation and its links with the Model Law.
Argentina's Federal Parliament is in the process of finalizing a Law on Access to Public Information, currently with various draft-laws on the subject.  Members of several parties, with the support of the Foreign Ministry and the Mission of Argentina to the OAS have developed a first draft based on the Model Law as well as several formulas of consensus based on the Model Law. Members of parliament have been in communication with the Department of International Law to provide support in this process.
The Dominican Republic already has a law, having approved the General Law on Free Access to Public Information in 2004. However, the Chamber of Deputies and National Commission for Reform of the State (CONARE) are analyzing the reform of this Act to conform to the standards contained in the Model Law. There have been numerous exchanges of best practices and dialogue with the Department of International Law, including the holding of a Seminar on the implementation of the Model Law in Santo Domingo, on 9-10 June 2011, to support policy-makers in the reform process.
The Chamber of Deputies of Bolivia is in the process of adopting a Law on Access to Information with the participation of civil society organizations which participated in the drafting of the Model Law. The process has involved the General Secretariat to support in adopting legislation consistent with these Inter-American Standards.

Paraguay held a seminar geared toward the adoption of a new law on access to information in October 2011, with the assistance of the Civil Society Organizations which participated in the development of the Model Law and which have been assisting local authorities and policy-makers in local implementation pursuant to the standards contained in this Inter-American model.
The Guatemalan Chamber of Deputies also passed a passed a Law on Access to Information in 2010, with inputs of the Model Law.  Authorities have continued to working, with the support of the Department of International Law, to harmonize national law with all required standards.

In November 2011 Brazil also approved the new law on access to information which, in accordance with stipulations of the Model Law, applies to information held by public authorities in all three branches or government.  The new law establishes proactive disclosure of information, requiring government agencies to create internet-based portals to publish administrative and other records.  As indicated in the Model Law, Governmental agencies have the obligation to respond to specific requests for information and are required to create information services geared toward it citizens.  The law does not create an independent information commission, as required by the Model Law.  Oversight functions fall within the purview of the Office of the Comptroller General, which is responsible to rule on appeals for requests to the executive branch. The legislative and judicial branches are also required to create regulations which establish appeals procedures. 

Adoption of the Model Law also received extensive media coverage and was welcomed by civil society. More than 25 civil society organizations have published notes on the Model Law with references and direct links from their web pages advocating for its implementation.  In addition, 33 organizations participated in the special session of the CAJP, held on 13 December 2010, to show their satisfaction with the Model Law and advocate for the OAS playing a role in promoting the Model and the right of access to information.

In addition to the aforementioned developments, and pursuant to mandates from resolution 2662, the Department of International Law will continue to support these and other States, upon request, with the collaboration of civil society and agencies, and entities of the OAS, in the local adoption of the standards contained in the Model Law and its implementation guide.

III.
LOCAL AND REGIONAL SEMINARS:

The General Assembly also encouraged member states to hold domestic and regional seminars on the implementation of the Model Law in their national frameworks and to provide conclusions and recommendations as a means to help incorporate those into the legal, judicial, and administrative practices of the member states.  To this effect, the Department of International Law to date has organized two seminars on the effective local and regional implementation of the Model Law, in Mexico and the Dominican Republic, and will hold future seminars in other interested member States.

The objective of these seminars is twofold.  Firstly, to analyze the legal and operational frameworks in the member states vis-à-vis the Model Law, in order to draft conclusions and recommendations for incorporation of any norms not included in the present local system. Secondly, to take the best practices existent in each state and share them with all other OAS member States, in order to learn from the most successful implementation processes in the region.
-
The first seminar was held in Mexico City, 10-11 March 11, 2011, to discuss implementation of the Model Law in the Mexican federal framework and the framework of its 32 states.
-
The second seminar was held in Santo Domingo, to discuss the modernization of the Dominican Republic Law 200-04 by incorporating the requirements of the Model Law.
Upcoming Seminars on this matter will be scheduled pursuant to a future meeting of the Committee on Juridical and Political Affairs.
MEXICO: The First International Seminar on the Model Inter-American Law on Access to Public Information and its Implementation in Mexico and the Region, held on 10-11 March 11, 2011 was organized with the sponsorship of Mexico’s Federal Institute for Access to Information and Data Protection (IFAI), the Mexican Ministry of Foreign Affairs, the Institute of Legal Research of the National Autonomous University of Mexico, the Mexican Conference on Access to Public Information (COMAIP), the Institute for Access to Public Information of the Federal District (INFODF), and the Center for Economic Research and Teaching (CIDE).
This seminar focused on a regional discussion on the relevance of the Model Law, as well as the integration of the standards contained in these instruments within the legislative development process at the federal and state level.  As part its deliberation, the seminar concluded that the Model Law is a necessary tool for Mexico and the countries of the region to ensure compliance with their obligations under international law on access to public information.  The seminar also contributed to the legislative debate on reforms to Mexico’s Federal Law of Transparency and Access to Information (as discussed in section II above), with particular emphasis on the obstacles and challenges facing the country in access to information. The conclusions and recommendations of the seminar, presented to the Committee on Juridical and Political Affairs in document CP/CAJP/doc.3014/11, provided a call for Mexican lawmakers to incorporate standards in the laws and administrative practice in Mexico.

Participating in the seminar were: Jean Michel Arrighi – OAS Secretary for Legal Affairs; Sigrid Arzt Colunga - Federal Mexican Commissioner for IFAI; Catalina Botero Marino - OAS Rapporteur on Freedom of Expression; Areli Cano – Commissioner for INFODF; Alejandro del Conde - Executive Secretary for IFAI;  Javier Corral Jurado – Federal Congressman; José Ramón Cossío Díaz – Justice of Mexico’s Supreme Court; Héctor Fix Fierro - President of the UNAM Institute of Legal Research; Oscar Guerra Ford – Commissioner for Mexico City; Ambassador Joel Antonio Hernández, then Legal Advisor for Mexico’s Foreign Ministry and Current Mexican Ambassador to the OAS; Sergio López Ayllón - Secretary General of CIDE; María Marván Laborde - Commissioner of IFAI; Dante Negro, Director of the Department of International Law;  Stephanie Trapnell – Accountability and Governance Consultant of the World Bank; Ángel Trinidad Saldívar - Commissioner of IFAI; along with numerous other prestigious members of academic institutions, civil society organization, and members of the organs, agencies and entities of the Inter-American system.
Among the recommendations adopted, the seminar encouraged Member States to adopt legislation consistent with the Model Law, and urged those who already have legislation, to analyze and evaluate their regulatory systems and practices at all levels of government to incorporate the standards required by the Model Law.
With regard to the Mexican system, the Seminar made several recommendations in order to incorporate amendments to the current law in accordance with the requirements of the Model Law, including the following: consider a consistent application of the exceptions based on the "public interest" provisions, to improve response times of applications, provide for free-of-charge the delivery of information, inclusion of a specific provision prohibiting public officials to declare the absence of information as a legitimate reason for non-disclosure.  In addition, of immediate importance, the recommendations provided a call to ensure that the IFAI budget is approved directly by the Congress to avoid disrupting the autonomous and independent nature of this body, and the inclusion of a clarification in Mexican law that IFAI decisions are not subject to appeal or revision by public authorities.
The seminar included recommended to increase efforts for improving requests for administrative documents, public information office and the protection of personal data to meet the requirements of disclosure and access to information to the most vulnerable populations and focus campaigns dissemination to increase demand and social interest in the information through the use of the Law.  Finally it was determined that the development of model laws should be used in other areas to provide a framework for Member States to comply with international legal norms and standards and provide a practical reference for incorporation into national systems. For further information, please consult: http://www.juridicas.unam.mx/inst/evacad/Eventos/2011/0310.
DOMINICAN REPUBLIC:  The second seminar was held in Santo Domingo, with the aim of analyzing the legal and practical framework in the Dominican Republic and to provide recommendations for the incorporation of the Model Law in the reforms envisaged in the country.
The Seminar was held on 9-10 June, 2011 with the sponsorship from the Ministry of Foreign Affairs, the Chamber of Deputies, the Ministry of the Presidency, the National Council for State Reform, the Regional Alliance for Freedom of Expression and Information, the Pontificia Universidad Catolica Madre y Maestra, and the World Bank.
The Seminar also provided specific recommendations for the incorporation of the Model Law of the reforms envisaged in the Law 200-04 by the Chamber of Deputies, the Ministry of the Presidency and the CONARE, within a robust and dynamic debate among the three branches of government, seeking the best adoptable formula for incorporation of the Model Law in the local regulatory framework. These conclusions and recommendations will be included in a report to the Committee on Juridical and Political Affairs in the aforementioned meeting of the Committee. Participated in the Seminar were: Dr. Rhadys Abreu Blondet, Judge, Inter-American Court of Human Rights; Judge Hermogenes Acosta, President of the Court of Appeal Civil; Amb. Virgilio Alcántara, Permanent Representative of the Dominican Republic to the OAS; Dr. Jean Michel Arrighi, Secretary for Legal Affairs, OAS; Alejandro del Conde, Secretary of Protection of Personal Data of Mexico; Rafael Garcia Gozalo, Director of International Affairs, Spanish Agency for Data Protection; David Herrera, Deputy for the Province of San Juan, Chamber of Deputies; Amb. Alejandra Liriano, Deputy Foreign Minister; Abel Martinez Duran, President, Chamber of Deputies; Cesar Pina Toribio, Minister of the Presidency; Miguel Suazo, Executive Director, National Commission for Ethics and Anti Corruption; Dr. Marcos Villaman, Executive Director, National Council for State Reform, among many others.  For further information, please consult the web page of the seminar: http://www.oas.org/dil/seminario.htm. 
WORD BANK: In conjunction with the World Bank, the Department of International Law held a roundtable on May 18, 2011 on the role of the Model Inter-American Law Access to Public Information within regional organizations and financial institutions in the development and modernization of the legal frameworks on transparency and access to information in the region. 
The seminar, held at World Bank headquarters in Washington, DC, in collaboration with the World Bank management and the Public Sector Governance, Corruption, the Legal Vice Presidency, and Section of Latin America and the Caribbean, reviewed the important role to be played by international financial organizations in the implementation of the Model Law, as well as in sharing global best practices and knowledge within the region.
The text of the Model Law and its Implementation Guide were discussed in detail, as well as strategies for implementation, with specific emphasis on the advantages and challenges of the adequacy of internal legal systems of Member States of the OAS, and synergies and points of convergence between the work of World Bank and the OAS in the joint promotion of the right of access to information.

IV.
INTER-AMERICAN PROGRAM ON ACCESS TO PUBLIC INFORMATION: 

General Assembly resolution 2661 also instructed the Permanent Council’s Committee on Juridical and Political Affairs to consider the preparation of an Inter-American Program on Access to Public Information.  This meeting shall take into account the conclusions of the special session on access to public information of the CAJP, organized by the Department of International Law, held on December 13, 2010, which served as an opportunity to review the work of the OAS on access to public information, as well as consider the possibility of preparing an Inter- American program on access to public information, within the framework of the Organization of American States.

Pursuant to the deliberations of the special session, contained in Report CP/CAJP-2938/11, dated 24 February 2011, the panel on an Inter-American Program on Access to Public Information examined the possibility of preparing said program. Previous Inter-American Programs were examined and their structure, activities, and purpose were examined. Seven possible objectives or activities for consideration in a possible Inter-American Program on Access to Public Information were proposed by Mr. Luis Castro, Minster Counselor of Peru’s Ministry of Foreign Affairs, including the provision of a forum, series of meetings or network of information officials to exchange best practices, follow-up on the Inter-American Model Law on Access to Public Information, promote implementation of cooperation projects, promote a culture of transparency, develop staff training programs to meet the right of access to public information, develop guidelines for the conservation and proper management of information, and the exchange/discussion of the incorporation of Inter-American standards in national courts. 

Ms. Maria Marvan, Commissioner from Mexico’s Federal Institute on Access to Information  added to these suggestions, noting that an Inter-American Program could promote the development of public policies, laws and best practices, establish a monitoring mechanism in the region to provide follow-up on the Model Law, build a support scheme to the legislative process in different countries, assist Member States in establishing the necessary mechanisms for the implementation of the law, assure the cooperation of civil society and media in all stages of the process; include training programs for civil society, public servants, and the judiciary; develop systems to educate the public on the existence and exercise of this right; create a monitoring and control mechanism; plan and hold seminars, workshops and other events to promote the right; and encourage donors to support the efforts of Member States in establishing a system. The delegations of Mexico and Peru spoke briefly in support of the need for an Inter-American Program.

Specifically, it was noted that an Inter-American Program could do the following:

· Promote the development of public policies, laws and best practices;

· Establish a monitoring mechanism in the region to provide follow-up on the Model Law;

· Build a support scheme to the legislative process in different countries;

· Assist Member States in establishing the necessary mechanisms for the implementation of the law;

· Assure the cooperation of civil society and media in all stages of the process;

· Include training programs for civil society, public servants, and the judiciary;

· Develop systems to educate the public on the existence and exercise of this right;

· Create a monitoring and control mechanism;

· Plan and hold seminars, workshops and other events to promote the right;

· Encourage donors to support the efforts of Member States in establishing a system.

It was also noted that some of the possible actors who might be involved in an Inter-American Program Access to Public Information may include: organs and entities of the OAS (the Secretary General, the Department of International Law, the Department of State Modernization and Good Governance, the Special Rapporteur on Freedom of Expression, the Inter-American Juridical Committee, the Trust for the Americas, the CAJP, etc.), the Member States of the OAS, governmental actors from national, state and local levels of the executive, legislative and judicial branches, civil society, transparency agencies in charge of the administration and implementation of the law, and the media.

In terms of the process for designing an Inter-American Program, it was suggested that the structure, function and participants of the Program first be defined and then subsequently that a Plan of Work be elaborated. Ms. Marván noted that the Program should create a supervisory organ in charge of supervising the promotion and fulfillment of the mandates. In terms of follow-up on the implementation of a Program, she suggested a mechanism through which yearly reports would be made on the accomplishments achieved.

Other ideas suggested included the establishment of an Annual or Biannual Special Session to exchange best practices, analyze new proposals that could be incorporated in the Program, and include meetings of experts that present recommendations on the topic. Additionally, she stressed that the creation of a virtual forum would be useful in allowing parties to exchange experiences as cases arrive.

Touching on specific activities that could be part of a Program, included the following:

· Creation of indicators and standards of progress in implementation of the right of access to information.

· Qualification, publication and exchange of best practices.

· Provision of technical support and “know-how” on implementation and/or promulgation of new laws or the adequacy of the existing framework.

· Promotion of the creation and/or updating of systems to manage requests and internet sites for the publication of official information.

· Creation and compilation of relevant jurisprudence and case law, in particular on the interpretation of exceptions.

· Carrying out of thematic studies and related activities, for example on the budges of Commissions, the source of resources, proactive disclosure, data protection, etc.

· Development of a system of training for public officials and the general public.

· Creation of a model system of archives.

· Creation of a model system of information management that allows for a uniform and compatible system at the national and local governmental level.

· Consider the issue of privacy – particularly the protection of personal data in the hands of government.

· Organization of international seminars for the promotion of the right through such themes as the structure and content of the Model Law, perspectives on data protection in the Americas, constitutional and legislative incorporation of the Model law in the juridical systems in the Americas, etc.

These considerations will be revisited in the deliberations at the meeting of the CAJP at which member States will consider the development of an Inter-American Program, pursuant to the mandates of General Assembly Resolution 2661.

V.
PRIVACY AND DATA PROTECTION

I recognition of the fact that government and private parties process personal information at unprecedented rates, using tools ever more technologically omnipresent and complex, General Assembly resolution 2661 also includes several significant mandates on privacy and data protection.  

Over the past several years the OAS has been working on the topic of the protection of personal data and provided valuable input not only to understand the true dimension of this issue in the light of the impact that new technologies have on the expansion of the manipulation and use of the information, but to help States to take actions regarding law harmonization, improved regional cooperation and finding substantial elements for a future regional instrument on the matter.  

A.
INTERNATIONAL CONFERENCE AND COLLABORATION WITH INTERNATIONAL ORGANIZATIONS:

The first two mandates on the topic: invite OAS and its member states to consider attending the 33rd International Conference of Data Protection and Privacy Commissioners (ICDPPC), and its parallel conferences, held in Mexico City from October 31 – November 4, 2011; and instruct the General Secretariat to establish channels of information with other international and regional organizations currently undertaking efforts on the matter of data protection, in order to facilitate the exchange of information and cooperation.
In conformity with these mandates, the Department of International Law has undertaken several actions, including participation in the International Conference -- the first time this prestigious event has been held in Latin America.  The ICDPPC is the highest global forum of authorities and institutions on data protection and privacy, dedicated to identifying major challenges in the realm of privacy and data protection.  The 33rd Conference, hosted by Mexico’s Federal Institute on Access to Information and Data Protection (IFAI) and attended by the Privacy and Data Commissioners from all regions of the world, provided a space in which to discuss current challenges and potential solutions to privacy in the global age, which included significant discussion of developments in the Americas, including work at regional and national level, such as the work of the Organization of American States, Mexico’s new regulation on data protection (to be implemented in January 2012), Colombia’s new law on Data Protection (adopted on October 7, 2011), and Uruguay’s governing structure on access to information and data protection system, which will host the 34th International Conference in Punta del Este, Uruguay, in 2012, helping cement the important leadership role OAS member States are taking in the global privacy arena.  

As is also customary in all work of OAS, the participation of civil society organizations is of the highest value in deliberations and decision making.  In this regard, the Public Voice -- the largest grouping of civil society organizations on data protection and privacy -- held its meeting on October 31, 2011 with the participation of the Department of International Law, which discussed the synergies between the Madrid Resolution and Madrid Declaration, on one hand, adopted respectively by the Data Protection/Privacy Commissioners and civil society organizations in 2009, and the OAS Preliminary Principles and Recommendations, on the other hand, finalized with the comments of OAS member States on October 17, 2011.

The Department of International Law also participated in the meeting of the Ibero-American on Data Protection, held on November 1, 2011, which dedicated an afternoon segment to the current work of the OAS on privacy.  The authorities from Latin America, Spain and Portugal discussed potential collaboration with the Department of International Law and the Inter-American Juridical Committee, as requested by OAS General Assembly, and offered close collaboration, full support and technical assistance for these activities. The Chair of the Network, Jacqueline Peschard of Mexico (President of IFAI), affirmed their commitment to assist participating States in providing answers to the OAS Questionnaire on Privacy and Data Protection (circulated to Member States on October 31, 2011) – a tool designed to assist the Department of International Law in drafting the comparative study of existing legal systems required by the General Assembly. In addition, Mexico and other states in the Ibero-American network reaffirmed their commitment to exploring a potential Model Inter-American Law on Data Protection within the framework of OAS.

Within the framework of events at the International Conference, the Department of International Law also participated in the OECD’s meeting on Current Developments in Privacy Frameworks: Toward Global Interoperability.  Here, the Department Senior Legal Officer met with OECD officials to discuss collaboration on the development of the Inter-American Juridical Committee’s document of Inter-American Principles on Privacy and Data Protection, which pursuant to resolution 2661 shall be presented to the General Assembly in 2012, with the collaboration and coordination of OECD and other international and regional organizations. OECD, which is also in the process of revisiting its guidelines and principles on privacy and data protection, offered to coordinate and assist in the development of Inter-American principles.

Finally, with regard to the required collaboration with other international organizations, OAS Secretary General Jose Miguel Insulza and Thorbjorn Jagland Secretary General of the Council of Europe signed a collaborative agreement between the two organizations to work on privacy, data protection and other matters.  As also required by resolution 2661, the agreement set the stage for meetings with officials of COE during the ICDPPC, to discuss COE work on the modernization of its Convention 108 for the Protection of Individuals with Regard to the Automatic Processing of Personal Data, and collaboration COE collaboration on the development of the OAS comparative study and principles. 

B.
PRELIMINARY PRINCIPLES AND COMPARATIVE STUDY:

General Assembly resolution 2661 also made reference to Department of International Law’s presentation of the Preliminary Principles and Recommendations on the Protection of Personal Data, contained in document CP/CAJP-2921/10 rev. 1 Corr. 1, and instruct the Department to prepare a comparative study of different existing legal regimes, polices, and enforcement mechanisms for the protection of personal data, including domestic legislation, regulation, and self-regulation, with a view to exploring the possibility of a regional framework in the area.
With regard to the Preliminary Principles and Recommendations, the definitive version document CP/CAJP-2921/10 rev. 1 Corr. 1 was published on October 17, 2011, with the final comments of the member States.  This document provides a brief overview of the most prevalent systems for data protection in Europe, the United States, Canada and Latina America, including new laws in Mexico and Colombia, as well as a discussion of Habeas Data and its role in the protection of personal data.  The study details the preliminary principles that are the basis for data protection legislation worldwide and which could serve as the basis for an international instrument or model law on data protection, summarized as follows.  

· Requirements for the processing of personal data: Personal data should be processed lawfully and fairly, for a “specific, explicit, and legitimate purpose,” and be limited to that personal data necessary to achieve a specific purpose.  It is important for the processing of personal data to be a transparent process.

· Purposes and circumstances for processing of personal data: A contractual relationship between the individual and the data processor may allow the processing of an individual’s personal data.  The processing of the individual’s personal data is permissible if it is necessary for the data controller to comply with a duty imposed by a government authority or it is carried out by a data controller, who is a public entity, in the legitimate exercise of its authority.

· Responsibilities of the data controller: The data controller must ensure that all personal data remains confidential and must provide reasonable technical and organization measures to guarantee the personal data’s integrity, confidentially, and availability.  The data controller is responsible for taking all the necessary steps to follow personal data processing measures imposed by national legislation and other applicable authority.

· Third party processors: The data controller may use data processors to process personal data, without this being considered a disclosure to a third party.  It will not be a third party disclosure if the data controller makes sure that the data processor provides, at a minimum, the same level of protection as required by national legislation and the personal data protections set by the parties.

· Cross border transfers: International transfers of personal data should only be carried out if the receiving country offers the same level of personal data protection afforded by the country of origin, using the following factors:  1) the nature of the data; 2) the country of origin; 3) the receiving country; 4) the purpose for which the data is being processed; and 5) the security measures in place for the transfer and processing of the personal data.  Personal data may be transferred to a receiving country that does not afford the same level of personal data protection, so long as there is a contractual clause that makes compliance with the minimum level of data protection mandatory.

· Habeas data requirements: Individuals and third party representatives may exercise the right of access, the right to correct and delete, and the right to object over personal data processing.  The right of access is the individual’s right to request and obtain information about the individual’s personal data from the data controller.  The individual has the right to request that the data controller correct or delete personal data that may be “incomplete, inaccurate, unnecessary, or excessive.”  The individual may object to the processing of the individual’s personal data where there is a legitimate reason, such as an “unwarranted and substantial damage or distress” to the individual.

· Compliance: OAS member states should have an independent supervisory authority and provide judicial recourse to the individual in cases breaches and non-compliance by the data controller and should have the technical capability, sufficient power, and adequate resources to conduct investigations and audits to ensure compliance.

With regard to the mandate to prepare a comparative study of different existing legal regimes, polices, and enforcement mechanisms for the protection of personal data, including domestic legislation, regulation, and self-regulation, with a view to exploring the possibility of a regional framework in the area, the Department of International Law prepared a questionnaire for OAS member States and international organizations, designed to gather information the necessary on the current legal frameworks at the international level necessary for drafting the comparative study.  

This Questionnaire Regarding Privacy and Data Protection Legislation and Practices, contained in document CP/CAJP-3026/11, circulated to member States on October 31, 2011.  It is divided into six sections: 1) legislation; 2) enforcement; 3) case law; 4) cross-border cooperation; 5) habeas data; and 6) challenges.

Section one attempts to determine the domestic legal systems of the states, at both the federal and local level, including comprehensive or sectoral-based systems, constitutional protection and self-regulatory codes of conduct.

Section two requests information on the regulatory and enforcement models followed by states, specifically to determine the existence of enforcement mechanism(s) for privacy/data protection laws and regulations, as well as the types of legal recourse provided for harm caused by privacy/data protection violations.  This section attempts to determine the different types of authorities responsible for enforcing privacy/data protection laws and regulations, as well as the powers they have and volume of complaints they regularly receive.  

Section three examines the role case law/jurisprudence plays in the protection of individuals’ privacy. 

Section four deals with cross-border cooperation, including whether local systems condition or limit the transfer of personal data to other countries, whether States are party to international instruments or arrangements regarding general privacy principles and the cross-border flow of information and whether the local systems permit enforcement authorities to share investigation and enforcement information with their counterpart authority in foreign jurisdictions.

Section five examines habeas data systems, principally in Latin America, to determine whether domestic legal systems providing for access to information about oneself, and what rights individuals may exercise to correct and delete incorrect data or to object to the processing of the individual’s personal data where in cases where there may be unwarranted and substantial damage or distress to the individual in question.

Finally, section six deals special challenges, including the protection of children in the digital age, and any technologies or business practices that may pose particular difficulties for the enforcement or implementation of privacy/data protection laws. 

Respondents have until January 15, 2012, to provide the analysis of their local legal systems, which will be included in the comparative study required by resolution 2661 and presented to the General Assembly prior to its forty-second regular session.
C.
IAJC PRINCIPLES ON PRIVACY AND DATA PROTECTION:

The General Assembly also instructed the Inter-American Juridical Committee to present a document of principles for privacy and personal data protection in the Americas, taking into account the documents described in section V (B) above.  To this effect the IAJC presented a preliminary document at its ordinary session held in August 2011 and designated David Stewart as Rapporteur on the topic.  The Rapporteur has and will continue to work with the Department of International Law in the development of the aforementioned documents, to be included as inputs for the work of the Committee, and will present a preliminary draft of the document on principles at the next ordinary session of the Committee in March 2012.  

D.
IDENTIFICATION OF RESOURCES:

Finally, as required by resolution 2661, the Department of International Law has been working with member and observer States, private donors and foundations to identify new resources to support member States’ efforts to facilitate access to public information and the protection of personal data and to encourage them to make contributions toward that goal.[image: image1.png]
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