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· OAS/CICTE has been working with Caribbean governments on issues of cyber security and cyber crime for over a decade. 

· The OAS mandated CICTE to engage Member States on cyber issues when Member States adopted in 2004 the Comprehensive Inter-American Cyber Security Strategy. 

· This strategy called on three OAS bodies to work on three distinct areas: CITEL, the Inter American Commission on Telecommunications would work identifying and adopting technical standards to facilitate secure internet use; the Meeting of Ministers of Justice or Other Ministers or Attorneys General of the Americas, known by its Spanish acronym as REMJA would ensure that Member States have the legal tools to prosecute cyber crime and protect information networks.

· Finally, CICTE, the Inter American Committee against Terrorism, was tasked with ensuring that countries have the ability to detect, respond to, and prevent cyber incidents. 

· This seemingly simple goal requires a multifaceted program that addresses technical capabilities, government policy, and awareness raising. So far, CICTE’s work has spawned tangible results.     

· Since the strategy was adopted, CICTE has helped many governments establish computer security incident response teams – CSIRTs. In 2005, there were 5 national CSIRTs in the Americas. Today, there are 17, with several more to come online in the next year. Caribbean governments are yet to establish CSIRTs, but this is not for lack of want or effort. At least six of your governments have sent requests to the CICTE Secretariat for assistance in building a CSIRT, and if past experience is an indicator, we will respond to and fulfill every request received. 

· CICTE has also been effective at helping countries draft and implement national cyber security strategies. In 2012, with CICTE assistance, Colombia and Panama became the first countries in the region aside from the US and Canada to adopt these strategies and Trinidad and Tobago is on track to adopt their own strategy soon. 

· Following the adoption of the 2004 strategy, CICTE held its first hemispheric cyber security meeting in 2005 in Sao Paulo, Brazil. A number of Caribbean governments sent delegations to this meeting, where for the first time experts discussed the operational steps that needed to be taken to ensure that governments approach cyber issues in a strategic and coordinated fashion.   

· Starting in 2006, CICTE has carried out a number of technical cyber security incident response and general information security courses. These vary depending on the region or country where the training is to be carried out, but have included such topics as creating and establishing an incident response team, fundamentals of incident handling, advanced incident handling, information security for technical staff, and others. 

· These offerings aim to arm technical security officers with the know-how to detect, prevent, and mitigate the effects of illicit activity taking place on Member States’ critical networks. These courses have led to concrete improvements in cyber security and shown Member States the way forward in creating, institutionalizing, or improving a national incident response capability. 

· Complementing technical courses, CICTE also assists states in drafting and adopting comprehensive national cyber security strategies. These strategies define priorities, delineate roles and responsibilities, and generally outline a strategic vision for why and how state will build and implement a cyber security plan. These are of critical importance, since each state operates differently. 

· CICTE has also recently instituted a series of technical cyber security crisis management exercises. These utilize a recently acquired and custom designed mobile cyber laboratory to test governments’ coordination and ability to respond to a well-orchestrated cyber attack. To date, they have proven to be a useful tool in helping governments diagnose where they need improvements in technical incident responses abilities, or otherwise reveal where communication and information sharing mechanisms or policies need to be strengthened or better defined.  

· The last facet of our cyber security program is to promote outreach and partnership between all relevant cyber security stakeholders. Awareness among internet users on the whole remains low, which is in part facilitating breaches and the environment of anonymity that allows networks to be exploited by cyber criminals. 

· In the context of the four main pillars of the CICTE cyber security program, we have made concrete improvements working alongside Caribbean governments to foster cyber security. 

· In the last decade, CICTE has worked with every government in the Caribbean to improve their cyber security capabilities. More recently, as the effects of cyber crime and cyber insecurity have been felt by citizens and governments and described by daily news reports, our secretariat has received an elevated number of requests from Caribbean governments for tailored cyber security assistance. 

· Delivering assistance specially tailored for the Caribbean, where many of the countries are small island states, has been paramount to our approach in engaging your governments. The reality of developing a cyber security policy of capability in a Caribbean nation will be quite different from our working with a country like Brazil, Peru, or Honduras. 

· In August 2012, CICTE convened, along with the Caribbean Telecommunications Union, a Ministerial workshop on Cyber Security and Cyber Crime in the Caribbean. Ministers, Permanent Secretaries, and other senior officials adopted and agreed to a number of proposals intended to advance the cyber agenda in the Caribbean. Some of them built on previous Member States declarations and resolutions, but others took into account the specific challenges of cyber security in the Caribbean. 

· In working with Caribbean Member States, we realize we must take into account the limits that small populations and budgetary constraints play on developing cyber security. We also must take into account how each country views cyber security, which helped guide discussions in Miami.   

· Some countries view cyber security as a catalyst of innovation, economic growth, and the protection of critical infrastructure. Others view it as a driver of social inclusion, education, and citizen-centric governance. Still other countries consider it as a means to bolster freedom of expression and democratic principles.

· Differing views mean that each government will likely have a different ministry or agency leading the way, which our Secretariat takes into account. 

· While we continue to promote technical trainings, CICTE has encouraged each Member State to appoint National Points of Contact for cyber incident response. 

· We believe that this is a fundamental step in helping the region move forward on cyber security issues for several reasons. 

· First, selecting national points of contact will allow governments to formally designate an agency or agencies that will be the lead on cyber security and cyber crime issues. This will vary country to country, but the important thing is that leaders and coordinators are defined.  

· Second, designating official NPCs will allow countries to funnel appropriate cyber security training, maximizing benefit and investment. By designating national points of contact, countries will ensure that knowledge is institutionalized and that countries have designated liaisons for cyber issues. This will help prevent the complete loss of knowledge or breakdown of services if an individual leaves their position or changes jobs.  

· Last, designating points of contact will help give a structure to a regional incident response capability which was agreed upon at the Miami meeting. It does not make sense for each Caribbean country to have a fully-functioning computer security incident response team, but if there are several individuals who share the responsibility for cyber security incident response, a country stands a much better chance of being prepared for a cyber incident. 

· NPCs will liaise with countries that are developing CSIRTs, and will be government leaders in disseminating threat information and coordinating international communication related to cyber security. 

· Letters were sent out to Member States on February 5 requesting them to designate NPCs for cyber security issues, but to date, only two Caribbean countries have responded. 

· Several countries have expressed an interest in building CSIRTs, and CICTE will continue to assist these states as they operationalize their incident response team. Our vision is that working alongside CARICOM and our Member Governments; we can build several strong CSIRTs that work with NPCs in other countries to respond to cyber threats in a timely and effective manner. 

· At the same time, we will continue working with countries to develop their national cyber security strategies. To this end, we have already conducted national workshops in three Caribbean Member States, and are scheduled to work with three more this year.   

· CICTE is also working closely with our partners to encourage awareness raising campaigns in the Caribbean. We work with an NGO called STOP THINK CONNECT, that provides free awareness raising materials to any government that is interested. We encouraged Caribbean Member States to take advantage of this wonderful opportunity also in February, but only one Member State became an official partner. 

· In sum, CICTE is promoting a number of programs to improve cyber security in the Caribbean. We continue offering technical trainings and assisting Member States building incident response capabilities. 

· We have had successes in helping states draft cyber security policies and strategies, and will continue to do so in the coming months. 

· We are setting the groundwork to formalize the creation of a modern regional network of incident responders, but we need the cooperation of Member States to move forward. 

· Awareness raising is a key to protecting critical networks, and we will continue to provide Member States with the tools and resources necessary to educate their communities or professionals students. 
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