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(Item 2: Report of the Secretariat for Multidimensional Security, January 27, 2011)
The two programs that the Secretariat for Multidimensional Security (SMS) delivers on customs and law enforcement are: 1) maritime security program and 2) maritime narcotrafficking.
I.
MARITIME SECURITY PROGRAM
Maritime Security remains is the largest and most complex program with the goal of strengthening Member States’ capacity to comply with the security requirements of the International Ship and Port Facility Security (ISPS) Code of the International Maritime Organization (IMO).  The Program is executed through the Inter American Committee against Terrorism Secretariat’s (S/CICTE), and counts as its implementing partner’s immigration and law enforcement government officials in the Member States, Transport Canada, the U.S. Coast Guard, members of the private sector, the Executive Secretariat of the Inter-American Drug Abuse Control Commission (ES/CICAD), custom, and private contractors selected through rigorous bidding processes. 

Port Facility Security Needs Assessment and Follow-on Training sub-program

The core of the program is the Port Facility Security Needs Assessment and Follow-on Training sub-program. Through a GS/OAS competitive bidding process, companies experienced in maritime and port security are contracted to conduct port facility security training needs assessments that evaluate access controls to port facilities; cargo security; customs and immigration performance and procedures, including police and guard procedures; and security awareness in general. The assessments also evaluate significant security precautions as outlined in the ISPS Code, including access control to restricted areas, handling of cargo, ship stores, unaccompanied baggage, and facility monitoring procedures. Based on the results of the assessment, SMS then works with the contractor to tailor security training to address and mitigate identified vulnerabilities and risks. Such training specifically addresses fundamental aspects of port facility security and related law enforcement procedures, and includes crisis management exercises. In addition to port authority management, the target audience is generally customs, immigration and other law enforcement officials working in the seaports in the beneficiary countries.

Specific courses delivered

· Maritime Domain Awareness: To increase awareness on the effective understanding of anything associated with the maritime domain that could impact the security, safety, economy or environment of the country. Participants are trained in the detection and monitoring of maritime related activities through the gathering of accurate information and conducting surveillance and reconnaissance of vessels, cargo and people. Participants are trained to access and maintain data of vessels, facilities, and infrastructure, and to collect, fuse, analyze and provide information to decision-making authorities.  Emphasis is placed on persistent monitoring of the maritime domain, including vessels and crafts, cargo, crews and passengers, including through boarding and inspections.

· Port State Control: Participants are trained in how information related to the ships coming into the port should be received, organized, compiled and analyzed in order to achieve an adequate level of Maritime Domain Awareness. Vessel targeting (compiling information from Advance Notice of Arrivals, AIS, agent input) is demonstrated as a way of improving resource allocation and maximization.

· Access controls: Port Facility Security Officers and Guards receive instruction and participate in drills on vehicle search and inspections; and techniques to circumvent security measures, access control and barriers. 

· Container inspection security: Instruction focuses on the Seven (7) point container inspection process.

· Customs intelligence analysis: Theoretical and practical exercises, to provide potential intelligence analysts of the Customs Department with the knowledge and skills to support operational Customs security related work.
· Surveillance training: To provide Customs personnel at the managerial and operational level with an introduction to the basic skills required to successfully conduct surveillance operations.
· Non-intrusive container inspection or X-ray.
· Recognition of suspicious behaviour.  

· Incident Command System (ICS) training: ICS staffing and organization to include: reporting and working relationships and information flow; transfer of Command; Unified Command functions in a multilateral-jurisdictional and multi-agency incident; Resource Management; Interagency mission planning and procurement.
· Contingency planning / preparedness.
· Crisis Management table-top Exercise.  

· Port Facility Security officer (PFSO) training.
Port Security Assistance Partnership (PSAP)

In February 2007, the Port Security Assistance Partnership (PSAP) was formed to include the Secretariat for Multidimensional Security, the governments of Canada (Transport Canada) and the United States (INL and US Coast Guard). The PSAP expanded the traditional Maritime Security Program to include two new projects: 1. Crisis Management Exercises (CME) and 2. Best Practices Workshops.  

The PSAP’s main objectives
· to increase maritime security in compliance with the international standards established in the International Ship and Port Facility Security Code (ISPS), in order to mitigate maritime security vulnerabilities to protect passenger transportation, the flow of international trade, transshipment cargoes and the international maritime transportation system;

· to enhance security in port facilities, as the disabling or destruction of these critical infrastructures would have a severe impact on populations, public health, security, economic activity, the environment and democratic governance, among other areas; 
· to promote national, regional and international cooperation to prevent, combat and eliminate terrorism by increasing security in port facilities; strengthening counter-terrorism and law enforcement capabilities, access controls, passenger and cargo security, customs controls, including security procedures, crisis management exercises, and security awareness in general;

· to improve expertise of key maritime security, port authorities and law enforcement officials in relation to: (i) the implementation and application of international standards and best practices on maritime security issues; (ii) the management of port security crises; and (iii) port access and customs controls; and
· to contribute to the development of sound public/private partnerships on port security.
Phases of PSAP

Phases I and II of the PSAP entailed a range of activities including: comprehensive port security assessments and follow-on training in 10 countries, including a second round of training in two of those countries; one national workshop and four sub-regional workshops on best practices in maritime security and ISPS implementation; strategic level crisis management exercises (CMEs) in six countries; and a workshop introducing the APEC Manual of Maritime Security Drills and Exercises to the 14 Caribbean Member States.  

The Third Phase of the PSAP (PSAP III) to be implemented from the second half of 2010 through March 2013, funded by the Governments of Canada and the US, continues with several of the successful projects implemented under PSAP I and II, and includes several new projects designed to complement and build on activities carried out since 2007. 
Regarding the activities already in execution, during the last day of the CMEs, a new topic of Maritime Commerce Resumption (MCR) has been included. This addition stems from the recognition by all PSAP partners that a partial or short term port closure resulting from a terrorist attack or other emergency could quickly magnify the human and economic repercussions of such a crisis, including for those individuals and local businesses not involved directly in marine commerce.
New projects designed and included under PSAP III 

· Sub-regional Workshops on Best Practices in Key Aspects of Maritime Security: The overarching objective of these workshops is to engage key stakeholders on a sub-regional basis to discuss common challenges and best practices related to a particular set of critical issues in maritime security; specifically Cruise Ship Facility Security, and Customs and Facility Security Coordination.  

In addition to fostering an exchange of knowledge and experiences between counterpart officials and authorities in neighboring countries, these workshops will introduce Member States and participants to additional tools, techniques, technologies, and approaches for addressing challenges to maritime security on these fronts, and will set the stage for follow-up at a national level as needed.

Partners and providers of instructors / experts include Transport Canada, Canada Border Services Agency (CBSA), U.S. Coast Guard, U.S. Customs and Border Protection, the International Maritime Organization (IMO), the World Customs Organization (WCO), the Caribbean Customs and Law Enforcement Council (CCLEC), and others.

· Sub-regional Workshops on Best Practices in Port Security and Implementation of the ISPS
These workshops seek to enhance Member States’ capacity to comply with international maritime security standards. They are designed to promote within each sub-region a better understanding of maritime security threats and vulnerabilities, and to increase coordination, cooperation, and the exchange of information and best practices among those responsible for maritime security in the region.  PSAP partners assist in the organization of these events; Transport Canada and the US Coast Guard provide expertise and technical support.  Member States, the United States Department of Homeland Security – Customs and Border Protection (DHS/CBP), Canada Border Services Agency (CBSA), and several private sector companies also provide experts.

· Cruise Ship Facility Security 

In response to reports regarding the particular vulnerabilities of cruise ship facilities, these workshops will bring together stakeholders from the major cruise ship terminals within a sub-region to facilitate an exchange of information and discussion of challenges and best practices specific to securing cruise ship facilities. This is particularly important in those sub-regions largely dependant on the cruise ship and tourism industries, given the tremendous political, economic and human impact that a security and/or terrorist related incident involving a cruise ship and/or a cruise ship terminal would have.
· Workshops on the APEC Manual on Maritime Security Drills and Exercises:  The APEC Manual on Maritime Security Drills and Exercises was created by a private company under contract with Transport Canada as a tool for APEC economies and port authorities. The manual was made available to OAS Member States as a tool for enhancing maritime security. During 2009 and 2010, sub-regional training workshops to introduce the manual to appropriate maritime security officials were organized. The ultimate goal is to establish a standard for the two hemispheres and all 50 Member States of the OAS and APEC regarding the use of maritime security drills and exercises.  The manual was translated into Spanish.
· Workshops on Maritime Risk Assessment and Management: The objective of these workshops is to introduce OAS Member States – on both a sub-regional and national basis – to the Maritime Security Assessment Program developed by Canada, as well as other issues related to assessing and mitigating risk in the maritime arena, including the use of risk assessment tools created by other partners, such as the United States Coast Guard. These workshops will also include a focus on adapting the Canadian Maritime Security Assessment Program, which aims to improve the security of marine transportation infrastructure through implementation of a risk-management based assessment process, to fit the specific needs of particular countries and/or sub-regions. 

Evaluation component

An evaluation component is included in this new phase of the PSAP. These evaluations will seek to ascertain whether the training was successful, to measure the extent of its impact on trainee job performance, to measure the rate of retention of trained staff, and to determine whether there has been any significant improvement in the overall security of the port facility.

Crisis Management Exercises (CME)

CME activities are implemented as tabletop simulation exercises at the strategic level. The objectives are: to effectively assess the complex nature of the response capacities and mandates of each of the entities involved in a crisis situation within a port facility; to identify coordination problems and/or overlapping authorities and responsibilities, as well as response gaps and redundancies, in the national crisis management capacity; to promote greater understanding of the international procedures and multi-sectoral coordination needed to execute an exercise of this sort; to increase awareness of terrorism preparedness and response capabilities; to identify vulnerabilities in port facilities security plans; and to enhance preparedness, coordination and cooperation in the event of a maritime security crisis. The S/CICTE organizes the events and the PSAP partners in the USCG and Transport Canada provide additional expertise. Observers are invited from other countries in order to train trainers and facilitate CMEs in subsequent countries. 

Ideally there are two preparatory meetings prior to each CME, to allow for consultations and the design of the exercise. These are attended by high-ranking officials and decision-makers from the relevant ministries and port authorities. 
Capacity building projects and activities in 2010

The Maritime Security Program has executed 22 activities and capacity building projects and trained 1,200 officials just in 2010.

Capacity building projects and activities in 2011

· Port Security Assessments and Follow-on Training in Antigua and Barbuda, Belize, Mexico, Colombia, Costa Rica and El Salvador. 

· Three Sub-regional Workshops on Maritime Risk Assessment and Management (for the Caribbean, Central America and Mexico).
· Two Crisis Management Exercises (countries to be determined).
· One Sub-regional Workshop on Best Practices for the South Cone.
· Four Sub-regional Workshops on Cruise Ship Facility Security. 

· One National Workshop on Cruise Ship Facility Security.
· Two National Workshops on the APEC Manual.
The efforts undertaken under the Maritime Security Program in the last years constitute a systematic multiplication of efforts on the part of all of our Member States, our primary partners, as well as others including the Asia Pacific Economic Forum’ s Maritime Security Experts Group (MEG-SEC), Canada Border Services Agency (CBSA), U.S. Customs and Border Patrol, the World Customs Organization (WCO), the International Maritime Organization (IMO), and national authorities from several other countries and private sector entities engaged on aspects of maritime security.

II.
MARITIME NARCOTRAFFICKING

International narcotrafficking relies heavily on maritime means to move illicit drugs and related contraband. Illicit drugs are moved through maritime ports and mixed with legitimate cargos and hidden in bulk and container vessels. Pleasure craft and fishing boats take advantage of remote and easily accessible coastlines to pick up or offload drugs.

The SMS through ES/CICAD delivers a program that focuses on controlling the movement of illicit drugs, chemicals used to produce them and other contraband through land borders, airports and maritime ports as well as by maritime means. 

One element of this program is CICAD’s Group of Experts on Maritime Narcotrafficking. Experts from member states meet annually to identify new trends, threats and challenges related to the control of ports and maritime narcotrafficking. The experts then develop guides, best practices, model regulations and other resources. All of these resources are posted to CICAD’s web page for use by member states.

The program delivers a divers training program that deals with various aspects of narcotrafficking through ports and maritime means. Beneficiaries of the training seminars include counterdrug police, customs, immigration and other officers concerned with the control of illicit drug trafficking in member states. These are delivered in partnership with various entities and countries such as the Caribbean Customs Law Enforcement Council (CCLEC), Canada (Royal Canadian Mounted Police) and France (Coast Guard, Customs and Centre Interministériel de Formation Anti-Drogue-CIFAD). The program also includes components to engage private sector companies involved in the distribution chain through maritime ports. This aspect of the program is delivered in partnership with the Business Alliance for Secure Commerce (BASC).

Objectives of the training seminars delivered

· increase awareness regarding a particular threat, trend or investigative technique/approach;
· increase capacity in the selected subject area;
· increase interagency and international cooperation and collaboration;
· increase exchange of information.
The seminars or modules normally delivered concern the following:

· Container risk management/targeting and investigation: Examination of techniques that can be used to prioritize or target containers for further investigation; identification of ways and places to hide drugs in a container; ways to circumvent seals and other security measures

· Drug smuggling by air: targeting of passengers using airline reservation systems.
· Searching cargo vessels.
· Searching pleasure craft.
· Counterdrug maritime intelligence: consideration of methods to gather and exchange maritime narcotrafficking intelligence.
· Control of chemicals in ports: use of drugs on the manufacture of drugs; safety considerations; diversion techniques.
· Private sector involvement in drug control and the security of the distribution chain going through ports.
· Investigative techniques related to internal conspiracies and other port security-related issues for private sector companies.

Activities proposed for 2011

· meeting of the Group of Experts on Maritime Narcotrafficking in Quito, Ecuador (August);
· sub-regional seminar on searching pleasure crafty in partnership with French Customs in St. Martin (date TBD);
· National advanced seminar in computer-based seminar on counterdrug activities and passenger risk management for officers from the Dominican Republic in partnership with Centre Interministériel de Formation Anti-Drogue (date TBD);
· National seminar in operational analysis (Excel-based) for counter-narcotic activities for officers from Bolivia or Colombia in partnership with Centre Interministériel de Formation Anti-Drogue (CIFAD) (date TBD);
· National seminar on narcotrafficking investigations in ports in partnership with the DEA in Chile (date TBD);
· Regional seminar on counterdrug port security for the private sector in partnership with World BASC in Colombia (date TBD);
· National seminar on private sector involvement in the control of drugs and security in ports in Brazil in partnership with World BASC (date TBD);
· National seminar on private sector involvement in the control of drugs and security in ports in a selected country in Central America in partnership with BASC (venue and date TBD).
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