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Mr. Chairman, distinguished delegations, good morning.


Mr. Chairman, I am presenting this report as chair of the Inter-American Committee against Terrorism. The report summarizes a full written report that will be submitted to the Secretariat of the honorable committee for distribution to the member states.


Before I begin I would like to say that I am somewhat concerned at the lack of interest that some states are showing in the issue. The question that we should be considering is not if a terrorist attack will occur or be launched from territories in the system, but when such an incident will take place? And how can we prevent its possible effects on states parties?

Since its inception in 1999, the Inter-American Committee against Terrorism (CICTE) has been a model of effective multilateral cooperation in the fight against the scourge of terrorism in our hemisphere. CICTE enjoys highly deserved international recognition, despite the fact that terrorism has taken on new proportions and transcended all imaginable frontiers—both physical and virtual—to become a major threat to peace, security, human rights, and individual liberties.


Thanks to the success and accomplishments of the CICTE program, we can take pride in the fact that our region is safer than it was a few years ago. Member states have worked in unison to bolster capacities at the subregional and regional level as well as to exchange experience, expertise, best practices, and technical competencies. Each of these initiatives helps to reduce our individual and collective vulnerabilities.

The CICTE Secretariat works closely with an ever-larger number of governments and international organizations. However, despite increasing recognition from the governments of our member states, knowledge of the scope of CICTE programs and their attendant tangible benefits remains limited.  Since Guatemala took up the CICTE chair we have redoubled our efforts to promote CICTE’s work at the national, hemispheric, and global level in order to boost awareness of the Committee, its policies, and its programs among stakeholders.


In May this year, I traveled to United Nations Headquarters in New York City to take part in a Security Council open meeting on terrorism, which provided an opportunity for fruitful dialogue with senior officers of the United Nations Counter-Terrorism Committee (CTC). That meeting also served as a useful opportunity to advance international coordination and cooperation for strengthening our policies and programs against terrorism in the Hemisphere.


In October we increased efforts to broaden our donor base and implement strategic partnerships. With the support of the Technical Secretariat of CICTE we held a meeting under the auspices of the Permanent Observer Mission of France that brought together representatives from nine countries in the European Community, including Spain, Italy, Ireland, Greece, Portugal, Denmark, Cyprus, Belgium, and the Netherlands. The governments of several of those countries pledged to work closely with CICTE and provide financial support for specific programs. Through future initiatives of that nature, we hope to generate greater awareness and interest among other OAS permanent observer countries in our counter-terrorism activities and programs, while simultaneously seeking greater cooperation in financing CICTE programs.


Distinguished representatives, today, in delivering this report to the honorable Committee on Hemispheric Security, I would like to take the opportunity to announce that as a result of the meeting with permanent observers, a follow-up meeting has already been held that will pave the way for technical cooperation with CICTE in the area of protection of infrastructure and large-scale public events.

Guatemala will continue, both during its tenure as chair and beyond, to promote the consolidation and strengthening of CICTE so that all its activities reflect the region’s interests in combating the various threats that we all face. In that context, our hope and desire is to see the active participation of the OAS member states in all CICTE programs, where we have positive experiences that we must share and disseminate.


The CICTE Secretariat, which is part of OAS Secretariat for Multidimensional Security, implements projects all over the region that make a significant contribution in strengthening member states’ capacities to prevent, combat, and eliminate terrorism. This is done in the specific framework of each of the programs pursued by the Secretariat in the following areas:
a) Border Controls (Aviation Security, Document Security and Fraud Prevention, Immigration and Customs, and Maritime Security)

b) Critical Infrastructure Protection (Cyber Security and Tourism Security)

c) Legislative Assistance

d) Strengthening Strategies on Emerging Terrorist Threats

e) International Cooperation and Partnerships (Terrorism Financing)

The Secretariat designs its programs and activities taking into account the needs of each country with respect to prevention, combating, and elimination of terrorism in each of the above areas. Each country’s needs differ, despite being part of a common overall framework, and the CICTE Secretariat acts to address that combination of general and specific elements. This case-by-case methodology combines flexibility with a holistic approach to clear and concrete problems, with the result that each country’s particular needs are better addressed. This method also allows for harmonization of antiterrorism measures at the subregional, regional, and international level, enabling programs and activities to become more effective overall.

The mandate that CICTE receives through the OAS General Secretariat from the member states, allowing it to carry out its work and implement its programs, is set out in the CICTE Annual Work Plan. The aims of the Work Plan are prevention and mitigation of terrorism. The five main cooperation programs contained in the CICTE Work Plan and ably carried out by the Secretariat remain valid and applicable for strengthening security in areas that are particularly vulnerable to terrorism.

Since its last regular session in March 2012, the Secretariat has conducted 99 technical assistance missions (from technical training courses to subregional policy seminars, simulations, and exercises) targeting all member states, and it is anticipated that approximately another 40 programs will be carried out by the time of the Thirteenth Regular Session of CICTE scheduled for March 7 and 8, 2013.

Mr. Chair, I would like to take this opportunity to share with the Committee the main results achieved—or on course to being so—through CICTE’s various projects and activities.


Over the past two years, the Aviation Security Program has focused on training in cargo and baggage security in order to help member states to combat the new global threats to civil aviation. As CICTE continues to look for training opportunities to help member states be better prepared to counter the more prevalent new or existing threats, such as threats to persons with privileged information, the Secretariat goes on trying to find ways to make the courses more sustainable.

The Aviation Security Program hopes to implement more train-the-trainers programs in the region with the aim both of sustaining the knowledge acquired through the instruction that we sponsor in each member state, and of being able to call on trainers in the region to lead other training activities in the Americas. Since March 2012, CICTE has trained more than 13 aviation security trainers and hopes to continue in that vein.


It is worth noting that this month (November), CICTE is implementing a pilot course on risk analysis and management in Uruguay. The course will be imparted by two instructors from Chile’s Civil Aviation Agency, both of whom are ICAO-certified. To date, this course has not been implemented by any other training provider and is one that has been repeatedly requested by member states. Furthermore, the Chileans are able to provide the training in the country’s native language. This is an area of the program where we have been found wanting.


The CICTE Secretariat is also identifying and providing member states with technical assistance and training in order to help them comply with the standards of the International Maritime Organization (IMO) and other international standards on port protection.

In the area of maritime security, in February 2007, CICTE established the Port Security Assistance Program (PSAP) in conjunction with the Inter-American Drug Abuse Control Commission (CICAD), the Inter-American Committee on Ports (CIP), and the Governments of Canada (Transport Canada) and the United States (INL and US Coast Guard).
With the creation of the PSAP, CICTE’s program on Maritime Security was broadened, with particular attention given to port facility security and training needs assessments and follow-up training, as well as the addition of two new projects: Crisis Management Exercises and Workshops on Best Practices in Implementation of International Maritime Security Standards. The success of the first two phases of the PSAP encouraged Canada to funnel most of its port security assistance in the hemisphere through CICTE’s Maritime Security Program. This cooperation model has made it possible to harness INF, AMS, and Canadian financial and technical resources, and port and security activity has tripled as a result. The PSAP has earned public accolades at different international forums for its successful efforts in strengthening maritime security in the Americas.

PSAP III (launched in May 2010) continues to execute several of the most successful projects carried out under PSAP I and II, and includes a variety of new projects designed in consultation with Transport Canada and the United States Coast Guard with the aim of complementing and building on the activities carried out since 2007. The program carries out port facility security and training-needs assessments as well as follow-up training, crisis management exercises, and workshops on best practices in implementing international maritime security standards.
Latterly, the program has carried out such activities in Peru, Colombia, Uruguay, and Jamaica, providing training on maritime security matters to approximately 1,802 public officials and private sector operatives from various agencies, institutions, and countries. CICTE has also strengthened and successfully forged new cooperation relations with the IMO, as well as with public sector institutions and other organizations.

The APEC Manual on Maritime Security Drills and Exercises (now amended and in the process of translation into Spanish) is available to all OAS member states via the CICTE website and its has been acknowledged by several governments that have organized workshops as a useful and valuable tool for planning and executing exercises in accordance with the obligations under the ISPS Code.

The other three subregional workshops should lead to training improvements for beneficiary states as a result of being combined with the Crisis Assessment and Management Program implemented by Canada, as well as addressing other issues connected with risk mitigation in the maritime sector. This includes adaptation of the Canadian tool aimed at improving maritime transport infrastructure through an integral risk management process adapted to the reality and context of the Hemisphere and member states.

The two remaining strategic crisis management exercises should produce and improve capacity in beneficiary states in terms of interagency coordination, strategic assessment and prevention, and response and recovery in confronting a crisis.


The other port facility security follow-up training program should enhance beneficiary states’ capacity with respect to access control, knowledge of the maritime environment, port facility control, customs inspection procedures, and crisis management, boosting port facility security.


In another area of work, since 2006, through various programs and international partnerships, CICTE has offered training and technical assistance to member states for addressing the threats posed by the use of weapons of mass destruction by terrorists and nonstate actors in general, in keeping with United Nations Security Council resolution 1540 (UNSCR 1540).

In 2011, CICTE designed and began implementing a pilot project that was the first of its kind in the world, aimed at supporting member states’ efforts in implementing UNSCR 1540, collaborating with the United Nations Office for Disarmament Affairs (UNODA) and the 1540 Committee Expert Group. The CICTE Secretariat’s approach in this area has two dimensions: (1) Sectoral Implementation of Technical Assistance and Capacity Building in: Border Controls, Legislative Assistance, and NRBC crisis management exercises; and, (2) Implementation of a specific program to assist member states in implementing resolution 1540.


In order to comply with this mandate, the Secretariat has established a strategic partnership with UNODA, the 1540 Committee Expert Group, and the United States Export and Border Security Control Program (EXBS). This has led to the design and implementation of a pilot project for physical protection and accounting of nuclear, radiological, biological, and chemical (NRBC) materials.

This pilot project, which is currently underway in Mexico and Colombia (the first two beneficiary countries), is organized in two phases:


1.  Technical assessment missions, which consist of consultations with all the beneficiary country’s agencies with responsibilities in the area, so that they might assess their needs and develop a national work plan that includes technical assistance and capacity-building activities in response to those needs; and, 2.  Implementation of the technical assistance and capacity-building activities contained in the plan.

The Government of Mexico has sent an official letter to the United Nations 1540 Committee endorsing the CICTE project and requesting that its members support it. In addition, the CICTE Secretariat has ensured a first tranche of funding to begin implementing Mexico’s National Work Plan on Implementation of Resolution 1540 (Phase II of the Project). The CICTE Secretariat is in consultations with the Government of Colombia with the aim of finalizing its National Work Plan on Implementation of Resolution 1540 (Phase II of the Project).

CICTE will begin implementing phase II of the Project in those countries next year and hopes to raise funds through consultations and international cooperation for that purpose.


Another program, aimed at strengthening member states preparedness for confronting potential terrorist threats in a coordinated manner is being implemented through a series of “tabletop” (simulation) exercises for senior decision-makers of member states to highlight specific issues of contingency planning and threat mitigation.  Engaging with counterterrorism experts, participants play through a terrorism scenario designed with the particularities of a state or group of states in mind.  Each scenario of the Program on Strengthening Strategies on Emerging Terrorist Threats highlights a specific potential terrorist threat and challenges the players to devise real-time responses to the problems presented to them. A post-simulation discussion provides decision-makers with professional critiques to assist them in improving their national contingency planning and coordination


In addition, the program on Responses to Emerging NRBC Threats helps to strengthen member states’ preparedness for a coordinated response to a possible bioterrorist threat. This program is mainly being implemented through a series of “tabletop” (simulation) exercises for senior security officials, focusing on contingency planning and threat mitigation.


The purpose of these activities is to examine plans, processes, and procedures for protecting health and security, as well as preserving domestic and international trade in the wake of a transnational biological attack. Their aim is also to increase awareness among senior government officials of the nature of bioterrorism and the need for international cooperation for confronting this threat through preparedness and response capacities as well as for quickly detecting biological threats and mitigating their consequences.


Since the last regular session of CICTE in March 2012, the Secretariat has successfully trained more than 18 high-level participants from seven national agencies in Chile. This process led to the design and drafting of a Terrorist Attack National Response Protocol. CICTE also established and strengthened existing partnerships with international organizations in this area as well as among member states for the purposes of South-South cooperation.

It is hoped that the 10 remaining activities scheduled in this program before the next CICTE session will increase awareness and create tangible results through training in the beneficiary states (Ecuador, Mexico, Trinidad and Tobago, and Guatemala), while at the same time strengthening regional coordination. Specifically, National Technical Assistance Missions will support the efforts of each participating member state to develop a national emergency response plan for incidents connected with a potential act of bioterrorism.

Given that cyber security has become a national security priority throughout the Hemisphere and bearing in mind that the Inter-American Committee against Terrorism adopted the Declaration on Strengthening Cyber-Security in the Americas at its fourth plenary session held on March 7, 2012, the program of the Secretariat on cyber security has been given greater impetus.

Among the main objectives of the Secretariat are to establish national “alert, watch, and warning” groups, also known as Computer Security Incident Response Teams (CSIRTs), in each country; to create a hemispheric watch and warning network made up of CSIRTs that provides guidance and support to cyber security technicians from around the Americas; cultivate and support the development of national cyber security strategies; and promote a culture and awareness of cyber security though which to strengthen of cyber security in the Americas.


In the past year, countries such as Costa Rica and El Salvador adopted decrees creating their national CSIRTs and, based on what they learned at a good practices workshop held in Montevideo, Uruguay, countries have begun to develop a virtual forum to enable all the CSIRTs in member states to establish relations with one another.


In addition, a mobile laboratory has been assembled for holding crisis management exercises in all OAS member states. The laboratory, which has been presented to all the missions, is the only tool of its kind worldwide and has attracted the attention of a number of European nations interested in harnessing the model. At the presentation of the laboratory in October this year was Ambassador Mike Smith, Executive Director of the United Nations Counter-Terrorism Committee. In the course of Ambassador Smith’s visit to Washington, arrangements were made for the undersigned to participate as CICTE Chair in a special meeting of the United Nations Committee to be held at United Nations Headquarters on November 20 and attended by member states, international organizations, and specialized agencies.


In addition, during the last period, Chile and Panama began preparations on a national cyber security strategy. Furthermore, representatives of the Caribbean member states who took part in a Regional Good Practices Workshop proposed the adoption of a cyber security working framework for the Caribbean region.

Partnerships have been forged under cooperation agreements with representatives of the private sector and civil society. To that end, memoranda of understanding have been signed with initiatives and organizations such as the World Economic Forum, USUARIA Organization, and the “PARA. PIENSA. CONECTATE” [STOP, THINK, CONNECT] Initiative. Work has also be done to strengthen the capacities of technicians in the public and private sectors through training provided by the Department of Homeland Security’s National Cyber Security Division (DHS/NSCD) in the United States, as well as by the United States Secret Service (USSS).
Furthermore, based on a roundtable discussion for cyber security policymakers held in Ottawa, Canada, in September, member state representatives committed to ensuring that the issue of cyber security was given the highest policy priority on their government’s agendas.

One of the new thematic areas for the 2013-2014 period will be the implementation of activities aimed at protecting industry control systems (ICS) on which member states’ critical infrastructure depends. Finally, the virtual forum envisaged in the CICTE XII Work Plan will be consolidated and the Hemispheric Network of CSIRTs expanded.
The tourism security program provides specialized security training through workshops aimed at participants from both the public and private sectors, taking into consideration the realities and needs of individual countries and localities.  The program also promotes public-private partnerships, in compliance with the 2006 United Nations Global Counter-Terrorism Strategy.

As a result of these training activities, with the support of the Department of Economic Development, Trade, and Tourism, a network of tourism security coordinators has been established, comprising persons from the public and private sectors who have demonstrated leadership and commitment in the course of the program. Other activities have included exchange of best practices in tourism security, as well as of experiences and local expertise in managing emergencies and crises caused by natural disasters and accidents, in addition to topics such as health and tourism with the collaboration of the Pan American Health Organization (PAHO).
The Major Events Security Program seeks to establish and promote a permanent cooperation mechanism involving all the OAS member states in protection and security planning at major events. It is based on the extensive experience and established networks of the CICTE Secretariat and the United Nations Interregional Crime and Justice Research Institute (UNICRI), in the form of the National Focal Points Network.

In the long term, the initiative seeks to develop and establish a Knowledge Management System (KMS) to serve as a permanent information sharing mechanism accessible to all national focal points and other stakeholders. The aim of these tools is to provide assistance to host countries in security planning for events that represent a challenge and put into practice the mutual assistance frameworks that already exist under the IPO Americas program; update planning instruments; foster cooperation among government agencies and between the public and private sectors; promote the design of a regional training manual; and explore opportunities for setting up a network of training centers in the region.
This virtual platform will contain all the information on national focal points and other staff involved in major events security in the participating countries. It would also include relevant information on security, laws, and crime prevention strategies of past and future major events to be held in OAS member states, as appropriate, under different levels of security.

The IPO Americas team, in cooperation with local actors, is currently designing a three-day training mission which will be held in San Jose, Costa Rica, in preparation for the next Central American Games in 2013. It is hoped that the lessons learned from the mission can first be tested at the Noche de la Luz national festival to be held later this year.
The program has also received direct requests for technical assistance from member states that will be hosting other major events, such as the Taekwondo World Cup and the forty-third regular session of the OAS General Assembly. The funding for these events is not yet available; however, staff and member states are exploring financing options with local interested parties.
Finally, a series of regional and subregional workshops have been held since 2010 for the purpose, inter alia, of receiving inputs from focal points and interested parties for keeping the program applicable to the region’s context.
CICTE’s activities in the Program on Legislative Assistance and Combating Terrorism Financing are implemented primarily through a partnership with the Terrorism Prevention Branch of the United Nations Office on Drugs and Crime (UNODC/TPB), and with the Anti-Money Laundering Unit of the Inter-American Drug Abuse Control Commission (CICAD).
In addition, a strategic working group known as MECOOR (short for Mesa de Coordinación in Spanish) was created in March 2010. It consists of the Secretariats of CICTE and CICAD, the Executive Directorate of the UN Counter-Terrorism Committee (UNCTED), UNODC, and the Financial Action Task Force of South America (GAFISUD). The purpose of MECOOR is to strengthen coordination, look for synergies, and implement joint training projects in the western hemisphere with the aim of preventing and combating terrorism and its financing. The first specific MECOOR project was successfully implemented in 2011 and 2012 with funding provided by the United States Government. It is hoped that a new MECOOR project can be carried out in 2013.
This first project, which included three subregional specialized instruction workshops, has delivered training to more than 100 officials in South America, Central America, Mexico, and the Dominican Republic on how best to tackle new challenges, typologies, and modi operandi used by terrorist financiers and money launderers. The results of the project in the near-term suggest that it has been a great success.

In addition, the CICTE Secretariat, in conjunction with UNODC, drew up three documents containing legal recommendations in follow-up to the technical assistance missions to Dominica, Panama, and Surinam. These documents are being considered by the respective governments as potential inputs for new laws against terrorism and its financing. Over the coming months, Panama, Dominica, and Surinam will receive follow-up on the legal recommendations put forward, with a view to their drafting and ultimately adopting the relevant legislation.

The implementation by the CICTE Secretariat—in partnership with DHS/ICE—of an innovative training program in Los Angeles, USA, for senior technical representatives from Argentina, Brazil, Chile, Paraguay, and Uruguay (customs, financial intelligence units, specialized police, government attorneys) led to the creation of an operational working group for the program’s participants to exchange information and engage in joint activities. CICTE has also officially received positive feedback from several agencies that participated in the training program. The Argentine Customs sent an official letter mentioning that, as a result of the training, new rules and procedures had been drawn up and implemented across the country to strengthen efforts against money laundering and combat terrorism and its financing.
The purpose of the Immigration and Customs program is to provide training to border control officers with the aim of enhancing their expertise and skills in combating drugs, trafficking in persons, and other illicit trafficking activities, so as to improve control of movements of people and goods at their country’s airports, seaports, and land borders, as well as to coordinate more effectively with other entities, including prosecutors. At present, the program is addressing the security situation created by the porous borders in the Caribbean and Central America and the lack of interagency coordination. This is being tackled through a series of comprehensive training workshops on immigration and customs controls held at the national level in the region.

The overarching objective of the Document Security and Fraud Prevention program is to strengthen security in the issuance and control of travel and identity documents in OAS member states. The Secretariat implements two subprograms:
1.
Advanced training in detection of fraudulent documents and impostors, in partnership with the Forensic Laboratory (HSI-FL) of the Department of Homeland Security’s Immigration and Customs Enforcement agency (DHS/ICE).

2.
Subregional workshops on best practices in travel document security and identity management held jointly with the International Civil Aviation Organization’s (ICAO) Machine-Readable Travel Documents Program, as well as with support from Interpol, the IOM, and other regional and international agencies. Furthermore, the Secretariat has increased its emphasis on providing support and assistance to numerous donors and implementing agencies with a view to coordinating capacity-building and training initiatives in the area of document security.
These workshops address international standards on passports, electronic passports and biometrics, and include “breeder” document and civil registry integrity. After each workshop, missions are conducted to assess capacity gaps in specific participating countries in order to identify additional member state needs to be addressed in future projects. By March 2013, this project will have been carried out in Mexico, Central America, and the Caribbean. The following year, the project will be extended to South America and include a hemispheric workshop, the results of which will be shared among all OAS member states.

In addition, in 2012, the CICTE Secretariat, in partnership with SICA and Interpol’s Central American Border Security Program (SEFRO), launched a series of national workshops set to culminate in a subregional Central American workshop on Integrated Border Management and Harnessing Interpol Resources and Standard Operating Procedures.
Finally, global supply chain security has become a priority for a significant number of world economies. The CICTE Secretariat has been working with the World Customs Organization and US Customs and Border Protection to develop a proposal for identifying ways to strengthen and expand existing capacity-building initiatives in the region.
To carry out this project, the CICTE Secretariat will continue to work as a strategic partner with the aim of reducing terrorist threats to the global supply chain by assisting in the development and strengthening of authorized economic operator (AEO) programs in selected OAS member countries.
At present, efforts are underway on the development of the project that would work toward the implementation of AEO programs in the region. The project would strengthen existing joint initiatives between the World Customs Organization and the Inter-American Development Bank (IADB). CICTE will make use of its experience in the area of maritime security for that purpose. Thus far, CICTE has held consultations with maritime security program managers on how to strengthen those efforts, as well as engaging with the World Customs Organization and the United States Government on the project. In addition, we have explored the possibility of future cooperation between CICAD and the Business Alliance for Secure Commerce in the area of global supply chain security.

Distinguished delegates, our success to date is due to the fact that all our members are aware that it is essential to promote and cultivate hemispheric cooperation among us in order to accomplish the Committee’s core objective: to prevent, combat, and eliminate terrorism.
The CICTE Chair would also like to express its well-deserved appreciation to the staff of the CICTE Secretariat for their untiring, efficient work, which is clear from the report presented here and from the specific funds that they consistently manage to collect and execute every year.

Your steadfast determination and support will enable us to fulfill our role in the broadest international efforts against terrorism and preserve the security of our citizens so that they can move forward with the task of creating democratic, just, and prosperous societies. I would also like to take this opportunity to call on member states to take advantage of the technical assistance opportunities that CICTE makes available.

Let us not wait for calamity to strike, but make the most of the tools that CICTE has in order to implement prevention measures in our respective countries.

Thank you.
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