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CJI/RES. 186 (LXXX-O/12)

PROPOSED STATEMENT OF PRINCIPLES FOR PRIVACY

AND PERSONAL DATA PROTECTION IN THE AMERICAS

THE INTER-AMERICAN JURIDICAL COMMITTEE,
CONSIDERING that resolution AG/RES. 2661 (XLI-O/11) requested the Inter-American Juridical Committee to prepare “a document of principles for privacy and personal data protection in the Americas”;
TAKING INTO ACCOUNT the emergence of a global information economy based on the development of new forms of digital information and communication technology; 
EMPHASIZING the importance of personal privacy as a fundamental human right; 
ALSO EMPHASIZING the importance of the freedom of speech, opinion and expression and the free flow of information across borders;
BEARING IN MIND the “Proposed Statement of Principles for Privacy and Personal Data Protection in the Americas” (CJI/doc.402/12), presented by the rapporteur of the subject, Dr. David P. Stewart;
NOTING THAT each national system should adopt and implement a clear and effective policy of openness and transparency with respect to all the events, practices and policies related to data and personal information,
RESOLVES: 
To propose to the General Assembly the adoption of the following principles:
Introduction

The following list sets forth the basic principles which should be adopted and followed in national law and practice. They are intended to prevent harm to individuals from the wrongful or unnecessary collection or use of personal data and information. The twelve principles are interrelated and should be interpreted together as whole. In addition, each national system should adopt a clear and effective policy of openness and transparency about all developments, practices and policies with respect to personal data and information.
First principle: Lawful and Fair Purposes 

Personal data and information should be collected only for lawful purposes and by fair and lawful means. 
Second Principle: Clarity and Consent 

The purposes for which personal data and information are collected should be specified at the time the information is collected. As a general rule, personal data and information should only be collected with the knowledge or consent of the individual concerned.
Third Principle: Relevant and Necessary 

The data and information should be accurate, relevant and necessary to the stated purposes for which they are collected.  
Fourth Principle: Limited Use and Retention 

Personal data and information should be kept and used only in a lawful manner not incompatible with the purpose(s) for which it was collected. It should not be kept for longer than necessary for that purpose or purposes and in accordance with relevant domestic law.
Fifth Principle: Duty of Confidentiality

Personal data and information should not be disclosed, made available or used for purposes other than those for which it was collected except with the consent of the concerned individual or under the authority of law.
Sixth principle: Protection and Security

Personal data and information should be protected by reasonable and appropriate security safeguards against unauthorized access, loss, destruction, use, modification or disclosure.  
Seventh Principle: Accuracy of Information

Personal data and information should be kept accurate and up-to-date to the extent necessary for the purposes of use.  
Eighth Principle: Access and Correction

Reasonable methods should be available to permit individuals whose information has been collected to seek access to that information and to request that the record keeper amend, correct or delete that information. If such access or correction needs to be restricted, the specific grounds for any such restrictions should be specified in accordance with domestic law. 
Ninth Principle: Sensitive Information

Some types of information, given their sensitivity and in particular contexts, are especially likely to cause material harm to individuals if misused. Record keepers should adopt privacy and security measures that are commensurate with the sensitivity of the data and its capacity to harm individual data subjects. 
Tenth Principle: Accountability

Record keepers should adopt appropriate procedures to demonstrate their accountability for their compliance with these principles.  
Eleventh Principle: Trans-border Flow of Information and Accountability

Member states should cooperate with one another in developing mechanisms and procedures to ensure that record keepers operating in more than one jurisdiction can be effectively held accountable for their adherence to these principles.  
Twelfth Principle: Disclosing Exceptions

When national authorities make exceptions to these principles for reasons relating to national sovereignty, internal or external security, the fight against criminality, regulatory compliance or other public order policies, they should make those exceptions known to the public.
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This resolution was approved unanimously at the regular session held on March 9, 2012, by the following members: Carlos Alberto Mata Prates, David P. Stewart, Fernando Gómez Mont Urueta, Jean-Paul Hubert, Miguel Anibal Pichardo, Freddy Castillo Castellanos, Fabián Novak Talavera, José Luis Moreno and Ana Elizabeth Villalta Vizcarra.
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