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Introduction
The Inter-American Committee against Terrorism (CICTE) is an entity of the Organization of American States (OAS) and, in conformity with Article 53 of the OAS Charter, was established by the General Assembly in 1999 to promote and develop cooperation among member states to prevent, combat, and eliminate terrorism, in accordance with the principles of the OAS Charter and with the Inter-American Convention against Terrorism.

CICTE exercises its functions in the framework of the Declaration of Lima to Prevent, Combat, and Eliminate Terrorism; the Plan of Action on Hemispheric Cooperation to Prevent, Combat, and Eliminate Terrorism; the Commitment of Mar del Plata; and the other declarations adopted in the framework of CICTE. CICTE has a Secretariat that provides technical and administrative support to the activities of the Committee. Mrs. Alison August Treppel was appointed Executive Secretary of CICTE in December 2016.
This Annual Report is presented in accordance with Article 91.f of the Charter of the Organization of American States, Article 17.h of the CICTE Statues and Article 11.e of its Rules of Procedure.

Implementation of the Inter-American Convention against Terrorism

The Inter-American Convention against Terrorism, which was adopted in Bridgetown, Barbados on June 3, 2002 and entered into force on July 10, 2003, is a legally binding instrument that seeks to improve regional cooperation in the fight against terrorism through the exchange of information on border control measures and law enforcement actions; appointment of a national point of contact; provision of technical assistance; and mutual legal assistance. The OAS General Secretariat is the custodian of the Convention. To date, 33 OAS Member States have signed the Convention and 24 have deposited their instruments of ratification (http://www.oas.org/juridico/english/sigs/a-66.html).
Meetings

The Eighteenth Period of Sessions of CICTE was held on May 3 and 4, 2018 at OAS Headquarters in Washington, DC with the participation of 25 Member States. Among other actions, Member States adopted the declaration “Strengthening Hemispheric Efforts to Address and Counter Violent Extremism that is Conducive to Terrorism,” (CICTE/DEC.1/18) through which Member States expressed their support for developing and/or updating, as appropriate, national counter-terrorism strategies and action plans, and reiterated their commitment to prevent the movement of terrorists by, among other measures, increasing effective national border controls, controls on issuance of identity papers and travel documents, and through measures for preventing counterfeiting, forgery or fraudulent use of identity papers and travel documents.
In addition, OAS Member States adopted CICTE’s Work Plan for 2018-2019, and elected Argentina and Canada as Chair and Vice Chair, respectively, for the period 2018-2019.

Financial Situation

The 2018-2019 Program-Budget of the Organization assigned the CICTE Secretariat a total of $57,400 from the Regular Fund for non-personnel expenses and for the organization of CICTE’s annual meeting. Voluntary contributions from Member States, Permanent Observer countries and private sector entities for 2018 totalled approximately US$3.5 million to support legislative and technical assistance activities. No Indirect Cost Recovery (ICR) resources were assigned to the CICTE Secretariat during the year.

Technical Assistance 
As approved in the 2018-2019 Work Plan approved by Member States, the CICTE Secretariat provided technical assistance to Member States in such areas as cybersecurity; border managemnet (land, air and sea); prevention of terrorism finance; and/or implementation of UNSCR 1540, among others. Nearly 7,700 representatives of governmental, non-governmental and other agencies from throughout the region benefitted from CICTE capacity-building efforts in 2018.
This report is organized according to the internal structure of the Secretariat established by Executive Order 16-01 rev. 1:
a. The Counter-Terrorism Capacity Building Section, the purpose of which is to assist member states in the design and implementation of policies and programs to strengthen the antiterrorist capabilities of member states, including their cyber-incident response, and 

b. The Counter-Terrorism Policy Section, the purpose of which is to assist member states in the design and implementation of policies and initiatives to prevent, combat and eliminate terrorism, through the development of laws, standards and cooperation mechanisms.
I. COUNTER-TERRORISM CAPACITY BUILDING SECTION
A. Cybersecurity

Through its comprehensive program to Strengthen Cybersecurity in the Americas, and with financial support from the Governments of Canada, United States, Estonia, Spain, the Netherlands, and the United Kingdom, as well as the private sector, CICTE has contributed to building Member State capacities to detect cyber threats and to prevent, respond to, and recover from cyber incidents. The program operated in three basic areas in 2018:

· Policy Development
During 2018, the CICTE Secretariat supported Guatemala and the Dominican Republic in the launch of their respective national cybersecurity strategies. Additional technical assistance requests from Argentina, Barbados, Belize, Guyana and Peru were acknowledged, and work to develop their cybersecurity strategies will continue through 2019. Other requests for assistance will be addressed as soon as additional funding becomes available.
The first meeting of the Working Group on Cooperation and Confidence-Building Measures in Cyberspace took place on February 28-March 1, 2018, during which Member States considered a draft set of “Cyber CBMs for the Inter-American System” and a draft plan of action for the establishment of additional measures. This meeting was made possible, in part, through the financial contributions of the Governments of Canada and the United States. Two CBMs were subsequently agreed to during CICTE’s 2018 annual meeting (resolution CICTE/RES.1/18) and were later approved by Member States for inclusion in the “Consolidated List of Confidence- and Security-Building Measures” as non-traditional measures. 
Finally, in collaboration with the Pacific Alliance, the CICTE Secretariat organized a meeting in Bogotá, Colombia (April 2018) with the heads of several Computer Security Incidence Response Teams (CSIRTs) to define guidelines for the implementation of an information exchange protocol for the CSIRTs of the countries of the Pacific Alliance. The Protocol was adopted and steps are being considered for its implementation. 

· Capacity-building
Over 5,000 representatives of the public and private sectors benefitted from training related to critical infrastructure protection, incident response and measures to combat the use of the Internet for terrorist purposes.  In partnership with the South School of Internet Governance, 155 participants were trained in cybersecurity, Internet governance, freedom of speech, privacy, net neutrality, and gender issues. The first workshop addressing Cybersecurity in Civil Aviation took place in Jamaica on March 20-23, and involved the participation of representatives from Antigua and Barbuda, Argentina, Bahamas, Barbados, Chile, Ecuador, Guyana, Nicaragua, Republic of Suriname, St. Kitts and Nevis, St. Vincent and the Grenadines, and Trinidad and Tobago.  

Other training included the “Use of the Internet for Terrorist Purposes” and “Open Source Intelligence Training”, both of which benefitted over 100 law enforcement officials from Argentina and Brazil during the month of March. With the support of the Spanish Government, the Cybersecurity Summer Bootcamp 2018 benefitted over 300 participants, including 103 people from OAS Member States. In collaboration with Trend Micro, 14 Cyber Women Challenges were organized in 11 different OAS Member States, where over 160 women benefitted from technical cybersecurity exercises that sought to promote the development of cyber capabilities and promote the inclusion of women in the field of cybersecurity. The CICTE Secretariat also facilitated the delivery of numerous webinars on diverse cybersecurity topics.

With the support of Citi Foundation, Phase II of the project “Creating a Career Path in Digital Security” trained over 160 students from Colombia (April), Costa Rica (May), Dominican Republic (May) and Peru (April), and facilitated the participation of 20 of the best performing students in the aforementioned Summer Bootcamp, as well as in a Business Incubator. In addition, 40 of the best performing students also had the opportunity to participate in the Ibero-American Cybersecurity Challenge 2018, a cybersecurity competition organized in collaboration with Spain. This project also provided training to 5,000 people through a Masive Online Course (MOOC) during May-June that sought to strengthen cybersecurity capabilities for Small- and Medium- Enterprises (SMEs) and individuals. 
The Hemispheric Network of Computer Security Incidence Response Teams (CSIRTs) (CSIRTAmericas.org), which began operations in 2017 to faciliate cooperation and coordination among CSIRTs throughout the Americas, had 21 CSIRTs from 17 countries participating by the end of 2018. CSIRTAmericas also act as a centralized 24/7 HUB service  to distribute cyber threat warnings that directly affect the communities (generally government agencies, critical infrastructure, military organizations) served by the cyber incident response teams of the Americas.

· Research and Outreach 

During 2018, the CICTE Secretariat developed and produced several cybersecurity reports and white papers.  These reports included “Critical Infrastructure Protection in Latin America and the Caribbean” developed in collaboration with Microsoft, and the “State of Cybersecurity in the Banking Sector in Latin America and the Caribbean,” which explored the perceptions of both banks and end users of financial services of online threats. This report was presented during the launch of Cybersecurity Awareness Month, held at OAS headquarters in October 2018.

In collaboration with Amazon Web Services, CICTE also produced several white papers, including; “A Call to Action to Protect Citizens, Private Sector and Governments”; “Managing Nation Cyber Risk”; “Opportunities and Challenges for SMEs in the Context of Increased Adoption of ICTs” and; “A Call to City Leaders: Making our Cities Smarter, Safer and More Efficient”. 

The CICTE Secretariat supported the development of awareness raising tools for Costa Rica and began preliminary conversations with the Government of Brazil to develop an awareness-raising plan for cybersecurity-related issues.
B. Border Management
· Tourism security
Implementation of the project “Tourism Security in the Americas” continued in 2018 in collaboration with the United Nations Interregional Crime and Justice Research Institute (UNICRI) and with financing from the Government of Canada. The project seeks to enhance tourism security response systems in Member States by promoting planning, prevention, and crisis management methods, fostering the exchange of information and good practices among those working in the sector and policy-makers, and contributing to the creation of public-private partnerships. 

Needs assessment visits took place in two cities in Mexico (Puebla and Parras de la Fuente), as well as in Saint Lucia, Nicaragua and The Bahamas to collect information on specific vulnerabilities and threats. The visits also sought to identify institutions and agencies that could benefit from risk management training in tourist destinations. For reasons beyond CICTE’s control, activities were halted in Nicaragua and The Bahamas but three 5-day courses were held in Mexico (February and August) and Saint Lucia (September) that covered such topics as: public-private cooperation, tourism security standards, perceptions of security, disaster management and contingency plans, cybersecurity, maritime and port/cruise security and communications and media management. It is worth noting that in the case of Puebla, Mexico, efforts were made to develop a curricula specifically for the Magical Towns “Pueblos Mágicos”.

Specialized courses were held in the Dominican Republic and Jamaica on risk management and crime prevention in tourist destinations. Work continued in Montego Bay, Jamaica to draft a Tourism Security Plan for that destination, and similarly, a draft Tourism Plan was developed and presented in Costa Rica in February 2018 that focused specifically on the Casco Histórico.

· Security of containers and cargo vessels
In 2018, with financial support from the Government of Canada and technical support from Canada Border Services Agency (CBSA-ASFC), CICTE helped strengthen national and regional capacities in the area of cargo inspection, control and security. Specifically, CICTE worked in points of entry with some of the highest volumes of commercial cargo, including Veracruz, Mexico , Port of Spain, Trinidad and Tobago ), Limón and Puntarenas, Costa Rica ) and Valparaiso, Chile ). Furthermore, CICTE carried out a technical assessment visit in the Dominican Republic (April), Costa Rica (April), Trinidad and Tobago (August), and Laredo, Texas (September) to identify potential areas of collaboration and to plan and design specialized follow-up training courses.

In cooperation with Costa Rican Customs (SNA), Mexican Customs (SAT) and the Mexican Navy, a bi-national cargo vessel inspection course took place in Veracruz, Mexico in October. The training introduced such areas as international standards and treaties, risk assessment strategies, health and safety, screening and inspection techniques, handling of evidence, recent trends in crimnal methodologies and modus operandi, including smuggling techniques, concealment methods and inspection counter-measures. 

Following the success of the Vessel Examination Courses delivered in 2017, CICTE helped train 24 representatives of Chilean Customs and Navy in a 2-week specialized Container Examination Course. Two officers from Mexico’s customs agency were invited to help co-deliver the course, thereby strengthening regional cooperation and sustainability of the program.

And, in cooperation with the National Superintendency of Customs and Tax Administration (SUNAT) of Peru, a national workshop was conducted in Lima to support the “Empowerment of Female Officers in Border Security”. 
· Supply chain security
As part of OAS efforts in 2018 to strengthen Authorized Economic Operator (AEO) programs in the Hemisphere, CICTE organized 16 workshops for the private sector, with the participation of 650 representatives of private companies throughout Argentina, Brazil and Paraguay. In addition, a workshop was carried out for 70 companies certified by the Brazilian AEO program to exchange security practices, and a regional conference was organized in Uruguay (August 2018) to create a work plan for a Mutual Recognition Agreement (MRA) in the Southern Cone.
These activities were carried out with the support of the United States Government, the World Customs Organization, and experts from the AEO programs in the Dominican Republic and Uruguay to strengthen the capacities of customs officials working to secure the international supply chain through the Authorized Economic Operator program. Of the Hemisphere’s 17 AEO programs, CICTE is cooperating with 14 of them. 
· Maritime security
With support and financing from the Government of Canada, and in collaboration with a network of partners including the International Maritime Organization and the US Coast Guard, CICTE continued to work to build capacity in Member States to protect their maritime and port trade and transport, including critical infrastructure, assets and processes. In 2018, the program worked in two general areas:  vulnerability and capacity gap assessments and capacity-building in individual ports, and promoting enhanced coordination, communication, and cooperation  among maritime and port security stakeholders at the national and regional levels.

Under the first pillar, capacity gap and training needs assessments were conducted in five key ports in the region: the port of Manzanillo, Panama (September); the ports of Ensenada (February), Progreso (February) and Mazatlan (March), Mexico, and the port of Limon in Costa Rica (December 2017). Based on the findings of those assessments, additional follow-up capacity-building activities were organized and conducted in the ports of Manzanillo, Panama (July), and in Ensenada (May and September), Progreso (May and October) and Mazatlan (October) in Mexico.  These were attended by more than 300 participants in total, including port-level personnel with security responsibilities, as well as officials with relevant national oversight responsibilites, and covered a wide range of topics, including: port access controls; vehicle, container and cargo inspection techniques; crisis management and response (including live action and table-top exercises); general port security awareness; and port-level coordination, communication and cooperation.

Under the second pillar, national and regional maritime and port security workshops were held in Guatemala (January), Uruguay (June), the United States (June) and The Bahamas (June). Each activity convened 40 to 50 authorities with port and maritime security responsibilites, for interactive discussions and presentations aimed at identifying key challenges and capacity gaps, as well as possible solutions. A particular focus was placed on strengthening inter-agency collaboration and information-sharing, and promoting the development of national and regional maritime security frameworks, including national committees and strategies.  

II.
COUNTER-TERRORISM POLICY SECTION 
· Program to Prevent and Counter Terrorist Financing
Throughout 2018, CICTE continued implementation of the project “Strengthening the capacities of Panama and Paraguay in the compliance of UN targeted financial sanctions and systems for domestic designations”, with funding from the Government of the United States.
In follow-up to a legislative assessment visit to Paraguay in December 2017, CICTE prepared a legal analysis of existing legislation and the procedures in place for implementing relevant UN Security Council Resolutions and Financial Action Task Force (FATF) recommendations. In addition, CICTE drafted one anti-terrorist law, which was used as a basis for the law reform projects submitted to the Paraguayan Congress in November 2018, and helped draft the Counter-Terrorism Law 4014/10, the Asset Freezing Law 4503/11, and the Law for the adoption of the sanction lists to implement UNSC Resolutions 1267, 1989, 1988, 2253 and 2368 related to ISIL (Daesh), Al-Qaida and the Taliban. The President of Paraguay submitted these law proposals to the National Congress on November 22nd, 2018.

A legislative assessment mission also took place in Panama in February 2018 to discuss and analyze the legislative requirements related to terrorist financing and the implementation of targeted financial sanctions as well as systems for domestic designations in that country. A written legal analysis, with recommendations for amending existing legal provisions, was subsequently shared with the Panamian authorities later that year. 

Finally, in November 2018, CICTE organized a “National Workshop on the Fight against the Financing of Terrorism: Implementation of Targeted Financial Sanctions and Domestic Designation Systems” in Panama. During the 3-day workshop, over 100 officials from different agencies were trained on existing international and national legislation and mechanisms related to financial targeted sanctions and systems for domestic lists.

· Program to Prevent and Counter the Proliferation of Weapons of Mass Destruction 
In 2018, with the financial support of the Government of Canada and the United Nations Office of Disarmament Affairs (UNODA), CICTE offered legislative and technical assistance to El Salvador, Guatemala, Mexico, Panama, Uruguay, and Paraguay to support implementation of UN Security Council Resolution 1540 (2004).

In addition to the legislative assistance provided to Panama and Paraguay, CICTE supported Uruguay, Guatemala and El Salvador in the drafting of their national action plans. Uruguay’s action plan was subsequently approved and published on the web page of the 1540 Committee (May 18, 2018). 

A regional conference was organized in Panama in February 2018 to “Prevent and Combat Terrorism and the Proliferation of Weapons of Mass Destruction and their Means of Financing in Latin America and the Caribbean”. Participants from over 20 countries, as well as experts from various regional and international organizations, civil society and academia, discussed the main obstacles in implementing the resolution, the different strategies for prevention and response, and exchanged information and effective practices.

CICTE also organized a subregional conference in Uruguay to “Strengthen Border and Customs Controls and International and Regional Cooperation to Prevent and Combat Terrorism and Proliferation of Weapons of Mass Destruction and their Means of Financing” for MERCOSUR Member and Associate States. The objective of this sub-regional conference was to bring together Member States to foster a better understanding of the international and regional obligations and standards related to terrorism and proliferation of WMDs and their financing, especially with regard to border and customs controls, law enforcement and financial regulatory bodies. 

A national workshop was organized in Mexico City in March 2018 on risk analysis techniques for the detection and prevention of illicit trafficking of radiological and nuclear weapons and dual-use materials, which was attended by officials from several government agencies and institutions, including customs.
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