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Antigua and Barbuda

2008
OAS cybersecurity efforts with Antigua and Barbuda began in December, when officials from the country’s government attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
The Government of Antigua and Barbuda continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From May 17-20, the OAS-CICTE Cyber Security team conducted a National Workshop on Cyber Security and Incident Response in Antigua and Barbuda, which served to initiate discussion about developing a national Cyber Security Strategy and a national CSIRT. As a follow-up to the workshop, the cyber team carried out a Technical Assistance Mission from July 7-9. In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. To end the year, Antigua and Barbuda hosted the OAS and USG Sub-Regional Training Workshop, held from December 13-16, which was designed to promote knowledge exchange and best practices among cyber security practitioners. 

2011
Antigua and Barbuda participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From December 5-9, Representatives from Antigua and Barbuda joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting, which was held in Bridgetown, Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean. 

2012
Building on past efforts in the Caribbean in partnership with the CTU, REMJA, and COMNET, the OAS hosted a Workshop on Cyber Security and Cyber Crime in the Caribbean, which took place in Miami, Florida from August 22-24 and to which Antigua and Barbuda sent representatives. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.

2014
In 2014, Representatives from the Government of Antigua and Barbuda attended two regional workshops. The first, a Regional Workshop on Cyber Security Policies, was held in Washington D.C. from October 22-24 with the aim of achieving the following objectives: (1) transmitting innovative and pioneering best practices on the development of national cyber security policies; (2) facilitating the knowledge exchange between participating countries; and (3) identifying the most important topics on the Latin American and Caribbean cyber security agenda. The second, a Workshop on International Security and Diplomacy in Cyberspace, took place in Bogota, Colombia from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
In April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Antigua and Barbuda, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the INTERPOL Working Group for Heads of Cybercrime Units. From September 29 to October 2, an OAS project team traveled to St. John’s, Antigua and Barbuda to conduct a Technical Assistance Mission jointly with the Commonwealth Cybercrime Initiative. This event provided inputs on cybersecurity considerations as part of the Cybercrime and Cyber Security Assessment led by the Commonwealth Secretariat in the country. The same week, officials from the Government of Antigua and Barbuda traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. 

2016 

In March, an official from Antigua and Barbuda participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Antigua and Barbuda, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, the OAS/CICTE sponsored the participation of an official from Antigua and Barbuda to attend the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In October, the OAS/CICTE sponsored the participation of one policy maker from Antigua and Barbuda to attend the Caribbean Cybersecurity Regional Workshop, carried out in Washington D.C. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean.

2017

In August, 3 participants from Antigua and Barbuda attended the workshop “Ransomware: Threats and Solutions,” held in Port of Spain, Trinidad and Tobago, in order to increase the cyber-incident response capacity among cybercrime units in the Caribbean, especially in cases of ransomware, providing better practices and tools for analysis. In September, a participant from Antigua and Barbuda traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In February, members of the Cybersecurity Program travelled to Antigua and Barbuda for a technical mission on cybersecurity development and the implementation of the Cybersecurity Capability Maturity Model. The purpose of this event was to implement the Cyber Security Maturity Model, a Cybersecurity Study that the Organization of American States (OAS) developed together with the Inter-American Development Bank (IDB), with the support of the Global Cyber Security Capacity Centre (GCSC) at the University of Oxford. The results of the research will inform the updating of the report: ‘Cybersecurity- Are we ready in Latin America and the Caribbean’. While in-situ, the Cybersecurity Program also delivered a workshop focused on cybersecurity and the development of a national cybersecurity framework. This workshop targeted both:
National stakeholders for general awareness and sensitization; and the core team of officials who would be leading the development of a national cybersecurity framework. 

Later that month, 112 participants and experts, including representatives from Antigua and Barbuda, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it was aimed at reviewing existing frameworks in confidence building measures in cyberspace, discussing and identifying a draft set of Cyber CBMs applicable for the Inter-American System, including priority measures for immediate consideration, as well as a suggested plan of action to establish regional measures to promote cooperation and trust. In March 15 participants and experts, including representatives from Antigua and Barbuda convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. 

In September, one participant from Antigua and Barbuda participated in the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In November, one representative from Antigua and Barbuda participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.

Argentina 

2006
OAS Cyber Security efforts with Argentina began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
In June, participants from the country took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. In June, representatives from Argentina traveled to Seville, Spain, to participate in the Forum of Incident and Security Response Teams (FIRST). FIRST is a recognized global leader in incident response that enables member incident response teams more-effectively respond to security incidents reactive as well as proactive. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In November, The Government of Argentina sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Argentina continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Argentina engaged in cyber security efforts at the technical level, as well, participating in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, an official from Argentina attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Argentina participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. Later that month, cyber security technicians from Argentina traveled to Panama City, Panama to participate in a 4-day OAS-led Basic Course on Managing CSIRTs, in which Member States shared experiences and best practices regarding cyber-incident response. In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Argentine cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay. Finally, from December 13-16, Representatives from Argentina attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011


In February, Five officials from Argentina, Mexico, Uruguay, Venezuela and the Chief Security Officer of the OAS met in Buenos Aires, Argentina to discuss strategy and test some of the applications and software to be used during an exercise slated for May. The meeting resulted in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from Argentina participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In July, cybersecurity technicians from Argentina participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. The next month, the OAS, in coordination with the Argentinean National Office of Information Technology and the Inter-American Open University of Argentina, carried out a Cyber Security Crisis Management Exercise, which simulated a large-scale cyber incident targeting the country’s critical information infrastructure to test current cyber incident response policies, procedures and capabilities in Argentina and test coordination and communication mechanisms among cyber incident response entities. Later in October, a cyber-security technician from Argentina traveled to Lima, Peru, to participate in a 5-day Advanced Network Intrusion Training. 
2013
In May, a cyber-security official from Argentina earned a scholarship to participate in a 5-day Specialized Cyber Security Training on Industrial Control Systems (ICS) in Idaho Falls, Idaho. The participant trained in new tools and techniques to combat threats to industrial control systems. From June 24-27, cybersecurity officials from the Government of Argentina participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. From November 4-8, in coordination with the OAS, Buenos Aires was the host city for a Sub-Regional Symposium on Cyber Security Challenges for the State and the Role of International Organizations. The event focused on addressing threats to critical infrastructure, networked information systems, and industrial control systems. Later that month, Argentina took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
As a follow-up to last year’s activity, cyber-security technicians from Argentina returned to Idaho Falls, Idaho to take part in an Advanced Industrial Control Systems (ICS) Workshop. Argentina was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In April, Argentina participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. Later that month, cybersecurity technicians from Argentina traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. At the end of April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Argentina, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From June 22-24, Argentina hosted an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The conference brought together representatives from numerous Member States to train in assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Argentina traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Argentina participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, over 200 participants and experts, including representatives from Argentina, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In May, one representative from Argentina attended the Exchange of Experiences and Best Practices in Cybersecurity, carried out in Spain and Estonia. The mission included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In June, two representatives from Argentina’s Universidad Nacional de la Plata attended the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region, carried out in Quito, Ecuador. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. In July, various representatives from Argentina attended the SummerBootCamp 2016, an event that sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security forces, law enforcement authorities and technicians from public CERTs, among others. During this month, a delegation from Argentina also participated remotely in the International CyberEx 2016, a cyber-exercise designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. All participants were given a set of challenges with various focus areas, and the CERT from Argentina’s Universidad Nacional de la Plata won second place as one of the top teams in the exercise as a whole. Later that month, one representative from Argentina’s Ministry of Modernization participated in the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016.
In October, Argentina hosted a conference on Cybersecurity and Critical Infrastructures Protection that sought to create awareness and share best practices among critical infrastructure operators from the private and public sectors. The event involved over 180 participants and was organized by the OAS/CICTE in partnership with the Ministry of Modernization of Argentina and the Regional Association of Oil, Gas and Biofuels Sector Companies in Latin America and the Caribbean (ARPEL). In September, various representatives from Argentina participated in the Cybersecurity Technical Colloquium, a Regional Cybersecurity Symposium that was carried out in Bogota, Colombia with the purpose of discussing best practices in digital security among incident response personnel, critical infrastructure protection actors, and representatives from law enforcement agencies, civil society and the private sector. Approximately 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. Several representatives from Argentina participated as experts during the symposium, delivering many presentations, as well as the entire EnCase Forensic Workshop. Finally, in November Argentina hosted the “Training of Trainers: Internet use with Terrorist Purposes,” an activity that was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. 

2017

In February, one participant from Argentina attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as the specific threats to supply chains. In April, 4 participants from Argentina traveled to Washington DC to attend the Executive Certificate program in Cybersecurity Leadership and Strategy, jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program included people from academia, industry leaders and cybersecurity professionals, to assess the most critical cyber threats. In May, 2 participants from Argentina attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile throughout one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In June, 4 participants from Argentina attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 17 participants from Argentina traveled to León, Spain again to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, in July, 5 Argentine representatives participated in the International CyberEx, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

At the beginning of September, two representatives of the OAS/CICTE Cybersecurity Program, with the support of a representative of the National Cybersecurity Institute (INCIBE) of Spain and a representative of the Government of Chile, traveled to Argentina to provide technical assistance in the process of developing the country’s National Cybersecurity Strategy. During this technical assistance mission, meetings were held to define the roadmap for the development process of the National Strategy. That same month, two representatives of Argentina participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 2 participants from Argentina traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 18 participants from Argentina attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized cybersecurity training for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 4 participants from Argentina attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main cybersecurity issues, including how to keep all global digital citizens safer online. During that week, Argentine participants also attended the Roundtable Discussion: “Cybersecurity and Civil Society in the Americas” organized by the OAS in coordination with the Public Knowledge organization in Washington DC, in order to exchange opinions and identify priorities among the OAS Member States and civil organizations. Topics discussed at the round table included “free and open Internet”; national cybersecurity strategies, security in the cloud; cybersecurity and transnational organized crime; and gender inclusion.

2018
In February, 112 participants and experts, including representatives from Argentina, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss, and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, Argentina hosted a workshop on the Use of the Internet with Terrorist Purposes, which aimed at training prosecutors and public officials from the Ministry of Justice and Human Rights on how new technologies can be used with terrorist purposes. The event included the participation of 33 public sector and government officials. Later that month, 15 participants and experts, including representatives from Argentina, convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity. The three (3) day workshop was designed to provide civil aviation regulators, air navigation service providers, airlines, airports, aviation IT support and other aviation industry partners with the basic awareness in cybersecurity risks. It included the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. 

In mid-April, 8 participants and experts, including participants from Argentina, gathered in Lima Peru, to provide technical support during the Summit of the Americas. This multi-sectorial and multi-national group of cybersecurity technical specialists provided support in terms of incident response and monitoring before and during this event. By the end of April, 155 participants, including delegates from Argentina, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, 19 delegates, including representatives from Argentina, gathered in Brasilia, Brazil to participate in a two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents, including key case studies that can help facilitate the exchange of information on the national and regional level. Later that month, Argentina hosted the Gender and Cybersecurity Forum. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity. 

In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including a team from Argentina. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Argentina travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. In August, Argentina hosted the Cybersecurity Leadership & Strategy Executive Certificate Program, organized by Florida International University, in collaboration with the OAS. This course is a 2-day advanced certificate program that engages academics, industry leaders and security professionals as they assess the most critical cyber threats. At the end of September, participants from Argentina attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

In October, Argentina hosted a conference on "Cybersecurity in Critical Infrastructures, Risks, Opportunities and Priorities", organized by ARPEL with the support of the OAS. The conference represents the second edition of this Seminar, which aims to train professionals in the region on issues of Critical Infrastructure Protection. Finally, in October, Argentina hosted a regional workshop on cybercrime, which aimed at providing both technical and legal training on incident response, open source intelligence, criminal investigation, and legal frameworks.
Barbados

2007
OAS-CICTE Cybersecurity efforts with the Government of Barbados began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, officials from the Government of Barbados attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Barbados continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From December 13-16, Representatives from Barbados attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011
Barbados Participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. In December, the Government of Barbados hosted a CTU Ministerial Cyber Security Meeting in Bridgetown in which all Caribbean Member States participated. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.


2012
Barbados was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From November 11-15, a representative from Barbados participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
In May, Representatives from Barbados attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. At the national level, an OAS project team led a Cyber Security Assistance Mission on CSIRT Establishment in Basseterre, St. Kitts and Nevis, from September 23-24. The mission served to present current cybersecurity threats, provide a baseline understanding of national cybersecurity regimes and considerations, and teach cybersecurity stakeholders from the country and from around the Caribbean the process of creating a CSIRT. Antigua and Barbuda was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). Finally, officials from the government attended the Workshop on International Security and Diplomacy in Cyberspace, took place in Bogota, Colombia from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
From June 22-24, a law enforcement official from the Government of Barbados traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation.  In October, an OAS project team traveled to Bridgetown, Barbados, to assist the country’s Commonwealth Secretariat in carrying out a Commonwealth Cybercrime Initiative (CCI) Needs Assessment mission. From September 29-October 2, officials from the Government of Barbados traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In March, over 200 participants and experts, including representatives from Barbados, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. During that same month, representatives from Barbados attended the Second Americas Working Group Meeting on Cybercrime for Heads of Units, carried out in San Jose, Costa Rica. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ), in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In June, representatives from Barbados attended a Course on Cybersecurity in Crisis Response organized in Trinidad and Tobago, by the OAS, the Global Crisis Response Support Programme and Estonia’s Information System Authority. This five-day cyber security course aimed at enhancing skills related to identifying and analyzing critical cybersecurity considerations in crisis response in a virtual-room situation. Participants were presented with key cybersecurity concepts, trends in cybercrime, statistical data and tools that could be utilized and triaged with other information within a virtual crisis room. In July, one representative from Barbados travelled to Leon, Spain to participate in the Summer BootCamp 2016, an event that sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, officials from Barbados attended the Regional Meeting of Government Leaders in Cybersecurity, carried out in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, two representatives from Barbados travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, several representatives from Barbados participated in the Cybersecurity Leadership & Strategy Executive Certificate Program, an advanced two-day course delivered by the Florida International University in Miami, with support from the OAS/CICTE. Later that month, the OAS/CICTE sponsored the participation of two members of parliament and one policy maker from Barbados to attend the Caribbean Cybersecurity Regional Workshop, carried out in Washington D.C. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean.

2017

In April, 1 participant from Barbados traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy, jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats.

In July, 1 participant from Barbados traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world.

In mid-September, 1 participant from Barbados attended the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection,” held in Panama City. This event involved the participation of 30 representatives of the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In February, members of the Cybersecurity Program travelled to Barbados for a technical mission on cybersecurity development and the implementation of the Cybersecurity Capability Maturity Model. The purpose of this event was to implement the Cyber Security Maturity Model, a Cybersecurity Study that the Organization of American States (OAS) developed together with the Inter-American Development Bank (IDB), with the support of the Global Cyber Security Capacity Centre (GCSC) at the University of Oxford. The results of the research will inform the updating of the report: ‘Cybersecurity- Are we ready in Latin America and the Caribbean’. While in-situ, the Cybersecurity Program also delivered a workshop focused on cybersecurity and the development of a national cybersecurity framework. This workshop targeted both:
National stakeholders for general awareness and sensitization; and the core team of officials who would be leading the development of a national cybersecurity framework. 

Later that month, 112 participants and experts, including representatives from Barbados, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it was aimed at reviewing existing frameworks in confidence building measures in cyberspace, discussing and identifying a draft set of Cyber CBMs applicable for the Inter-American System, including priority measures for immediate consideration, as well as a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Barbados convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks.

In April, 155 participants, including delegates from Barbados, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, 19 delegates, including representatives from Barbados, gathered in Brasilia, Brazil to participate in a two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents, including key case studies that can help facilitate the exchange of information on the national and regional level. In November, one participant from Barbados traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

Belize


2006
OAS-CICTE Cybersecurity efforts with the Government of Belize began in April, when officials attended the 1st Cyber Security and Cyber Crime Workshop in Miami. The workshop served to build the capacity of Member States to comply effectively with the Cyber Security Incident Response Team (CSIRT) requirements of the OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security (AG/RES. 2004 (XXXIV-O/04). The participants found the seminar timely and useful for developing future work in the area of cyber-security and cybercrime.

2007
Belize continued regional cooperation on cybersecurity matters in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, officials from the Government of Belize attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Belize continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
To build their nation’s incident response capacity, cybersecurity officials from Belize participated in an Advanced Incident Handling Course (CERT-CC), held at OAS Headquarters in Washington, D.C. from October 4-8. Later that year, from December 13-16, Representatives from Belize attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011
Belize participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Belizean officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. 78 technical and policy-level officials from Belize, Costa Rica, Dominican Republic, El Salvador, Guatemala, Mexico, Nicaragua and Panama attended the event. From September 12-16, law enforcement and IT officials from Belize participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, Belize joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.


2012
Belize was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From November 11-15, a representative from Belize participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
From September 23-24, an OAS project team led a Cyber Security Assistance Mission on CSIRT Establishment in Basseterre, St. Kitts and Nevis, to which Belize was a participating Member State. The mission served to present current cybersecurity threats, provide a baseline understanding of national cybersecurity regimes and considerations, and teach cybersecurity stakeholders from the country and from around the Caribbean the process of creating a CSIRT. Belize was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). Finally, officials from the government attended the Workshop on International Security and Diplomacy in Cyberspace, which took place in Bogota, Colombia from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
From June 22-24, a law enforcement official from the Government of Belize traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Belize traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. 

2016

In March, two officials from Belize participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Belize, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity.  During that same month, representatives from Belize attended the Second Americas Working Group Meeting on Cybercrime for Heads of Units, an event carried out in San Jose, Costa Rica. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In July, one representative from Belize travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. In October, the OAS/CICTE sponsored the participation of one policy maker to participate in the Caribbean Cybersecurity Regional Workshop, carried out in Washington DC. This 4-day event gathered parliamentarians and policy makers from the Caribbean region, as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. Finally, in November, the OAS/CICTE sponsored the participation of one official from Belize to participate in the Meridian Conference 2016, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.

2017

In April, 1 participant from Belize traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In mid-April, the “1st National Cybersecurity Symposium - Securing Our Digital Future,” was held in Belize City with the collaboration of local and international partners, including the OAS. This Symposium presented a holistic view of the problems, current threats, myths, and opportunities to safeguard, defend and strengthen the digital infrastructure against cyberattacks. The symposium consisted of plenary sessions, the National Cyber Awareness Day and seven special forums targeting specific stakeholder groups, including the Government and Public Sector Forum; Public Forum; Business Forum; Law Enforcement Forum; Judiciary and Legal Forum; Financial Services Forum; and the Network Operators Forum.

In July, 2 participants from Belize traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world.

In mid-September, 2 participants from Belize attended the “Sub-Regional Workshop on the Protection of Critical Infrastructures: Cybersecurity and Border Protection,” held in Panama City. This event involved the participation of 30 representatives of the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In February, 112 participants and experts, including representatives from Belize, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it was aimed at reviewing existing frameworks in confidence building measures in cyberspace, discussing and identifying a draft set of Cyber CBMs applicable for the Inter-American System, including priority measures for immediate consideration, as well as a suggested plan of action to establish regional measures to promote cooperation and trust. In June, representatives of the Cybersecurity Program travelled to Belize City to conduct a technical assistance mission.  The purpose of the technical assistance mission was to engage relevant stakeholders and conduct a risk assessment on the potential development of a national cybersecurity strategy in Belize. This mission also sought to implement the Cyber Security Maturity Model, a Cybersecurity Study that the Organization of American States (OAS) developed together with the Inter-American Development Bank (IDB), with the support of the Global Cyber Security Capacity Centre (GCSC) at the University of Oxford. The results of the research will inform the updating of the report: ‘Cybersecurity- Are we ready in Latin America and the Caribbean’. 

 In July, over 100 participants, including representatives from Belize travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective of improving cybersecurity capabilities in the region. In November, the Cybersecurity Program delivered a workshop in Belize focused on cybersecurity and the development of a national cybersecurity policy. This event gathered over 15 participants from both the private and public sectors. While in-situ, the representatives of the Cybersecurity Program also met with high government officials to brief them on the process of development of the national policy. In November, one representative from Belize participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. 

Bolivia

2007
Collaboration between the OAS and Bolivia on cyber security matters began in 2007, when representatives from the country attended two workshops. The first, a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS— addressed the required steps for the creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. The other, the 2nd Cyber Security and Cybercrime Workshop, took place from November 5-9 in Miami. This workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, cybersecurity technicians from Bolivia traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats. In November, two officials from the country attended the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
From July 20-24, officials from Bolivia participated in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile. The workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics.

2010
In July, cybersecurity stakeholders from Bolivia attended a 4-day OAS-led Basic Course on Managing CSIRTs in Panama City, in which Member States shared experiences and best practices regarding cyber-incident response. In November, Bolivia participated in another best practices workshop, held in Montevideo, Uruguay.

2011


Officials from Bolivia were present at the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13. Over the 5-day workshop, 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange.

2012
In July, cybersecurity technicians from Bolivia participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event.

2013
Bolivia took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
Representatives from Bolivia were present at the Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. From September 29-October 2, officials from the Government of Bolivia traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In March, an official from Bolivia participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Bolivia, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, representatives from Bolivia travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. In July, one official from Bolivia participated in the Regional Meeting of Government Leaders in Cybersecurity, carried out in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, a representative from Bolivia travelled to Bogotá, Colombia to participate in the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In November, the OAS/CICTE sponsored the participation of two representatives from Bolivia in the Training of Trainers: Internet use with Terrorist Purposes, carried out in Buenos Aires, Argentina. This activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes.  

2017

In March, 1 representative from Bolivia participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity.

In September, 2 representatives from Bolivia participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 1 participant from Bolivia traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 3 participants from Bolivia attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 2 participants from Bolivia attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.

2018

In April, 155 participants, including delegates from Bolivia, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.  In May, representatives from Bolivia participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  At the end of September, 2 participants from Bolivia attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.
Brazil


2005

As CICTE’s cyber security program became operational, the Government of Brazil hosted the 2nd Meeting of Government and Cyber Security Practitioners, from September 14-16 in Sao Paulo.

2006
OAS Cyber Security efforts with Brazil continued in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
The level of collaboration between Brazil and the OAS increased this year, when Brazil hosted a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia—the first of its kind to be held by the OAS— which addressed the required steps for the creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Officials from Brazil also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. This workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In November, The Government of Brazil sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Brazil continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Brazil also served as host country for the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Brazil participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. Later that month, cyber security technicians from Brazil traveled to Panama City, Panama to participate in a 4-day OAS-led Basic Course on Managing CSIRTs, in which Member States shared experiences and best practices regarding cyber-incident response. In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Brazilian cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay.

2011

Officials from Brazil were present at the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13. Over the 5-day workshop, 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. On August 31st, Brazil launched the International Day of Internet Security, an awareness-raising campaign organized by government and local cyber-security shareholders in the country, including the Brazilian National Research Network. 

2012
In July, cybersecurity technicians from Brazil participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. Later that month, officials from Brazil attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica and served to teach cyber security technicians from a range of entities in Central America emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices.

2013
From June 24-27, cybersecurity officials from the Government of Brazil participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. From November 4-8, representatives from the country took part in a Sub-Regional Symposium on Cyber Security Challenges for the State and the Role of International Organizations, organized by the OAS and the Government of Argentina and held in Buenos Aires. The event focused on addressing threats to critical infrastructure, networked information systems, and industrial control systems. In November, Brazil took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
Representatives from Brazil were present at the Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean.

2015
In April, Brazil participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. At the end of April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Brazil, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. In November, a representative from the OAS Cybersecurity Program participated in the Internet Governance Forum 2015, which was held in João Pessoa, Brazil. The event brought together cybersecurity stakeholders from various sectors to exchange experiences and best practices in various topics, including Cybersecurity and Trust; Internet Economy; Inclusiveness and Diversity; Openness; Enhancing Multistakeholder Cooperation; Internet and Human Rights; Critical Internet Resources and Emerging Issues. From September 29-October 2, officials from the Government of Brazil traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Brazil participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.
2016

From March 9th—11th, 2016, the OAS Cybersecurity Program traveled to Belo Horizante to hold the workshop, “Cybersecurity Challenges in Brazil”. Organized in partnership with the Prosecutor’s Office of the State of Minas Gerais (MPMG) and the Center of Specialization and Professional Improvement (CEAF), the workshop was aimed at discussing current cybersecurity trends, challenges and opportunities among law enforcement authorities in Brazil. More specifically, this workshop was developed to offer its participants a better knowledge concerning the cybersecurity situation in Brazil, digital forensics, cybersecurity technical aspects and incident handling, the importance of information sharing between computer security incident response teams (CSIRTs), international cooperation and child online protection. The following week, four officials from Brazil participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Brazil, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, representatives from Brazil travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that same month, a delegation from Brazil participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp 2016. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, a representative from Brazil attended the Regional Meeting of Government Leaders in Cybersecurity, carried out in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, a representative from Brazil travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, representatives from Brazil participated in the Cybersecurity Leadership & Strategy Executive Certificate Program, an advanced two-day course delivered by the Florida International University in Miami, with support from the OAS/CICTE. The following month, the OAS/CICTE sponsored the participation of one official from Brazil to attend the Meridian Conference 2016, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.

2017

In May, 3 participants from Brazil attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In June, participants from Brazil attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 1 participant from Brazil traveled to León, Spain to participate again in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. 

In September, the OAS/CICTE Cybersecurity Program, in collaboration with INTERPOL and the Public Prosecutor’s Office of Brazil, organized the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. This event involved the participation of more than 40 representatives from Brazil and other Latin American countries, including police and law enforcement agents, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 2 participants from Brazil traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 2 participants from Brazil attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 2 participants from Brazil attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. During that week, 5 Brazilian participants also attended the Roundtable Discussion: “Cybersecurity and Civil Society in the Americas,” organized by the OAS in coordination with the Public Knowledge organization in Washington DC, in order to exchange opinions and identify priorities among Member States of the OAS and civil organizations. Topics discussed at the round table included “free and open Internet”; national cybersecurity strategies, security in the cloud; cybersecurity and transnational organized crime; and gender inclusion.

2018

In February, 112 participants and experts, including representatives from Brazil, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it was aimed at reviewing existing frameworks in confidence building measures in cyberspace, discussing and identifying a draft set of Cyber CBMs applicable for the Inter-American System, including priority measures for immediate consideration, as well as a suggested plan of action to establish regional measures to promote cooperation and trust. In March 80 representatives from the Federal Police and the Federal Public Ministry of Brazil gathered in São Paulo and Brasilia, Brazil to participate in an Open Source Intelligence (OSINT) Training. The workshop sought to train members of the police and public ministry of Brazil on the potential use of open-source intelligence in criminal investigations.  

At the end of April, 155 participants, including delegates from Brazil, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.  In May, Brazil hosted a two (2) day CSIRT Regional Meeting in Brasilia. The goal of this regional event was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents, including key case studies that can help facilitate the exchange of information on the national and regional level. In July, over a 100 participants, including representatives from Brazil travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective of improving cybersecurity capabilities in the region. At the end of September, 5 participants from Brazil attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, over 80 women gathered in Brasilia, São Paulo and Florianopolis, Brazil to participate in the Cyberwomen Challenge – Brazil. This event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. That same month, one participant from Brazil traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. At the end of November, one representative from Brazil participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. In December, 59 law enforcement agents convened in Salvador, Brazil to participate in the workshop: Strengthening the Cybersecurity Capacity of Law Enforcement Agents. This workshop aimed at training law enforcement agents in different skillsets related to cybersecurity.

Chile
2006
OAS Cyber Security efforts with Chile began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.


2007
In June, participants from Chile took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, cybersecurity technicians from Chile traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats. In November, two officials from the country attended the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Chile continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. In coordination with the OAS, Chile hosted a technical Advanced Workshop on the Management of CSIRTs, held in Santiago, July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, an official from Chile attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Chile participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Chilean cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay.

2011


From May 9-13, officials from Chile and 30 other OAS Member States participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop in Miami, where they discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Law enforcement and IT officials from Chile also participated in an OAS-led course from September 12-16 entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, officials from Chile attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. The next month, an OAS project team met with Chilean government officials in Santiago to carry out a Technical Assistance Mission, consisting of a Roundtable Discussion on the Importance of Strengthening Cyber Security in Chile. In June, cybersecurity officials from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) Antigua, Guatemala. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. Later that month, an official from the country was awarded a scholarship to attend the 22nd Annual FIRST Meeting in Malta. The meeting covered three topics: “technical fundamentals”, “detailed technical aspects” and “policies and administration.” The next month, cybersecurity technicians from Chile participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. In October, cyber-security technicians from Chile traveled to Lima, Peru, to participate in a 5-day Advanced Network Intrusion Training.

2013
From June 24-27, cybersecurity officials from the Government of Chile participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. From November 4-8, representatives from the country took part in a Sub-Regional Symposium on Cyber Security Challenges for the State and the Role of International Organizations, organized by the OAS and the Government of Argentina and held in Buenos Aires. The event focused on addressing threats to critical infrastructure, networked information systems, and industrial control systems. Later in November, Chile took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
Chile was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In April, Chile participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. At the end of April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Chile, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation.  The next month, Chile hosted a Seminar on Cyber Security in Critical Infrastructure Protection and Industrial Control Systems (ICS) in Santiago. The event brought together international experts from the National Center for the Protection of Critical Infrastructure of Spain (CNPIC), the National Cybersecurity Institute of Spain (INCIBE), the National Network of Spanish Railroads (RENFE), ISAGEN from Colombia, Telefónica, Movistar, Chile, S21Sec and Deloitte Chile, among others, to share best practices and experiences. From September 29-October 2, officials from the Government of Chile traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Chile participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, over 200 participants and experts, including representatives from Chile, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, one Chilean official travelled to Washington D.C. to participate in the 2016 Global Forum on Cyber Expertise (GFCE) Annual Meeting organized by the OAS in coordination with the GFCE Secretariat. The event was structured in different breakout sessions and tracks. Breakout 1 featured several tracks, including:  Coordinated Vulnerability Disclosure (CVD) and Assessing and developing cyber capability.  Breakout 2 and 3 covered the launch of the Estonian National Cyber Security Index (NCSI 1.0), as well as Supply Chain Risk, the Council of Europe’s Global Action on Cybercrime (GLACY) Project, the Potomac Institute Cyber Readiness Index and Building Cybersecurity Competences.  Breakout 4 focused on the Internet Infrastructure Initiative and the Global Campaign to raise cybersecurity awareness, while the other breakout sessions covered Critical Information Infrastructure Protection (CIIP) Initiatives, Promoting Cybersecurity Due Diligence across Africa, Preventing and combating cybercrime in South East Asia, Cybersecurity and cybercrime trends in Africa, and CyberGreen and Cybersecurity Initiatives in OAS member states. In July, representatives from Chile attended the Summer BootCamp 2016, carried out in Leon, Spain. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that month, a delegation from Chile also participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp 2016. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, a Chilean official travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. 

In September, a representative from Chile participated as an expert in the Cybersecurity Technical Colloquium, which took place in Bogotá, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks: Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, representatives from Chile attended the Conference on Cybersecurity and Critical Infrastructures Protection, which took place in Buenos Aires, Argentina. This event sought to create awareness and share best practices among critical infrastructure operators from the private and public sectors. The conference involved over 180 participants and was organized by the OAS/CICTE in partnership with the Ministry of Modernization of Argentina and the Regional Association of Oil, Gas and Biofuels Sector Companies in Latin America and the Caribbean (ARPEL). Finally, in November, two representatives from Chile participated in the Training of Trainers: Internet use with Terrorist Purposes in Buenos Aires, Argentina. This activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes.

2017

In February, two participants from Chile attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains.

In May, the Cybersecurity Program of the OAS/CICTE, in collaboration with the Ministry of National Defense of Chile and the Ministry of Foreign Affairs of the Netherlands, organized the course “The Hague Process: International Security Operations and Cyberspace,” in Santiago, Chile. This event brought together more than 30 participants from the region over the course of a week, in order to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. It should be noted that at the beginning of May, Chile also developed and approved its National Cybersecurity Strategy, which was very important in the framework of the course. 

In July, 2 participants from Chile traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, in July, 2 Chilean representatives participated in the International CyberEx, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

In mid-September, 4 participants from Chile traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 3 participants from Chile attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 2 participants from Chile attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. During that week, Chilean participants also attended the Roundtable Discussion: “Cybersecurity and Civil Society in the Americas,” organized by the OAS in coordination with the Public Knowledge organization in Washington DC, in order to exchange opinions and identify priorities among the OAS Member States and civil organizations. Topics discussed at the round table included “free and open Internet”; national cybersecurity strategies, security in the cloud; cybersecurity and transnational organized crime; and gender inclusion.

2018

In February, 112 participants and experts, including representatives from Chile, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Chile convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks.
In mid-April, 8 participants and experts, including a representative from Chile, gathered in Lima Peru, to provide technical support during the Summit of the Americas. This multi-sectorial and multi-national group of cybersecurity technical specialists provided support in terms of incident response and monitoring before and during this event. Later that month, 25 participants and experts, including representatives from Chile, gathered in Bogota, Colombia to partake in the “Technical training: MISP Platform for the exchange of commitment indicators for member countries of the Pacific Alliance”. This training was an introduction of the implementation of the Malware Information Sharing Platform (MISP) Project, an open source platform of threat intelligence. The training also sought to define guidelines for the implementation of the information exchange protocol of the cyber incident response teams (CSIRTs) of the member countries of the Pacific Alliance, in order to share information on cyber incidents in a homogenous and standardized manner. At the end of April, 155 participants, including delegates from Chile, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.

In May, Chile hosted a Seminar on Critical Infrastructure in Cyberspace: Challenges for Security and Defense. This event gathered over 47 participants from the Ministries of Foreign Affairs and Defense, as well as representatives from academia. The objectives of this event were to increase the level of knowledge and understanding about critical infrastructure protection and share knowledge, experiences and best practices that can be applied in the implementation of national cybersecurity policies. That same month, 19 delegates, including representatives from Chile, gathered in Brasilia, Brazil to participate in a two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents, including key case studies that can help facilitate the exchange of information on the national and regional level. Later that month, two representatives from Chile participated in the Gender and Cybersecurity Forum. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity. In July, over a 100 participants, including representatives from Chile travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in the region. 

In August, 84 women gathered in Santiago de Chile to participate in the Cyberwomen Challenge. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. At the end of September, 12 participants from Chile attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In November, two participants from Chile traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

Colombia

2007
Collaboration between the OAS and Colombia on cyber security matters began in November, when representatives from the country participated in the 2nd Cyber Security and Cybercrime Workshop, which took place in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, the Government of Colombia hosted fellow Member States at a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted with the OAS, which took place in Bogota. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats. In November, two officials from the country attended the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Colombia continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Colombia engaged in cyber security efforts at the technical level, as well, participating in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, officials from Colombia attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Colombia participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. Later that month, cyber security technicians from Colombia traveled to Panama City, Panama to participate in a 4-day OAS-led Basic Course on Managing CSIRTs, in which Member States shared experiences and best practices regarding cyber-incident response. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, officials from Colombia traveled to Washington, D.C. to take part in a Cyber Security Technical Visit to agencies involved in cyber security, including the Department of Homeland Security (DHS), USCERT, U.S. Secret Service (USSS), Department of Justice (DOJ) and CER-CC. Later in November, Colombian cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay.

2011


Officials from Colombia were present at the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13. Over the 5-day workshop, 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. In November, in coordination with the OAS, Colombia hosted the Regional Cyber Security and Cyber Crime Best Practices Workshop in Bogota. The activity brought together officials from throughout the Americas for a discussion of on-going initiatives and key challenges regarding coordination and information-sharing between national authorities, including national CSIRTs and law enforcement entities. Colombia also participated in an OAS-led course from September 12-16 entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, officials from Colombia attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. The next month, cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. In June, cybersecurity officials from Colombia took part in a 5-day Cyber Security Crisis Management Exercise (CME) Antigua, Guatemala. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. Later that month, an official from the country was awarded a scholarship to attend the 22nd Annual FIRST Meeting in Malta. The meeting covered three topics: “technical fundamentals”, “detailed technical aspects” and “policies and administration.” The next month, cybersecurity technicians from Colombia participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. Later that month, an OAS project team led a CME in Bogota, which saw the participation of cyber-security officials from the Colombian government, academia and the financial sector. In October, cyber-security technicians from Colombia traveled to Lima, Peru, to participate in a 5-day Advanced Network Intrusion Training. A similar training at the national level occurred in Barranquilla, December 17-21. Overall, participating technicians found the course very helpful and believed it would help improve their job performance. 

2013
From June 24-27, cybersecurity officials from the Government of Colombia participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In October, Colombia hosted a Training Workshop for the Security of Industrial Control Systems (ICS), which was designed to increase capacities of OAS Member States to prevent, respond to, and mitigate the effects of cyber-attacks targeting critical infrastructure. The next month, Colombia took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
In March, an OAS cyber security project team traveled to Colombia to carry out a Technical Assistance Mission, to assess Colombian cyber-security and cyber-defense capacities and provide recommendations for improving capabilities, legal frameworks and international cooperation. Colombia was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. From November 16-21, the country hosted fellow Member States at the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
At the beginning of the year, OAS cyber security project teams traveled to Bogota to deliver technical assistance and gather information on the country’s cyber-security risks and trends. In January, the OAS and Colombia implemented a Cyber Security Maturity Model (CMM) Application Tool to assess the country's cyber security status and identify possible pitfalls in the survey process. In March, a project team met with stakeholders from AMERIPOL, CCP Colombia, ColCERT and Microsoft to develop a framework for building the country’s cyber-security capacity. The following month, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Colombia, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. At the end of July, an OAS mission team traveled to Bogota to carry out an International Cybersecurity Technical Assistance Mission, where it reviewed the draft National Cybersecurity Strategy and provided recommendations. The following month, Colombia held a Regional Forum on Cybersecurity and the Third Cyber-drill on Applied Learning for Emergency Response Teams (ALERT) for the Americas. During the event, OAS/CICTE shared its experiences in building cyber security capacity in the region and promoted improved coordination with ITU on cyber security capacity building initiatives. Following up with efforts to review and revise Colombia’s cybersecurity and cyber-defense strategy (CONPES), the OAS and the Government of Colombia held a virtual meeting in October to discuss the project’s progress so far. From September 29-October 2, officials from the Government of Colombia traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Colombia participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, an official from Colombia participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Colombia, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, representatives from Colombia participated in the Second Americas Working Group Meeting on Cybercrime for Heads of Units, carried out in San Jose, Costa Rica. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In May, two representatives from Colombia attended the Exchange of Experiences and Best Practices in Cybersecurity, carried out in Spain and Estonia. The mission included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In June, two representatives from Colombia attended the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region, carried out in Quito, Ecuador. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. In July, various representatives from Colombia attended the SummerBootCamp 2016, an event that sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During this time, a delegation from Colombia also participated remotely in the International CyberEx 2016, a cyber-exercise designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. All participants were given a set of challenges with various focus areas, and the national team of Colombia won the first place in the exercise as a whole.  

On July 21, 2016, a Cooperation Agreement was signed between the Government of Colombia and the General Secretariat of the OAS. This cooperation takes the form of technical assistance for conducting a study on the impact of cyber incidents in Colombia and is to be executed between July 2016 and April 2017. Between July 20 and 22, the OAS Cybersecurity Program hosted a working group meeting with three representatives from Colombia, in order to discuss the first draft of the survey that would be used for the “Study on the Economic Impact of Cyber Incidents on Colombia.” During this meeting, a representative from Colombia’s Ministry of Information Technologies and Communications (MinTIC) presented the National Digital Security Policy, also known as the CONPES 3854. In furtherance of this Cooperation Agreement, the OAS/CICTE Cyber Security Program held consultations with a wide array of stakeholders in Bogota between August 16 and 19, in order to present the instrument and proposed methodology to be used for the study. During that same month, an OAS representative was invited to participate in the Digiware Information Security Trends Meeting, carried out in Bogota, Colombia. The OAS Representative delivered a presentation on the “State of Cybersecurity in Latin America and the Caribbean” providing specific information relative to Colombia. Later that month, the OAS Cyber Security Program was asked to present at a roundtable on International Law and Cyberspace, which was hosted by MinTIC and the Ministry of Foreign Affairs. The presentation focused on current topics regarding cybersecurity and international law, including an overview of the Tallinn manual. In September, Colombia hosted the Cybersecurity Technical Colloquium, a Regional Cybersecurity Symposium that sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. Approximately 500 persons participated in the symposium, which was organized in four different tracks: Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. Also in September, Colombia was selected as one of the beneficiary countries from the project “Creating a Career Path in Digital Security,” an initiative developed by the OAS Cybersecurity Program, in cooperation with the Young Americas Business Trust and the Citi Foundation, that seeks to empower and foster career readiness of low-income youth in four OAS member states. As part of the project, Colombia hosted a Community Workshop in November, an event that gathered SMEs, entrepreneurs and CIOs with the purpose of raising awareness about digital security trends and promoting safe business practices online. During that same month, the OAS/CICTE sponsored the participation of one representative from Colombia at the Meridian Conference 2016, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues. In October, two representatives from Colombia participated in the Cybersecurity Leadership & Strategy Executive Certificate Program, an advanced two-day course delivered by the Florida International University in Miami, with support from the OAS/CICTE. 
Also in this month, two representatives from Colombia attended the “Training of Trainers: Internet use with Terrorist Purposes,” an activity that was carried out in Panama City in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. In December, a representative from MinTIC accompanied a delegation from the OAS to the Internet Global Forum (IGF), a conference that was carried out in Guadalajara, Mexico. This representative participated in two panels, including “What makes cybersecurity awareness campaigns effective?” and “How do Cybersecurity, Development and Governance interact?” During these panels, the representative from MinTIC discussed the lessons learned from digital security policies in Colombia. Finally, in December the OAS signed a Memorandum of Understanding (MOU) with Colombia’s National Ministry of Defense, with the purpose of establishing the terms and conditions of the Cooperation and Technical Assistance provided by the OAS to the Ministry of Defense, for the elaboration of a plan of action for the establishment, operation and maintenance of the Knowledge Center for Digital Security.
2017

At the end of January, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Ministry of Information and Communication Technologies (MINTIC), organized a training in Fundamentals of Cybersecurity as part of the “Creating a Career in Digital Security” project. This one-week training involved the participation of 38 students from low-income communities, and covered topics such as information security, architecture principles, network security, systems, applications and data, and security implications related to the adoption of emerging technologies, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional training, and provide the basic knowledge necessary to access entry-level positions in the field of digital security. In February, two participants from Colombia attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, the Cybersecurity Program of the OAS/CICTE, in collaboration with ISACA, organized the “Certification Program in Information Security Management” in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. The course trained 20 participants from the region with the aim of preparing them to take the exam and obtain certification 

At the end of March, three representatives from Colombia traveled to the OAS headquarters in Washington DC in order to participate in a Working Group to conduct the Study on the Impact of Cyber Incidents in Colombia. This study is the result of a Cooperation Agreement between the Government of Colombia and the General Secretariat of the OAS, signed in July 2016. This working group began the analysis of the data, obtained through an instrument that had been answered by more than 1,000 Colombian companies, and the writing of the report. The report was prepared during the following months and the final version was published in October. The presentation of the report was made at the OAS headquarters in Washington DC, and it involved the participation of authorities from the OAS, the Inter-American Development Bank (IDB) and the Colombian Government, as well as several ambassadors and representatives of the OAS Member States. In May, 2 participants from Colombia attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In June, participants from Colombia attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 18 participants from Colombia traveled to León, Spain again to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 13 representatives of Colombia participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

In August, the 4th Digital Security Forum was held in Bogotá, Colombia, with the aim of establishing a joint working framework for the design of a robust cyber security and defense strategy in Colombia and the region. This event was organized by the Ministry of Information and Communications Technologies (MINTIC), the Ministry of Defense, the Colombian Chamber of Information Technology and Telecommunications and the OAS with the purpose of discussing the opportunities, trends and challenges to counteract or mitigate the effects of cybercrime. This event was attended by more than 700 people. Under the framework of this activity, the OAS organized a workshop for ANDI and Asobancaria, attended by more than 70 people. 

In September, 2 Colombian representatives participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 1 participant from Colombia traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 11 participants from Colombia attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, participants from Colombia attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. During that week, Colombian participants also attended the Roundtable Discussion: “Cybersecurity and Civil Society in the Americas, organized by the OAS in coordination with the Public Knowledge organization in Washington DC, in order to exchange opinions and identify priorities among the OAS Member States and civil organizations. Topics discussed at the round table included “free and open Internet”; national cybersecurity strategies, security in the cloud; cybersecurity and transnational organized crime; and gender inclusion.

2018

In February, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Ministry of Information and Communication Technologies (MINTIC) of Colombia, organized a Cybersecurity Training under the framework of the Program “Creating a Career in Digital Security”. This one-week training involved the participation of 39 students from low-income communities, and covered topics such as incident management, threat analysis, and digital forensics, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional development, and provide the basic knowledge necessary to access entry-level positions in the field of digital security. Later that month, 112 participants and experts, including representatives from Colombia, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust.
In April, Colombia hosted the “Technical training: MISP Platform for the exchange of commitment indicators for member countries of the Pacific Alliance”. This training involved the participation of 25 delegates and was an introduction of the implementation of the Malware Information Sharing Platform (MISP) Project, an open source platform of threat intelligence. The training also sought to define guidelines for the implementation of the information exchange protocol of the cyber incident response teams (CSIRTs) of the member countries of the Pacific Alliance, in order to share information on cyber incidents in a homogenous and standardized manner. That same month, Colombia hosted the CIO Summit: Cybersecurity for CIOs, an event that sought to provide training and promote cybersecurity awareness among Chief Information Officers (CIOs). Later that month, 155 participants, including delegates from Colombia, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.
In May, Colombia hosted The Hague Process: Courses on the International Law Applicable to Cyber Operations, a course organized by the OAS/CICTE that included the participation of 45 delegates from the region. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.   45 delegates from Colombia gathered in Bogota, Colombia, to participate in the International Law Course organized by the OAS/CICTE. The goal of this workshop was to increase participants’ understanding in the different areas of international law regarding cybersecurity. Later that month, 19 delegates, including representatives from Colombia, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.  That same month, representatives from Colombia participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  In June, 74 women gathered in Bogota, Colombia to participate in the Cyberwomen Challenge. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. 
Later that month, 75 teams and over 200 people participated in the virtual competition International Cyberex, including 12 teams from Colombia. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Colombia travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. At the end of September, 47 participants from Colombia attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, one participant from Colombia traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, one representative from Colombia participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. In December, Colombia hosted the Iberoamerican Cybersecurity Challenge, a competition that involved the participation of 5 teams; Colombia, Costa Rica, Dominican Republic, Peru, and Spain. This event sought to train 50 youth and strengthen their technical capabilities through a “capture the flag” exercise, in which the different teams competed against each other while solving complex cybersecurity problems focused on diverse topics, including digital forensics, among others.

Costa Rica
2006
OAS Cyber Security efforts with Costa Rica began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.
2007
Collaboration between the OAS and Costa Rica continued in June, when participants from the country took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
On April 7, cybersecurity officials from Costa Rica traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs. In November, The Government of Costa Rica sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs), capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
In February, an OAS Cyber Security project team traveled to San Jose to carry out a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. Costa Rica continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Costa Rica participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S.

2011

Costa Rica participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Costa Rican officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. From September 12-16, law enforcement and IT officials from Costa Rica participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.
2012
In March, Costa Rica hosted fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop in San Jose. The next month cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from Costa Rica was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.

2013
From June 24-27, cybersecurity officials from the Government of Costa Rica participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In late September, Costa Rica served as the host country for a Sub-Regional Cyber Security Symposium, which took place in San Jose and served to teach cyber security technicians from a range of entities in Costa Rica and other countries emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices. The following month, a cybersecurity official from Costa Rica attended a Training Workshop for the Security of Incident Command Systems (ICS) in Bogota, Colombia. The workshop was designed to increase capacities in OAS Member States to prevent, respond to, and mitigate the effects of cyber-attacks targeting critical infrastructure, networked information systems, and ICS. Later that year, Costa Rica took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
At the end of March, Costa Rica hosted a Sub-regional Cyber Security Symposium in San Jose. The event provided training to officials from various departments from the Costa Rican government who work directly or indirectly on cyber security issues. October 22-24, Costa Rica was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. Representatives from the country also participated in the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 
2015
This year saw significant collaboration between Costa Rica and the OAS Cyber Security Program at the national level. From February 16-20, an OAS project team carried out a multi-sectoral cyber security training in San Jose, designed to teach best practices used by cyber incident response teams and explain and demonstrate hacking tools for penetration testing. This effort was accompanied by a Technical Mission for the Development of a National Cyber Security Strategy. In April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Costa Rica, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. In addition, that month cybersecurity technicians from the country traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. Costa Rica was also represented at an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices, held in Buenos Aires, Argentina from June 22-24. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Costa Rica traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. Furthermore, over the course of the year the OAS has helped equip Costa Rica’s incident response team, CSIRT-CR. 
2016

In March, two officials from Costa Rica participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Costa Rica, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, Costa Rica hosted the Second Americas Working Group Meeting on Cybercrime for Heads of Units, a workshop that was organized in cooperation with the INTERPOL and Costa Rican Police Unit (OIJ), with the purpose of sharing experiences and evaluating solutions to challenges created because of cyber-crime activities in the Americas. This event gathered 45 participants from the Police Forces (Cybercrime Units) of Mexico, Jamaica, Barbados, Costa Rica, Guatemala, Honduras, Belize, Colombia, Ecuador, and the Dominican Republic. In May, one official from Costa Rica participated in the Exchange of Experiences and Best Practices in Cybersecurity, a mission that included a two day visit to Tallinn, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In June, one representative from Costa Rica travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. 
In June, the OAS Cybersecurity Program conducted a Validation Mission in San Jose in order to discuss the National Cyber Security Strategy of Costa Rica among 52 local participants and stakeholders. The purpose of the validation exercise was to present the final draft of the National Cyber Security Strategy (NCSS) to the stakeholders of the cyber security community of Costa Rica. The Ministry of Science, Technology and Telecommunications (MICITT) presented the development process undertaken over the past year including an overview of the three consultation workshops and several capacity building and awareness raising events hosted by MICITT in collaboration with the private sector, academia and the international community. The OAS later presented the draft strategy, as well as an overview of the action plan.  The stakeholders were then given an opportunity to comment and ask questions, and the session ended with a presentation by MICITT regarding the next steps. In July, representatives from Costa Rica travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. Later that month, an official from Costa Rica attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, one representative from Costa Rica travelled to Bogotá, Colombia to participate in the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, two officials from Costa Rica participated in the Training of Trainers: Internet use with Terrorist Purposes, which took place in Panama City. This activity that was organized by the OAS in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. Finally, on the following month, the OAS/CICTE sponsored the participation of one representative from Costa Rica to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In February, 2 participants from Costa Rica attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, the “Cycle of Conferences on Cybercrime and Cybersecurity” was held in San José, Costa Rica, in celebration of the 20th Anniversary of the Computer Crimes Section. This event involved the participation of more than 200 people and sought to train agents, legislators and politicians on malware, incident response and the impact of cybercrime, among other issues. In May, 2 participants from Costa Rica attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In July, 5 participants from Costa Rica traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 1 Costa Rican representative participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in these types of incidents. 

In mid-September, 2 participants from Costa Rica traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 3 participants from Costa Rica attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

In October, 2 participants from Costa Rica attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. Costa Rica has opted for heavily promoting the use of ICTs to boost national development. As a result, in October, the Ministry of Science, Technology and Telecommunications (MICITT) presented the National Cybersecurity Strategy of Costa Rica and the creation of a national commission. The objective of the National Cybersecurity Strategy is to develop a guidance framework for the country’s actions in terms of security in the use of Information and Communication Technologies (ICT), therefore promoting the coordination and cooperation of the multiple stakeholders. By promoting education, prevention and mitigation measures against the risks of using ICT, the strategy aims to achieve a safer and more reliable environment for all of the country’s inhabitants. Awareness-raising campaigns for the different interest groups are planned under the framework of the Strategy, including the promotion of cybersecurity among public officials, the strengthening of the legal framework, the protection of critical infrastructures and the management of risks in the public and private sectors.
2018

In February, 112 participants and experts, including representatives from Costa Rica, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In April, 155 participants, including delegates from Costa Rica, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. At the end of April, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Ministry of Science, Technology and Telecommunications (MICITT) of Costa Rica, organized a Cybersecurity Training under the framework of the Program “Creating a Career in Digital Security”. This one-week training involved the participation of 38 students from low-income communities, and covered topics such as incident management, threat analysis, and digital forensics, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional development, and provide the basic knowledge necessary to access entry-level positions in the field of digital security.
In May, 19 delegates, including representatives from Costa Rica, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level. Later that month, 45 delegates including one representative from Costa Rica, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.   In July, over a 100 participants, including representatives from Costa Rica travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in the region.  At the end of September, 18 participants from Costa Rica attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, one participant from Costa Rica traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. That same month, one representative from Costa Rica participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. That same month, 17 experts, including representatives from Costa Rica, travelled to Panama City to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized manner. 
In December, a team from Costa Rica travelled to Cartagena, Colombia to participate in the Iberoamerican Cybersecurity Challenge, a competition that involved the participation of 5 teams; Colombia, Costa Rica, Dominican Republic, Peru, and Spain. This event sought to train 50 youth and strengthen their technical capabilities through a “capture the flag” exercise, in which the different teams competed against each other while solving complex cybersecurity problems focused on diverse topics, including digital forensics, among others. That same month, 43 women gathered in San Jose, Costa Rica to participate in the Cyberwomen Challenge. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity.
Dominica

2007
OAS-CICTE Cybersecurity efforts with the Government of Dominica began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, officials from Dominica attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 
2009
Dominica continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2011
Dominica participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. In December, Dominica joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.


2012
Dominica was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From November 11-15, a representative from Dominica participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
This year saw greater collaboration between the Government of Dominica and the OAS on cybersecurity matters. From April 28-May 2, two officials from CICTE participated in a five-day visit to Roseau, Dominica, together with experts from the Council of Europe and the University of Oxford Cyber Security Centre, to conduct a Technical Mission for the Development of a National Cyber Security Strategy. Together with the Government of Dominica, the team assessed the country’s needs in the area of cybercrime under the Commonwealth Cybercrime Initiative (CCI) and offered technical assistance for the development of the national cyber security strategy. Later in May, Representatives from Dominica attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. In July, a follow-up National Cyber Security Assistance Mission on cyber security strategy development, cyber forensics and CSIRT establishment took place, which was carried out in collaboration with the Estonian Information System Authority and the Commonwealth Telecommunications Organization and the Caribbean Telecommunications Union. From September 23-24, Dominica participated in an OAS-led Cyber Security Assistance Mission on CSIRT Establishment in Basseterre, St. Kitts and Nevis. A representative from the country was also present at the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
In March, officials from the country participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field.

2016

In March, over 200 participants and experts, including representatives from Dominica, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. 

2018

In July, over a 100 participants, including representatives from Dominica travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in their nations and globally
Dominican Republic


2006
OAS Cyber Security efforts with the Dominican Republic began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
Collaboration between the OAS and the Dominican Republic continued in November when representatives from the country participated in the 2nd Cyber Security and Cybercrime Workshop, which took place in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.
2008
In May, cybersecurity technicians from the country traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats.

2009
In February, officials from the Dominican Republic traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. The country continued to participate in the discussion on cybersecurity at the regional and international level by attending two high-level meetings: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In April, national cyber security stakeholders in the Dominican Republic, in collaboration with the OAS, met in the nation’s capital to organize working groups and plan for the development of a national CSIRT. During the meeting, regional and international experts from government and the private sector gave presentations on the matter. The next month, an OAS cyber security project team returned to Santo Domingo to carry out a 3-day Technical Assistance Mission. 
2011

The Dominican Republic participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. Later in May, the OAS conducted mission for the Dominican Republic, as a follow-up to 2010’s Technical Assistance Mission. CICTE officials provided support to the Dominican Republic in their efforts to develop a basic framework for establishing a national CSIRT. As a result, the participants of that workshop drafted a document outlining the fundamental elements for the creation of the Dominican CSIRT and designating roles and responsibilities for the various governmental institutions that would be engaged in the implementation of the national CSIRT. From September 12-16, law enforcement and IT officials from the Dominican Republic participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. 

2012
In March, the Dominican Republic joined fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop, held in San Jose, Costa Rica. Topics discussed included national cyber security and cybercrime policies and strategies, accelerating the process of compliance with the Budapest Convention on Cybercrime and information exchange and coordination with national CSIRTs. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.

2013
From June 24-27, cybersecurity officials from the Dominican Republic participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, the country took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
October 22-24, the Dominican Republic participated in a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. Representatives from the country also participated in the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
In March, officials from the Dominican Republic participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of the Dominican Republic traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, two officials from the country participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In February, the OAS Cybersecurity Program conducted a cyber security incident response assessment in Santo Domingo for the establishment of a national cyber security incident response team. Bringing their cybersecurity needs and experiences to the table, working groups representing different sectors collaborated on a document that defines: the current situation of cybersecurity capability in the Dominican Republic; financial considerations, technologies, policies and human resources needed to strengthen the country’s incident response capacity; and an action plan for establishing a national cyber security incident response team (CSIRT). Later that month, over 250 stakeholders participated in an open workshop, where the project team presented an overview of the cybersecurity context of the Dominican Republic to government officials, as well as international best practices – with a special focus on the experiences of Spain and Estonia – and provided an overview on the development process for a national cybersecurity strategy. The workshop established an open dialogue with relevant stakeholders on the present state of cybersecurity in the country, as well as existing threats at the international level. Furthermore, participants were able to identify and structure an inter-agency working group to begin planning the development of a National Strategy for Cybersecurity. The next month, three officials from the Dominican Republic participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later in March, over 200 participants and experts, including representatives from the Dominican Republic, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, representatives from the Dominican Republic travelled to Costa Rica to participate in the Second Americas Working Group Meeting on Cybercrime for Heads of Units. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In May, two officials from the Dominican Republic participated in the Exchange of Experiences and Best Practices in Cybersecurity, a mission that included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In June, the Dominican Republic hosted the LXVII Ibero-American Congress and Fair on Information Security (SEGURINFO), an event organized by the OAS/CICTE in partnership with the Argentinian Association of Computer Users and Communications (USUARIA), and the Dominican Institute of Telecommunications (INDOTEL). 
 In July, representatives from the Dominican Republic travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that month, a delegation from the Dominican Republic participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp 2016. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, the OAS Cybersecurity Program conducted a mission in Santo Domingo regarding the development of a National Cybersecurity Strategy (NCS) for the Dominican Republic, in which the NCS was presented and explained to relevant stakeholders. The three day event consisted on a series of meetings with the various national cybersecurity stakeholders to discuss the draft National Cybersecurity Strategy. During the 3-day mission, presentations were made to various stakeholders including: Financial Sector, Judiciary and Legal Sector, Private Sector, Chambers of Commerce and ICT companies, Telecommunications operators, Academia, Critical Infrastructure Operators and Public Administration. That same month, an official from the Dominican Republic travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, two representatives from the Dominican Republic participated in the Cybersecurity Technical Colloquium that took place in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, two officials from the Dominican Republic travelled to Panama City to participate in the Training of Trainers: Internet use with Terrorist Purposes. This activity was organized by the OAS in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. Finally, in November the OAS/CICTE sponsored the participation of one representative from the Dominican Republic to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In February, the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator was held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains.

In March, 2 representatives from the Dominican Republic participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. In May, the OAS/CICTE Cybersecurity Program carried out a technical assistance mission in the Dominican Republic in relation to the development of the National Cybersecurity Strategy. During the mission, a series of working meetings were held with INDOTEL technicians, OAS representatives and invited international organizations, as well as other interested parties. 

In June, participants from the Dominican Republic attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 2 participants from the Dominican Republic traveled to León, Spain again to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the 2017 Summer Bootcamp, in July, 5 representatives of the Dominican Republic participated in the International CyberEx, a cyber exercise that seeks to strengthen the capacity to respond to cyber-incidents, as well as to improve cooperation and cooperation in this type of incidents. 

In September, 3 representatives from the Dominican Republic participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, two participants from the Dominican Republic traveled to Panama City to attend the “Sub-Regional Workshop on the Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. 

In October, 2 participants from the Dominican Republic attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.
2018

In January, 10 representatives from Dominican Republic participated in the worktables CSIRT-RD Action plan which took place in Santo Domingo. The event aimed to discuss and define an action plan for the implementation of the National CSIRT in the Dominican Republic.  In February, 112 participants and experts, including representatives from Dominican Republic gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. At the end of April, 155 participants, including delegates from Dominican Republic, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. 
In May, 19 delegates, including representatives from Dominican Republic, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level. Later that month, representatives from the Dominican Republic participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity. That same month, the Cybersecurity Program of the OAS/CICTE, in close collaboration with INDOTEL, organized a Cybersecurity Training in Dominican Republic under the framework of the Program “Creating a Career in Digital Security”. This one-week training involved the participation of 39 students from low-income communities, and covered topics such as incident management, threat analysis, and digital forensics, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional development, and provide the basic knowledge necessary to access entry-level positions in the field of digital security. Later that month, 45 delegates including two representatives from Dominican Republic, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.   
In July, over a 100 participants, including representatives from Dominican Republic travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in the region. At the end of September, 17 participants from Dominican Republic attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, Dominican Republic hosted the Cyberwomen Challenge. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. 
In November, one participant from Dominican Republic traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, 17 experts, including representatives from Dominican Republic, travelled to Panama City to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized manner.  In December, a team from Dominican Republic travelled to Cartagena, Colombia to participate in the Iberoamerican Cybersecurity Challenge, a competition that involved the participation of 5 teams; Colombia, Costa Rica, Dominican Republic, Peru, and Spain. This event sought to train 50 youth and strengthen their technical capabilities through a “capture the flag” exercise, in which the different teams competed against each other while solving complex cybersecurity problems focused on diverse topics, including digital forensics, among others.
Ecuador


2006
OAS Cyber Security efforts with Ecuador began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.
2007
Representatives from Ecuador participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, cybersecurity technicians from Ecuador traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats.

2009
Ecuador continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Ecuador engaged in cyber security efforts at the technical level as well, participating in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, an official from Ecuador attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). After the event, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   
2010
In July, officials from Ecuador participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, officials from Ecuador traveled to Washington, D.C. to take part in a Cyber Security Technical Visit to agencies involved in cyber security, including the Department of Homeland Security (DHS), USCERT, U.S. Secret Service (USSS), Department of Justice (DOJ) and CER-CC. Later in November, Ecuadoran cyber security technicians participated in another best practices workshop held in Montevideo, Uruguay.

2011

From May 9-13, officials from Ecuador and 30 other OAS Member States participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop in Miami, where they discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Collaboration between the Government of Ecuador and the OAS occurred at the national level in August, when a CICTE cyber security project team traveled to Quito to conduct a Technical Assistance Mission for the Development of a National CSIRT. The activity served to raise awareness on importance of a National CSIRT and provide the minimum guidelines that should be considered in the development of a National Strategy. Ecuador also participated in an OAS-led course from September 12-16 entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, officials from Ecuador attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. The next month, cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. In June, cybersecurity officials from Ecuador took part in a 5-day Cyber Security Crisis Management Exercise (CME) Antigua, Guatemala. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. Later that month, an official from the country was awarded a scholarship to attend the 22nd Annual FIRST Meeting in Malta. The meeting covered three topics: “technical fundamentals”, “detailed technical aspects” and “policies and administration.” In July, cybersecurity technicians from Ecuador attended a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. In October, cyber-security technicians from the country traveled to Lima, Peru, to participate in a 5-day Advanced Network Intrusion Training.
2013
From June 24-27, cybersecurity officials from the Government of Ecuador participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In November, Ecuador took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
Ecuador was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
From September 29-October 2, officials from the Government of Ecuador traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Ecuador participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, over 200 participants and experts, including representatives from Ecuador, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. Later that month representatives from Ecuador travelled to San Jose, Costa Rica to participate in the Second Americas Working Group Meeting on Cybercrime for Heads of Units. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In June, Ecuador hosted the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region, a 5-day event that gathered over 100 participants from 20 different countries. The first three days were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. The following month, representatives from Ecuador travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that time, a delegation from Ecuador participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp 2016. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, an official from Ecuador attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, one representative from Ecuador attended the Cybersecurity Technical Colloquium, which took place in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. The following month, an official from Ecuador travelled to Buenos Aires, Argentina to attend the Conference on Cybersecurity and Critical Infrastructures Protection. This event sought to create awareness and share best practices among critical infrastructure operators from the private and public sectors. The event involved over 180 participants and was organized by the OAS/CICTE in partnership with the Ministry of Modernization of Argentina and the Regional Association of Oil, Gas and Biofuels Sector Companies in Latin America and the Caribbean (ARPEL). Finally, in November the OAS/CICTE sponsored the participation of one representative from Ecuador to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In February, 6 participants from Ecuador attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 6 representatives from Ecuador participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. 

In April, 1 participant from Ecuador traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In May, 3 participants from Ecuador attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In July, 17 participants from Ecuador traveled to León, Spain to participate in the Summer BootCamp 2017, a 20-day general and advanced training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of Summer Bootcamp 2017, representatives of Ecuador participated in the International CyberEx in July, 6, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve cooperation and cooperation in this type of incidents. 

At the end of September, 2 participants from Ecuador attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 2 participants from Ecuador attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.
2018

In February, 112 participants and experts, including representatives from Ecuador, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss and establish a draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Ecuador convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks.
At the end of April, 155 participants, including delegates from Ecuador, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, 45 delegates including one representative from Ecuador, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace. That same month, 19 delegates, including representatives from Ecuador, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.   Later that month, representatives from Ecuador participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  
In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including 3 teams from Ecuador. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Ecuador travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. At the end of September, 9 participants from Ecuador attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, 2 participants from Ecuador travelled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, 17 experts, including representatives from Ecuador, gathered in Panama City to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized way.  

El Salvador


2006
OAS Cyber Security efforts with El Salvador began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.
2007
Collaboration between the OAS and El Salvador continued in June, when participants from the country took part in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats. 

2008
On April 7, cybersecurity officials from El Salvador traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs.

2009
In February, cyber security officials from El Salvador traveled to San Jose, Costa Rica to take part in a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. El Salvador continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   


2010
In July, cyber security technicians from El Salvador traveled to Panama City, Panama to participate in a 4-day OAS-led Basic Course on Managing CSIRTs, in which Member States from Central America shared experiences and best practices regarding cyber-incident response. on In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S.

2011


El Salvador participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. From September 12-16, law enforcement and IT officials from El Salvador participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.
2012
In February, an OAS cyber security team traveled to San Salvador to conduct a 3-day Technical Assistance Mission for Strengthening Cyber Security in the country. By the end of the mission, the Government of El Salvador articulated a cyber-security Mission and Vision and discussed the development of a national CSIRT. The next month, El Salvador joined fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop in San Jose, Costa Rica. Topics discussed included national cyber security and cybercrime policies and strategies, accelerating the process of compliance with the Budapest Convention on Cybercrime and information exchange and coordination with national CSIRTs. In April, cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from El Salvador was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.


2013
From June 24-27, cybersecurity officials from the Government of El Salvador participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication.

2014
From October 22-24, Representatives from El Salvador participated in a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. 

2015
From September 29-October 2, officials from the Government of El Salvador traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In March, over 200 participants and experts, including representatives from El Salvador, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, representatives from El Salvador travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. Later that month, an official from El Salvador attended the Regional Meeting of Government Leaders in Cybersecurity, carried out in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In October, two officials from El Salvador travelled to Panama City to participate in the Training of Trainers: Internet use with Terrorist Purposes. This activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. Finally, in November the OAS/CICTE sponsored the participation of one representative from El Salvador to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues. 
2017

Under the framework of Summer Bootcamp 2017, 3 representatives of El Salvador participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents.

In September, 1 participant from El Salvador traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 2 participants from El Salvador attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 2 participants from El Salvador attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.
2018

In February, 112 participants and experts, including representatives from El Salvador, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In April, 155 participants, including delegates from El Salvador, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, representatives from El Salvador participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity. In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including 3 teams from El Salvador. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from El Salvador travelled to Leon, Spain to partake in the Summer Camp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in the region. 

Grenada

2007
OAS-CICTE Cybersecurity efforts with the Government of Grenada began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, officials from Grenada attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Grenada continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From December 13-16, Representatives from Grenada attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011
Grenada participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from Grenada participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, Grenada joined all other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2012
Grenada was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2014
Grenada was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean.

2016

In March, over 200 participants and experts, including representatives from Grenada, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In October, the OAS/CICTE sponsored the participation of one policy maker from Grenada to attend the Caribbean Cybersecurity Regional Workshop, carried out in Washington D.C. This event gathered parliamentarians and policy makers from the Caribbean region, as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean.
Guatemala

2007
Collaboration between the OAS and Guatemala began in June, when participants from the country took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
Beginning April 7, in collaboration with the OAS, Guatemala hosted a 5-day CSIRT Training Course in Antigua, which addressed fundamentals for the creation and management of CSIRTs. In November, The Government of Guatemala sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
In February, officials from Guatemala traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. The country continued to participate in the discussion on cybersecurity at the regional and international level by attending two high-level meetings: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   
2010
In July, officials from Guatemala participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S.
2011

Guatemala participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. Later in May, an OAS cyber security project team traveled to Guatemala City to carry out a National Technical Assistance Mission on CSIRT Development, which saw the participation of government officials, the defense community and the IT sector. The main objective of the activity was to promote the development of a national cyber security and cybercrime framework in Guatemala that included the development of the national CSIRT and a legal framework for prosecuting computer related crime. In addition, from September 12-16, law enforcement and IT officials from Guatemala participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, Guatemala joined fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop, held in San Jose, Costa Rica. Topics discussed included national cyber security and cybercrime policies and strategies, accelerating the process of compliance with the Budapest Convention on Cybercrime and information exchange and coordination with national CSIRTs. Guatemala then hosted its own CME, with assistance from the OAS, which was held in Antigua from June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.

2013
This year saw substantial cooperation between the Government of Guatemala and the OAS on cyber-security matters. May 27-28, the two partners conducted a Cyber Security Crisis Management Exercise (CME) in Guatemala City. The exercise tested current cyber incident response policies, procedures and capabilities in Guatemala, tested coordination and communication mechanisms among Guatemalan cyber incident response entities when faced with a cyber-incident and simulated a large-scale cyber incident targeting Guatemala’s critical information infrastructure. From June 24-27, cybersecurity officials from the country participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In late September, officials from Guatemala attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica and served to teach cyber security technicians from a range of entities in Central America emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices. Later that year, Guatemala took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
On June 12, Guatemala hosted a national Cyber Security Symposium in collaboration with the OAS. The event Provided training to managers and directors of Guatemalan government and non-government entities in charge of information security as well as IT security engineers from a variety of institutions responsible for cyber security on best practices used by computer incident response groups. October 22-24, Guatemala was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. Representatives from the country also participated in the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
In April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Guatemala, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From September 29-October 2, officials from the Government of Guatemala traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In March, three officials from Guatemala participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Guatemala, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. During that month, representatives from Guatemala also attended the Second Americas Working Group Meeting on Cybercrime for Heads of Units, which took place in San Jose, Costa Rica. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In May, one official from Guatemala participated in the Exchange of Experiences and Best Practices in Cybersecurity, a mission that included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In June, two representatives from Guatemala travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. Later that month, the OAS/CICTE conducted a mission in Guatemala City to consult national stakeholders on key components that should be taken into consideration when developing a national cybersecurity strategy. On the first day, the OAS/CICTE was invited by the government to make a presentation to a group of national stakeholders on the various approaches that can be taken in the development of a national cyber security strategy. The second day of the mission focused on stakeholder consultation, which included the financial/banking sector; Internet Service Providers and telecommunications sector; critical infrastructure operators; law enforcement; academia and civil society organizations. This event involved 35 local participants. 
In July, representatives from Guatemala travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that month, a delegation from Guatemala participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, one official from Guatemala attended the Regional Meeting of Government Leaders in Cybersecurity, carried out in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, one representative from Guatemala travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. On the following month, two officials from Guatemala participated in the Training of Trainers: Internet use with Terrorist Purposes, carried out in Panama City. The activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. Finally, in November the OAS/CICTE sponsored the participation of one representative from Guatemala to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In January, representatives from the OAS/CICTE Cybersecurity Program traveled to Guatemala in order to provide technical assistance in the development process of the country’s National Cybersecurity Strategy. During this technical assistance mission, meetings were held with the Executive Committee in order to present good practices in the development of the strategy. Working groups were also organized to discuss the central axes of national strategy, integrating the different sectors of the country. In February, 2 participants from Guatemala attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 1 representative from Guatemala participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. In April, 2 participants from Guatemala traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In May, 2 participants from Guatemala attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In June, participants from Guatemala attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 5 participants from Guatemala traveled to León, Spain again to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of Summer Bootcamp 2017, 4 representatives of Guatemala participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. In August, representatives from the OAS/CICTE Cybersecurity Program traveled to Guatemala to conduct a Workshop for the Development of a National Cybersecurity Strategy. The National Cybersecurity strategy was presented in this workshop and round tables were held to integrate all sectors in the discussion and provide feedback on the strategy. That same month, 2 representatives of the Cybersecurity Program of the OAS/CICTE traveled to Guatemala to carry out basic training in Cyber Incident Management and promote CSIRTAmericas.org, a platform that delivers real time information on incidents and alerts to the government CSIRTs of the region. This event involved the participation of 30 local representatives to increase the cyber incident response capacity in Guatemala, delivering best practices for the identification, classification, analysis and mitigation of incidents that affect government institutions. 

In September, 2 representatives of Guatemala participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 1 participant from Guatemala traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 1 participant from Guatemala attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

Finally, in October, 1 participant from Guatemala attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. During that week, Guatemalan participants also attended the Roundtable Discussion: “Cybersecurity and Civil Society in the Americas,” organized by the OAS in coordination with the Public Knowledge organization in Washington DC, in order to exchange opinions and identify priorities among the OAS Member States and civil organizations. Topics discussed at the round table included “free and open Internet”; national cybersecurity strategies, security in the cloud; cybersecurity and transnational organized crime; and gender inclusion.

2018

In February, 112 participants and experts, including representatives from Guatemala, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. At the end of April, 155 participants, including delegates from Guatemala, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.

In May, 45 delegates including one representative from Guatemala, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.  Later that month, 19 delegates, including representatives from Guatemala, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.  That same month, representatives from Guatemala participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  
In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including 2 teams from Guatemala. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Guatemala travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region.  That same month, Guatemala hosted the Cyberwomen Challenge. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. At the end of September, 8 participants from Guatemala attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, one participant from Guatemala traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, one representative from Guatemala participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. That same month, 17 experts, including representatives from Guatemala, travelled to Panama City to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized manner.  

Guyana

2008
In December, officials from Guyana attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Guyana continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
On October 20th and 21st, the OAS and the Government of Guyana held a National Conference on Cyber Security in Georgetown, which brought together numerous stakeholders from Guyana to discuss national risks, policies and legal concerns, as well as ways to further cybersecurity in the country. In addition, from December 13-16, Representatives from Guyana attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011

Guyana participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. In December, Guyana joined all other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2013
From November 11-15, a representative from Guyana participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.
2014
In May, Representatives from Guyana attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. Guyana was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. Finally, officials from the government attended the Workshop on International Security and Diplomacy in Cyberspace, which took place in Bogota, Colombia from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
In March, officials from the country participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. The next month, Guyana participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. Later in April, cybersecurity technicians from Guyana traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. From August 12-13, an OAS project team traveled to Georgetown to carry out a National Cybersecurity Sensitization Workshop and Technical training, which saw the Official Launch of the Guyana Computer Incident Response Team (GNCIRT) and provided technical training on tools and techniques for CSIRTs. From September 29-October 2, officials from the Government of Guyana traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.
2016

In March, over 200 participants and experts, including representatives from Guyana, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, one representative from Guyana travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced under a national cybersecurity emergency, in which they had to take effective decisions. On the following month, an official from Guyana attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. The event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, one representative from Guyana travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. On the following month, the OAS/CICTE sponsored the participation of two parliamentarians and one policy maker from Guyana to attend the Caribbean Cybersecurity Regional Workshop, which took place in Washington D.C. This event gathered parliamentarians and policy makers from the Caribbean region, as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. Additionally, the OAS/CICTE invited the head of the Guyana National Computer Incident Response Team (CIRT-GY) to participate as an expert in the last day of this event, by delivering a presentation on National Computer Incident Response Teams.  
2017

In April, 2 participants from Guyana traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In mid-September, 1 participant from Guyana traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. That same month, 1 participant from Guyana attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.
2018

In March, 15 participants and experts, including representatives from Guyana convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. In November, one participant from Guyana traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, one representative from Guyana participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. 
Haiti

2008
In December, officials from the Republic of Haiti attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2010
From December 13-16, Representatives from Belize attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2012
From March 7-9, officials from Haiti attended the Regional Cybercrime and Cybersecurity Policy and Legislation Workshop, which took place in San Jose, Costa Rica. Organized in partnership with the Council of Europe (CoE), the workshop worked to facilitate the exchange of best-practices on the management and function of CSIRTs and bolstering Cybercrime legislation and served as a forum for the exchange of innovative ideas, successes, and challenges to strengthen international bonds in relation to cyber security. In August, representatives from Haiti participated in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focusing on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation. Finally, in October, an OAS cybersecurity team conducted a National Cyber Security and Cyber Crime Workshop in Port-au-Prince. The main objective of the workshop was to bring together cyber security stakeholders at the national level – both public and private sector – for a discussion of the range of cyber security issues requiring action at the national level, and the benefits of addressing these in a comprehensive and strategic fashion. 

2013
From June 24-27, cybersecurity officials from the Republic of Haiti participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, Haiti took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2015
From September 29-October 2, officials from the Government of Haiti traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016
In March, two officials from Haiti participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Haiti, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, three representatives from Haiti travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced under a national cybersecurity emergency, in which they had to take effective decisions. In July, Haitian representatives participated in the Summer BootCamp 2016, carried out in Leon, Spain. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a Haitian delegation participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries.
2017

In August, a representative of the OAS/CICTE Cybersecurity Program traveled to Haiti to participate in the “Haiti Cybersecurity Forum,” held in Petion-Ville. This event involved the participation of 60 local representatives and its main objective was to increase the cyber incident response capacity in Haiti, delivering best practices for the identification, classification, analysis and mitigation of incidents that affect government institutions. During the course of the week an exploratory meeting was also held with CONATEL to verify a possible initiative of the Computer Security Incident Response Team (CSIRT) in Haiti.

In July, 1 participant from Haiti traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. In mid-September, 1 participant from Haiti traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.
2018

At the end of September, 1 participant from Haiti attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
Honduras

2006
OAS Cyber Security efforts with Honduras began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
OAS collaboration with Honduras continued in November, when Representatives from the country participated in the 5-day 2nd Cyber Security and Cybercrime Workshop, which took place in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
On April 7, cybersecurity officials from Honduras traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs.

2009
In February, officials from Honduras traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. The country continued to participate in the discussion on cybersecurity at the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17. At the conference, Member States resolved to remain vigilant in addressing cyber-terrorist threats

2011

From September 12-16, law enforcement and IT officials from Honduras participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In July, cybersecurity technicians from Honduras participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.

2013
In late September, cybersecurity officials from the Government of Honduras participated in a Sub-Regional Cyber Security Symposium, which took place in San Jose and served to teach cyber security technicians from a range of entities Central America emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices. Later that year, Honduras took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
From November 16-21, representatives from the country participated in the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, which had the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In March, officials from Honduras participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Honduras traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Honduras participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016
In March, three officials from Honduras participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Honduras, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, representatives from Honduras travelled to San Jose, Costa Rica to participate in the Second Americas Working Group Meeting on Cybercrime for Heads of Units. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In June, two representatives from Honduras participated in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region, which took place in Quito, Ecuador. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced under a national cybersecurity emergency, in which they had to take effective decisions. In July, representatives from Honduras travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. Later that month, a delegation from Honduras participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. In October, two representatives from Honduras participated in the Training of Trainers: Internet use with Terrorist Purposes, event that took place in Panama City. The activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. Finally, on the following month the OAS/CICTE sponsored the participation of one representative from Honduras to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In July, 4 participants from Honduras traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 2 representatives of Honduras participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents.

In mid-September, 1 participant from Honduras traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. Finally, in October, 1 participant from Honduras attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.

2018

In February, 112 participants and experts, including representatives from Honduras, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust.

At the end of April, 155 participants, including delegates from Honduras, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, 45 delegates including two representatives from Honduras, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace. In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including one team from Honduras. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Honduras travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. 
At the end of September, one participant from Honduras attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In November, one participant from Honduras traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

Jamaica
2007
Collaboration between the OAS and the Government of Jamaica on cybersecurity began in earnest in November, when Representatives from the country participated in the 2nd Cyber Security and Cybercrime Workshop in Miami, Florida. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.
2008
In December, officials from Jamaica attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist Caribbean Member States in strengthening their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT.
2009
The Government of Jamaica continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In October, cybersecurity technicians from Jamaica traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. To end the year, representatives from the country participated in the OAS and USG Sub-Regional Training Workshop, held from December 13-16 in St. John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners in the Caribbean. 

2011
Jamaica participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from Jamaica participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, Jamaica joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2012
In April, a cybersecurity technician from Jamaica took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from Jamaica was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. Later that month, a cybersecurity official from the country was awarded a scholarship to participate in the Annual Forum of Incident Response and Security Teams (FIRST) Meeting, held in Malta. In August, building on past efforts in the Caribbean in partnership with the CTU, REMJA, and COMNET, the OAS hosted a Workshop on Cyber Security and Cyber Crime in the Caribbean, which took place in Miami, Florida and to which Jamaica sent representatives. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.

2013
From June 24-27, cybersecurity officials from the Government of Jamaica participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, Jamaica took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
From March 17-19, 2014, the Inter-American Committee against Terrorism (CICTE) of the Organization of American States (OAS), through its Cyber Security Program, conducted an in situ National Cyber Security Development Workshop for The Government of Jamaica in Kingston, to provide technical assistance to the Government of Jamaica for the development of a National Cyber Security Strategy.  This was followed by a Validation Workshop for National Cyber Security Strategy and Training on Information Security in September. During this workshop, participants and experts discussed the common mistakes countries can make in implementing strategies with experiences provided by the United Kingdom, the Commonwealth Cybercrime Initiative, and the Global Cyber Security Capacity Centre-University of Oxford.  Each expert also offered specific comments on the draft strategy during an open question-and-answer session. Between these two visits, representatives from Jamaica attended the Caribbean Cyber Security Stakeholder’s Meeting, held in May in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. In November, the OAS Cyber Security Team facilitated a national-level Course on Cyber Incident Investigation and Analysis. The training course brought together incident-response personnel and law enforcement to develop plans for handling risks and investigating cyber events. 

2015
This year saw the official launch of the Government of Jamaica National Cyber Security Strategy and the implementation of the OAS-IDB-Oxford Cyber Security Model in January. For a number of years, cybersecurity stakeholders in Jamaica have worked with the OAS Cyber Security team to develop a national strategy. In March, Jamaica hosted a 4-day TRANSITS course on CSIRT operation and management provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. The next month, cybersecurity technicians from the country traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. The Government of Jamaica was also represented at an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices, held in Buenos Aires, Argentina from June 22-24. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Jamaica traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. Furthermore, over the course of the year, the OAS is offering technical and financial assistance for the establishment of a national CSIRT in Jamaica. This assistance includes the provision of hardware, software and technical support for the development of the CSIRT’s technical backbone. Once the CSIRT’s personnel have been identified, the OAS and the Government of Jamaica will engage in dialogue in order to provide technical training.  Funding sources are provided by the Governments of United Kingdom and Canada. 

2016
In March, over 200 participants and experts, including representatives from Jamaica, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. Later that month, representatives from Jamaica travelled to San Jose, Costa Rica to participate in the Second Americas Working Group Meeting on Cybercrime for Heads of Units. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ), in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. In June, two representatives from Jamaica participated in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region, carried out in Quito, Ecuador. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. Later that month, representatives from Jamaica participated in a course on Cybersecurity in Crisis Response, organized in Trinidad and Tobago by the OAS/CICTE in partnership with the Global Crisis Response Support Programme and Estonia’s Information System Authority. This five-day cyber security course aimed at enhancing skills in identifying and analyzing critical cybersecurity considerations in crisis response in a virtual-room situation. Participants were presented with key cybersecurity concepts, trends in cybercrime, statistical data and tools that could be utilized and triaged with other information within a virtual crisis room. 
In July, representatives from Jamaica travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. Later that month, officials from Jamaica attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, a representative from Jamaica participated as an expert in the Cybersecurity Technical Colloquium, carried out in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. On the following month, the OAS/CICTE sponsored the participation of two parliamentarians and one policy maker to attend the Caribbean Cybersecurity Regional Workshop. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. Additionally, the OAS/CICTE invited the Head of the Jamaica Cyber Incident Response Team (CIRT) to participate in the last day of this event and attend a presentation on National Computer Incident Response Teams and a live demonstration of the OAS CSIRT Hemispheric Platform. 
2017

In July, 2 participants from Jamaica traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world.

In mid-September, 2 participants from Jamaica traveled to Panama City to attend the “Sub-Regional Workshop on the Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 3 participants from Jamaica attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

2018

In March, 15 participants and experts convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. At the end of April, 155 participants, including delegates from Jamaica, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.  In July, over a 100 participants, including representatives from Jamaica travelled to Leon, Spain to participate in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques in the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity in the region. 
In November, one representative from Jamaica participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes. In December, the OAS carried out a technical assistance mission in Jamaica under the framework of an ongoing project that seeks to strengthen the capacity of the Jamaican Cybersecurity Incident Response Team (JM-CIRT).  The training involved 10 representatives from the JM-CIRT and aimed to implement an open source security incident response system as technological support for incident management within JM-CIRT.
Mexico

2007
In June, participants from Mexico took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
On April 7, cybersecurity officials from Mexico traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs. In November, The Government of Mexico sent an official to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
In February, officials from Mexico traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas. Mexico continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. From November 16-20, officials from Mexico attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   
2010
In July, officials from Chile participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. To build incident response capacity, cybersecurity officials from Mexico participated in an Advanced Incident Handling Course (CERT-CC), held at OAS Headquarters in Washington, D.C. from October 4-8.

2011

From May 9-11, Mexico hosted the Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and held at the Center of Investigation and National Security (CISEN) in Mexico City. 78 technical and policy-level officials from Belize, Costa Rica, Dominican Republic, El Salvador, Guatemala, Mexico, Nicaragua and Panama attended the event. Officials from Mexico were also present at the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13. Over the 5-day workshop, 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Mexico participated in an OAS-led course from September 12-16 entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, officials from Mexico attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. In June, an official from the country was awarded a scholarship to attend the 22nd Annual FIRST Meeting in Malta. The next month, cybersecurity technicians from Mexico participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. At the end of July, officials from Mexico attended an OAS-organized Cyber Security Incident Handling Training course, which was hosted in Lima by the Government of Peru. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada.

2013
From June 24-27, cybersecurity officials from the Government of Mexico participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In October, Mexican cyber-security technicians participated in a Training Workshop for the Security of Industrial Control Systems (ICS), which was designed to increase capacities of OAS Member States to prevent, respond to, and mitigate the effects of cyber-attacks targeting critical infrastructure. The next month, Mexico took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
In July, a cyber-security official from Mexico earned a scholarship to participate in a 5-day Specialized Cyber Security Training on Industrial Control Systems (ICS) in Idaho Falls, Idaho. Later that month, the Government of Mexico and the OAS cohosted a national-level Workshop on Cyber Security and Critical Infrastructure Protection in Mexico City. The event served to teach officials in charge of securing Mexico's critical infrastructure installations how to craft high-level information security policies and defend digital assets. On October 7th, Mexico City hosted a SEGURINFO conference, in which government, the private sector and academia shared experiences and best practices and evaluated solutions to challenges generated by the growing use of information and communications technology (ICT). Mexico was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In March, the OAS Cyber Security Program and the Government of Mexico implemented a Cyber Security Maturity Model (CMM) Application Tool, which collected information on Mexico’s cyber-security development, and will serve to help the parties explore possible avenues for collaboration. The next month, Mexico participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. At the end of April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including a participant from Mexico, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From October 26-30, in collaboration with the OAS, the Government of Mexico held its first National Cybersecurity Week, which combined high-level discussions with strategy-focused workshops and a technical digital forensics workshop. The event’s objectives were to exchange best practices on cybersecurity, cybercrime prevention and critical infrastructure protection among Mexican authorities, private-sector representatives and international experts; raise national awareness of cybersecurity; and setting the groundwork for the formulation of a national cybersecurity strategy. From September 29-October 2, officials from the Government of El Mexico traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016
In March, two officials from Mexico participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Mexico, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, representatives from Mexico travelled to San Jose, Costa Rica to participate in the Second Americas Working Group Meeting on Cybercrime for Heads of Units. The workshop was organized in cooperation with INTERPOL and the Costa Rican Police Unit (OIJ) in order to share experiences and evaluate solutions to challenges created because of cyber-crime activities in the Americas. Additionally, that month 2 OAS/CICTE Project Officers convened with the members of the Specialized Committee on Information Security (CESI) in Mexico City, for the purpose of discussing the recommendations provided by international experts during the roundtables conducted from October 27-29, 2015, in Mexico. These recommendations included aspects pertaining to (1) the assessment of the country’s cybersecurity vulnerabilities and threats; (2) risk management; (3) participation of relevant actors in the country’s cybersecurity matters; (4) CERT-MX; (5) critical infrastructure protection; and (6) legal aspects. The OAS/CICTE also presented the results of the application of the Cybersecurity Capability Maturity Model (CMM) in Mexico. In May, a Mexican official participated in the Exchange of Experiences and Best Practices in Cybersecurity, a mission that included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In July, representatives from Mexico travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a Mexican delegation also participated in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. During that month, an official from Mexico also travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. 

In September, representatives from Mexico participated in the Cybersecurity Technical Colloquium, which took place in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, Mexican representatives participated in the Cybersecurity Leadership & Strategy Executive Certificate Program, an advanced two-day course delivered by the Florida International University in Miami, with support from the OAS/CICTE. That same month, officials from Mexico travelled to Buenos Aires, Argentina to attend the Conference on Cybersecurity and Critical Infrastructures Protection. This event sought to create awareness and share best practices among critical infrastructure operators from the private and public sectors. The event involved over 180 participants and was organized by the OAS/CICTE in partnership with the Ministry of Modernization of Argentina and the Regional Association of Oil, Gas and Biofuels Sector Companies in Latin America and the Caribbean (ARPEL). Later that month, Mexican officials participated in the Training of Trainers: Internet use with Terrorist Purposes, which took place in Panama City. The activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. In November, the OAS/CICTE collaborated with the Government Committee of Meridian and sponsored the participation of 11 representatives from the region to attend the Meridian Conference, an event that was hosted by the Mexican Government in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues. That same month, the OAS/CICTE collaborated in the organization of the Second National Cybersecurity Week, an event that was carried out in Mexico City and involved more than 900 participants. The event had three tracks; a conference composed by thirteen presentations related to cybersecurity, critical infrastructure, cybercrime, cyberwar and information security; a three-day workshop designed for members of the Mexican State Police Forces and other federal institutions; and a three-day training for members of the Mexican State Police Forces and other federal and private institutions. The OAS/CICTE facilitated the participation of experts from Trend Micro, Telefonica and INTERPOL, who were instrumental in delivering trainings and presentations during the course of the event. Finally, in December, a representative from Colombia accompanied a delegation from the OAS/CICTE to the Internet Global Forum (IGF), a conference that was carried out in Guadalajara, Mexico. The OAS delegation and the Colombian representative participated as experts in various panels during course of the event.  

2017

In February, two participants from Mexico attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 1 representative from Mexico participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. In April, representatives from the OAS/CICTE Cybersecurity Program traveled to Mexico together with a commission of international experts, in order to share best practices with key Mexican entities and provide technical assistance in the development of the National Cybersecurity Strategy. Round tables were organized with the intention of fostering dialogue between stakeholders and international experts to better understand the current state of cybersecurity in Mexico and advance in the construction and definition of a National Cybersecurity Framework. In May, 2 participants from Mexico attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations.

In June, 1 participant from Mexico attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 8 participants from Mexico traveled to León, Spain again to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of Summer Bootcamp 2017, 13 representatives from Mexico participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. That same month, the OAS, in collaboration with the Government of Mexico, organized the Forum “Towards a National Cybersecurity Strategy,” as part of a second technical assistance mission in developing the strategy. During this mission, working groups were organized to integrate all the stakeholders, including members of the industry, technical community, financial sector, civil society and public sector, among others. Following up on this event, the OAS and the Office of the Presidency of the Republic organized the Forum “Towards a National Cybersecurity Strategy: Perspectives of Civil Society and Multiple Stakeholders” in August. This workshop arose from the need to include the civil society more in the process of developing the strategy, and it was organized in the form of panels. 

In September, 2 representatives from Mexico participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 2 participants from Mexico traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 5 participants from Mexico attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 

In October, participants from Mexico attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. That same month, the Cybersecurity Program of the OAS/CICTE collaborated in the organization of the National Cybersecurity Week, an event that took place in Mexico City and involved more than 400 participants. The event lasted one week and was divided into 5 conference cycles for the public, academic, financial, legislative and critical infrastructure sectors. Under the framework of the National Cybersecurity Week, the National Cybersecurity Strategy of Mexico was also launched, an event that was attended by the Executive Secretary of CICTE.

2018

In February, 112 participants and experts, including representatives from Mexico, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, Mexico hosted the Capital SINNIX 2018, an event organized by PROPULSAR with the support of the OAS. The goal of this national event was to promote dialogue between governmental actors, members of parliament, academia, businesses, and civil society in order to find solutions to global problems through social innovation. During this event, the OAS/CICTE delivered a working group on the challenges and opportunities for innovation and cybersecurity in Latin America and the Caribbean. 
In mid-April, 8 participants and experts, including representatives from Mexico, gathered in Lima Peru, to provide technical support during the Summit of the Americas. This multi-sectorial and multi-national group of cybersecurity technical specialists provided support in terms of incident response and monitoring before and during this event. At the end of April, 155 participants, including delegates from Mexico, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. That same month, 25 participants and experts, including representatives from Mexico, gathered in Bogota, Colombia to participate in the “Technical training: MISP Platform for the exchange of commitment indicators for member countries of the Pacific Alliance”. This training was an introduction of the implementation of the Malware Information Sharing Platform (MISP) Project, an open source platform of threat intelligence. The training also sought to define guidelines for the implementation of the information exchange protocol of the cyber incident response teams (CSIRTs) of the member countries of the Pacific Alliance, in order to share information on cyber incidents in a homogenous and standardized manner. 
In May, 19 delegates, including representatives from Mexico gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.  That same month, representatives from Mexico participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  Later that month, 45 delegates including two representatives from Mexico, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.
 In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including 3 teams from Mexico. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Mexico travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. In August, Mexico hosted the Cyberwomen Challenge. This event national event involved the participation of over 90 women, and sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. At the end of September, 21 participants from Mexico attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
 In November, 17 experts, including representatives from Mexico, travelled to Panama City to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized manner.  Later that month, Mexico hosted The Hague Process: Courses on the International Law Applicable to Cyber Operations. This national event aimed at training Government officials from Mexico in the intersection of cybersecurity and international law. Issues such as sovereignty and jurisdiction were discussed in depth. That same month, one representative from Mexico participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.
Nicaragua

2006
OAS Cyber Security efforts with Nicaragua began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
Collaboration between the OAS and Nicaragua continued in June, when participants from the country took part in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats. 

2008
On April 7, cybersecurity officials from Nicaragua traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs.

2009
In February, officials from Nicaragua traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. The country continued to participate in the discussion on cybersecurity at the regional and international level by attending two high-level meetings: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2011

Nicaragua participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City. From September 12-16, law enforcement and IT officials from Nicaragua participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, Nicaragua joined fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop, held in San Jose, Costa Rica. Topics discussed included national cyber security and cybercrime policies and strategies, accelerating the process of compliance with the Budapest Convention on Cybercrime and information exchange and coordination with national CSIRTs. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event.

2015
In March, officials from Nicaragua participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. In addition, that month cybersecurity technicians from the country traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence.
2016
In March, over 200 participants and experts, including representatives from Nicaragua, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, representatives from Nicaragua travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a delegation from Nicaragua participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries.
2017

In July, under the framework of Summer Bootcamp 2017, 1 representative from Nicaragua participated in the International CyberEx, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. In September, 2 representatives from Nicaragua participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime.

At the end of September, 1 participant from Nicaragua attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, 1 participant from Nicaragua attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.

2018

In February, 112 participants and experts, including representatives from Nicaragua, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Nicaragua travelled to Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. In May, 19 delegates, including representatives from Nicaragua, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level. Later that month, 45 delegates including two representatives from Nicaragua, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.
In November, three participants from Nicaragua traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, two representatives from Nicaragua participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.

Panama

2006
OAS Cyber Security efforts with Panama began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.
2007
OAS collaboration with Panama continued in November, when Representatives from the country participated in the 5-day 2nd Cyber Security and Cybercrime Workshop, which took place in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
On April 7, cybersecurity officials from Panama traveled to Antigua, Guatemala to take part in a 5-day CSIRT Training Course, which addressed fundamentals for the creation and management of CSIRTs. In November, The Government of Panama sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
In February, officials from Panama traveled to San Jose, Costa Rica to attend a 5-day Advanced Training on the Management of Computer Security Incidence Response Teams (CSIRT). The training was envisioned to help Member States take a step toward the establishment of effective management of national CSIRTs within the Americas, specifically in Central America. The country continued to participate in the discussion on cybersecurity at the regional and international level by attending two high-level meetings: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Panama participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. Later that month, Panama hosted a 4-day OAS-led Basic Course on Managing CSIRTs in Panama City, in which Member States from Central America shared experiences and best practices regarding cyber-incident response. on In October, cybersecurity technicians from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S.

2011

Panama participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Officials also attended the May 9-11 Sub-regional Cyber Security Best Practices Workshop for Central America and Mexico, which was led by the CICTE Secretariat and the Government of Mexico and held at the Center of Investigation and National Security (CISEN) in Mexico City.  From September 12-16, law enforcement and IT officials from Panama participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In November, an OAS cyber security project team carried out a Cyber Security Technical Assistance Mission in Panama City. The target audience for the mission included legal, policy and technical officials working in cyber security. 

2012
In March, Panama joined fellow OAS Member States in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop in San Jose, Costa Rica. Topics discussed included national cyber security and cybercrime policies and strategies, accelerating the process of compliance with the Budapest Convention on Cybercrime and information exchange and coordination with national CSIRTs. In April, Panama hosted cybersecurity technicians from across the region in a 5-day Cyber Security Crisis Management Exercise (CME). The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from Panama was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. In July, cybersecurity technicians from the country participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present in Montevideo was one of the factors that contributed to the success of the event. Collaboration with the OAS Cyber Security Program continued at the national level in August, when an OAS project team carried out a National Cyber Security Technical Assistance Mission, with the objective of supporting the country’s development of a national cyber security strategy. The next month, Representatives from Panama participated in a 2-day Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. Finally, in November a cybersecurity technician from the country traveled to Asuncion, Paraguay, to undergo a 5-day Advanced Network Intrusion Training. The course covered network security, hacking exploits, RAM Capture and Analysis and other cyber security matters. 

2013
This year saw significant collaboration between the OAS and the Government of Panama. In January, an OAS cyber security project team traveled to Panama City to conduct a Follow-up Cyber Security Technical Assistance Mission. The OAS team continued to assist Panama in developing a National Cyber Security Strategy. In April, the OAS and Panama coordinated a national-level Cyber Security Crisis Management Exercise CME in Panama City. The CME simulated a large-scale cyber incident targeting Panama’s critical information infrastructure to test current cyber incident response policies, procedures and capabilities in Panama and test coordination and communication mechanisms among cyber incident response entities. From June 24-27, cybersecurity officials from the country participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In late September, officials from Panama attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica and served to teach cyber security technicians from a range of entities in Central America emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices. The next month, a cybersecurity technician from Panama took park in a Training Workshop for the Security of Industrial Control Systems (ICS), which took place in Bogota, Colombia. Later that year, Panama took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
On April 29th, the Government of Panama and the OAS cohosted SEGURINFO, Panama City. The event served to facilitate the sharing of experiences between the Government of Panama, private sector, and academia, and to evaluate solutions to challenges generated by the growing use of information technology and communications. In July, cybersecurity technicians from Panama participated in an Advanced Industrial Control Systems Workshop in Idaho Falls, Idaho. The workshop trained participants to monitor and protect critical infrastructure technology in their respective countries by using tools and techniques to combat threats. Panama was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In April, Panama participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. Later that month, cybersecurity technicians from Panama traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. On April 27-29, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Panama, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Panama traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016
In March, three officials from Panama participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Panama, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In May, an official from Panama participated in the Exchange of Experiences and Best Practices in Cybersecurity, a mission that included a two day visit to Tallin, Estonia and a two day visit to Leon and Madrid, Spain. The main objective of this event was for policymakers to learn about good practices in cybersecurity with experts from public and private sector institutions, including the Estonian Information System Authority (RIA) as well as Spain’s National Cybersecurity Institute (INCIBE). In July, representatives from Panama travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a delegation from Panama participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. During that month, a Panamanian official also attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In addition, in July Panama hosted the Cybersecurity Fundamentals Course, a 4-day intensive course on cybersecurity fundamentals organized by the OAS in partnership with ISACA, with the purpose of training officials and sharing knowledge and experiences about cybersecurity. This event involved the participation of 29 persons. 

In September, Panama was selected as one of the beneficiary countries from the project “Creating a Career Path in Digital Security,” an initiative developed by the OAS Cybersecurity Program, in cooperation with the Young Americas Business Trust and the Citi Foundation, that seeks to empower and foster career readiness of low-income youth in four OAS member states. That same month, a representative from Panama travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, Panama hosted the Training of Trainers: Internet use with Terrorist Purposes, an activity organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL. The main purpose of the event was training police and intelligence investigators about the use of the internet for terrorist purposes. The event gathered 40 participants from Colombia, Costa Rica, El Salvador, Honduras, Guatemala, Mexico, Panama and the Dominican Republic. 

2017

In February, 1 participant from Panama attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 1 representative from Panama participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. That same month, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the National Agency for Government Innovation (AIG), organized the “Workshop on the Benefits of Safely Engaging in Business on the Internet” in Panama City. This workshop was part of the project “Creating a Career Path in Digital Security” and involved the participation of 100 small and medium enterprises in order to raise awareness about the benefits of doing business safely online. At the end of April, the Cybersecurity Program, in collaboration with AIG, organized a training in Foundations in Cybersecurity in Panama City as part of the same project. This one-week training involved the participation of 26 students from low-income communities, and covered topics such as information security, architecture principles, network security, systems, applications and data, and security implications related to the adoption of emerging technologies, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional training, and provide the basic knowledge necessary to access entry-level positions in the field of digital security.

In May, 2 participants from Panama attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. In July, 2 participants from Panama traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 2 representatives of Panama participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

In September, 2 representatives from Panama participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, the Cybersecurity Program of the OAS/CICTE, in collaboration with the Ministry of Foreign Affairs of Panama, organized the “Sub-Regional Workshop on the Protection of Critical Infrastructure: Cybersecurity and Border Protection” in Panama City. This event involved the participation of 30 representatives of the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 2 participants from Panama attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, participants from Panama attended the Global Launch of Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.

2018

In February, 112 participants and experts, including representatives from Panama, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. At the end of April, 155 participants, including delegates from Panama, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.
In May, 45 delegates including one representative from Panama, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.  Later that month, 19 delegates, including representatives from Panama, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.  That same month, representatives from Panama participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  In July, over a 100 participants, including representatives from Panama travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. At the end of September, 6 participants from Panama attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, Panama hosted the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. That same month, 17 representatives from the region gathered in Panama City, Panama, to participate in the Security in Web Applications and Search of Evidences for CSIRTs Training. The main objective of this course was to provide hand-on training to law enforcement agents (LEAs) and specialists from Cybersecurity Incident Response Teams (CSIRTs) in web application security analysis and the search of digital evidences as response mechanisms to the incident response process. The event also sought to promote discussion on actionable information exchange between CSIRTs/LEAs in order to share information on cyber incidents in a homogenous and standardized manner.  

Paraguay

2006
OAS Cyber Security efforts with Paraguay began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
Representatives from Paraguay participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, cybersecurity technicians from Paraguay traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats. In November, two officials from the country attended the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Paraguay continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Paraguay engaged in cyber security efforts at the technical level as well, participating in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, an official from the country attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). During the event, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward. The next month, and OAS project team conducted a Cyber Security Technical Assistance Mission in Paraguay, aimed at developing a National Cyber Security Strategy. 

2010
In July, officials from Paraguay participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Paraguayan cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay.

2011

From May 9-13, officials from Paraguay and 30 other OAS Member States participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop in Miami, where they discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. Law enforcement and IT officials from Paraguay also participated in an OAS-led course from September 12-16 entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In July, cybersecurity technicians from Paraguay participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From November 12-16, an OAS cyber security project team traveled to Asuncion to conduct an Advanced Network Intrusion Training, in which 25 officials from the country acquired information and skills for managing cyberattacks on government networks and critical infrastructure. 

2013
From June 24-27, cybersecurity officials from the Government of Paraguay participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. In late September, Paraguay attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica and served to teach cyber security technicians from the hemisphere emerging hacking trends and threats and foster a discussion at the sub-regional level on lessons learned and best practices. From November 4-8, representatives from the country took part in a Sub-Regional Symposium on Cyber Security Challenges for the State and the Role of International Organizations, organized by the OAS and the Government of Argentina and held in Buenos Aires. The event focused on addressing threats to critical infrastructure, networked information systems, and industrial control systems. Later that month, Paraguay took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
In July, a cyber-security official from Paraguay earned a scholarship to participate in a 5-day Specialized Cyber Security Training on Industrial Control Systems (ICS) in Idaho Falls, Idaho. From August 31-September 6, the Government of Paraguay and the OAS coordinated a Cyber Crisis Management Exercise (CME) in Asuncion, designed to test communication and collaboration during a national cyber incident and reinforce national capacity to manage these threats. Paraguay was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
On March 26th, the Government of Paraguay organized a second SEGURINFO conference in Asuncion, which addressed challenges related to the growing use of information technology and communications. The next month, Paraguay participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. Later that month, cybersecurity technicians from the country traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. At the end of April, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Paraguay, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. In May, an OAS cyber security project team traveled to Asuncion to carry out a Technical Mission for the Development of a National Cyber Security Strategy. The mission brought together stakeholders to consult on key components to be considered in the National Cyber Security Strategy and gather information about the state of cyber security in Paraguay. From June 22-24, Paraguay attended an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices, hosted by the Government of Argentina in Buenos Aires. The conference brought together representatives from numerous Member States to train in assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. The next month, an OAS project team traveled to Asuncion to carry out a follow-up technical assistance mission, where they reviewed the draft national cybersecurity strategy and consulted with multiple stakeholders. From September 29-October 2, officials from the Government of Paraguay traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, Paraguay, in collaboration with the OAS, hosted a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region. In November, the OAS helped provide Paraguay’s incident response team, CERT-PY, with equipment. 

2016
In March, an official from Paraguay participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Paraguay, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In April, one OAS/CICTE Project Officer attended the SEGURINFO Conference in Asuncion, with the purpose of delivering a presentation on National Cybersecurity Plans: Challenges, Roles and Commitments. In June, three representatives from Paraguay travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. In July, representatives from Paraguay participated in the Summer BootCamp 2016, which took place in Leon, Spain. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a delegation from Paraguay participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, an official from Paraguay travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, a representative from Paraguay participated as an expert in the Cybersecurity Technical Colloquium, carried out in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. Finally, in November two Paraguayan representatives travelled to Buenos Aires, Argentina to participate in the Training of Trainers: Internet use with Terrorist Purposes. This activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes. 

2017

In February, 2 participants from Paraguay attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 1 representative from Paraguay participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. In April, the National Cybersecurity Plan of Paraguay was launched, an event that included the participation of the Executive Secretary of CICTE. The National Cybersecurity Plan was prepared by the National Secretariat of Information Communication Technology (SENATICs), in coordination with the Ministry of Foreign Affairs and with the support of the OAS/CICTE. In May, 2 participants from Paraguay attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. In July, 5 participants from Paraguay traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 1 representative of Paraguay participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

In September, 1 representative from Paraguay participated in the Training of Trainers on “The use of the Internet for terrorist purposes and by organized crime,” held in Sao Paulo, Brazil. This activity sought to train future trainers in the prevention of cyberterrorism, with the aim of strengthening the capacities of Latin America in this matter. Among the participants of the event were policemen and law enforcement officers, among other experts in the field of anti-terrorism and the prevention of cybercrime. In mid-September, 2 participants from Paraguay traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 5 participants from Paraguay attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, participants from Paraguay attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.
2018

In February, 112 participants and experts, including representatives from Paraguay, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. At the end of April, 155 participants, including delegates from Paraguay, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.
In May, 45 delegates including two representatives from Paraguay, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace. Later that month, representatives from Paraguay participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.
In July, over a 100 participants, including representatives from Paraguay travelled to Leon, Spain to participate in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. At the end of September, 3 participants from Paraguay attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
In November, one participant from Paraguay traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, one representative from Paraguay participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.
Peru

2006
OAS Cyber Security efforts with Peru began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.
2007
Representatives from Peru participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In May, cybersecurity technicians from Peru traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats.

2009
Peru continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. Argentina engaged in cyber security efforts at the technical level, as well, participating in an Advanced Workshop on the Management of CSIRTs, held in Santiago, Chile July 20-24. This workshop covered national cyber security strategies, incident classification and management and the creation and handling of CSIRTs, among other topics. From November 16-20, officials from Peru attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward. 
  

2010
From May 10-12, an OAS cyber security project team traveled to Lima to carry out a Technical Assistance Mission. The activity presented new cyber-security risks and trends and developed plans for the creation of a CSIRT and a national cyber security strategy. In July, officials from Peru participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Peruvian cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay. 
2011

From May 9-13, officials from Peru and 30 other OAS Member States participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop in Miami, where they discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange.
2012
In March, officials from Peru attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. The next month, cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. In June, cybersecurity officials from Peru took part in a 5-day Cyber Security Crisis Management Exercise (CME) Antigua, Guatemala. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. The next month, an OAS cyber security project team carried out a Follow-up Technical Assistance Mission to develop a national CSIRT and cyber security strategy in Lima. Later in July, cybersecurity technicians from Peru participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. At the end of July, Peru hosted an OAS-organized Cyber Security Incident Handling Training course in Lima. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. The next month, in collaboration with the OAS, Peru hosted a 5-day ABICEP Advanced Network Intrusion Workshop, which took place in Lima The workshop covered such topics as Hacking Exploits, Command Line Skills and RAM Capture and Analysis.

2013
From September 23-24, the OAS and the Government of Peru held a joint Cyber Security Crisis Management Exercise. The activity tested channels of communication at the national level in response to cyberattacks and highlighted where procedures and policies should be strengthened regarding cyber incident response, information sharing, and national cyber security policy. In November, Peru took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo, Uruguay. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
From November 16-21, Peru attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In April, an OAS cyber security project team traveled to Lima to carry out a Technical Mission for the development of a National Cyber Security Strategy. Multiple stakeholders from government, law enforcement, education and critical infrastructure contributed to the discussion. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Peru traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Peru participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016
In March, five officials from Peru participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Peru, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. That same month, the OAS/CICTE conducted a technical mission in Peru to present considerations and recommendations for the draft national cybersecurity strategy and to discuss next steps to conclude the national cybersecurity strategy development process. The OAS/CICTE submitted the document “Cyber Security Considerations for a safer Peru,” which provided cybersecurity recommendations for the secure implementation of the Digital Agenda’s objectives. In parallel, the government drafted a cyber security framework and invited the OAS/CICTE to review it. In June, one Peruvian representative travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. 

In July, representatives from Peru participated in the Summer BootCamp 2016, carried out in Leon, Spain. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. Later that month, a delegation from Peru participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. That same month, an official from Peru travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, Peru was selected as one of the beneficiary countries from the project “Creating a Career Path in Digital Security,” an initiative developed by the OAS Cybersecurity Program, in cooperation with the Young Americas Business Trust and the Citi Foundation, that seeks to empower and foster career readiness of low-income youth in four OAS member states. Later that month, a representative from Peru participated as an expert in the Cybersecurity Technical Colloquium, carried out in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. Finally, in November the OAS/CICTE sponsored the participation of one representative from Peru to attend the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In April, 1 participant from Peru traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In May, 2 participants from Peru attended the course “The Hague Process: International Security Operations and Cyberspace,” held in Santiago, Chile, developed over one week. This event brought together more than 30 participants from the region, to train them on issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. In June, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Secretariat of Digital Government (SEGDI), organized the “Workshop on Benefits of Safely Engaging in Business on the Internet” in Lima. This workshop was part of the project “Creating a Career Path in Digital Security” and involved the participation of 80 small and medium enterprises, in order to raise awareness about the benefits of doing business online safely. That same month, the Cybersecurity Program, in collaboration with SEGDI, organized a training in Fundamentals of Cybersecurity in Lima, as part of the same project. This one-week training involved the participation of 40 students from low-income communities, and covered topics such as information security, architecture principles, network security, systems, applications and data, and security implications related to the adoption of emerging technologies, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional preparation, and provide the basic knowledge necessary to access entry-level positions in the field of digital security.

In June, participants from Peru attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In July, 14 participants from Peru traveled to León, Spain again to participate in the Summer BootCamp 2017, a 20-day general and advanced training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of Summer Bootcamp 2017, 2 representatives of Peru participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve cooperation and cooperation in this type of incidents. 

In mid-September, 4 participants from Peru traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, 7 participants from Peru attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, 1 participant from Peru attended the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online. That same month, a representative of the Cybersecurity Program of the OAS/CICTE traveled to Peru to participate in the “1st International Conference Advances and Perspectives on Digital Security 2017,” held by the Presidency of the Council of Ministers of Peru. The OAS/CICTE expert gave a presentation on the main challenges in the region regarding the operation of CSIRTs and the formulation of political strategies, and spoke about the initiatives implemented by the cybersecurity program.

2018

In February, 112 participants and experts, including representatives from Peru, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust.
In April, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Presidencia del Consejo de Ministros (PCM), organized a Cybersecurity Training under the framework of the Program “Creating a Career in Digital Security”. This one-week training involved the participation of 39 students from low-income communities, and covered topics such as incident management, threat analysis, and digital forensics, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional development, and provide the basic knowledge necessary to access entry-level positions in the field of digital security.  That same month, 25 participants and experts, including representatives from Peru, gathered in Bogota, Colombia to participate in the “Technical training: MISP Platform for the exchange of commitment indicators for member countries of the Pacific Alliance”. This training was an introduction of the implementation of the Malware Information Sharing Platform (MISP) Project, an open source platform of threat intelligence. The training also sought to define guidelines for the implementation of the information exchange protocol of the cyber incident response teams (CSIRTs) of the member countries of the Pacific Alliance, in order to share information on cyber incidents in a homogenous and standardized manner. Later that month, 155 participants, including delegates from Peru, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics.

In May, representatives from Peru participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including one team from Peru. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Peru travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. In August, 62 women gathered in Lima, Peru to participate in the Cyberwoman Challenge – Peru. This national event sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity.  
At the end of September, 13 participants from Peru attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In December, a team from Peru travelled to Cartagena, Colombia to participate in the Iberoamerican Cybersecurity Challenge, a competition that involved the participation of 5 teams; Colombia, Costa Rica, Dominican Republic, Peru, and Spain. This event sought to train 50 youth and strengthen their technical capabilities through a “capture the flag” exercise, in which the different teams competed against each other while solving complex cybersecurity problems focused on diverse topics, including digital forensics, among others.
Saint Kitts and Nevis

2007
OAS-CICTE Cybersecurity efforts with St. Kitts and Nevis began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2009
St. Kitts and Nevis continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From December 13-16, Representatives from St. Kitts and Nevis attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011
St. Kitts and Nevis participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from St. Kitts and Nevis participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
St. Kitts and Nevis was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From November 11-15, a representative from St. Kitts and Nevis participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
This year saw greater collaboration between the Government of St. Kitts and Nevis and the OAS on cybersecurity matters. In May, Representatives from Dominica attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. The next month, OAS officials traveled to Basseterre to conduct an ISO 27001 Information Security Management Workshop, which provided essential knowledge of ISO 27001 security standard components and taught security risk management principles, information assets and how to create a tailored approach to security standard implementation. From September 23-24, Saint Kitts and Nevis hosted an OAS-led Cyber Security Assistance Mission on CSIRT Establishment in Basseterre. The mission sought to present current cybersecurity threats, provide a baseline understanding of national cyber security regimes and considerations, and teach cybersecurity stakeholders from the country and from around the Caribbean the process of creating a CSIRT. St. Kitts and Nevis was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). Representatives from the country also participated in the Workshop on International Security and Diplomacy in Cyberspace, held in Bogota, Colombia, from November 16-21 with the objective of exposing participants to the context in which International Security in cyberspace is being addressed in global fora. 

2015
On January 30th, St. Kitts and Nevis implemented the Cyber Security Maturity Model (CMM) Application Tool, to assess the country's cyber security status, conducting a survey among stakeholders from different sectors to identify possible pitfalls of the survey process needing adjustment before submission to other Member States. In March, officials from the country participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. From September 29-October 2, officials from the Government of Saint Kitts and Nevis traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In February, the OAS Cybersecurity project team conducted a cybersecurity incident response skills assessment for Saint Kitts and Nevis. The OAS project team and the Department of Information Technology, along with invited organizations, began by presenting a draft work plan for strengthening the country’s incident response capacity. Bringing their cybersecurity needs and experiences to the table, working groups representing different sectors collaborated on a document that defines: the current situation of cybersecurity capability in Saint Kitts and Nevis; financial considerations, technologies, policies and human resources needed to strengthen the country’s incident response capacity; and an action plan for establishing a national cyber security incident response team (CSIRT). The next month, an official from Saint Kitts and Nevis participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later in March, over 200 participants and experts, including representatives from Saint Kitts and Nevis, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, an official from Saint Kitts travelled to Montevideo, Uruguay to attend the Regional Meeting of Government Leaders in Cybersecurity. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, a representative from Saint Kitts participated in the Cybersecurity Technical Colloquium, carried out in Bogota, Colombia. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. On the following month, the OAS/CICTE sponsored the participation of one policy maker to attend the Caribbean Cybersecurity Regional Workshop, which took place in Washington D.C. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. 
2017

In April, 1 participant from Saint Kitts and Nevis traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In mid-September, 1 participant from Saint Kitts and Nevis traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In March, 15 participants and experts, including representatives from Saint Kitts and Nevis convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks.
Saint Lucia

2007
OAS-CICTE Cybersecurity efforts with the Government of St. Lucia began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructure from cyber threats.

2008
In December, officials from St. Lucia attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
St. Lucia continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From December 13-16, Representatives from St. Lucia attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011
St. Lucia participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from St. Lucia participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, St. Lucia joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.
2012
St. Lucia was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2014
In May, Representatives from St. Lucia attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes.

2015
From June 22-24, a law enforcement official from the Government of St. Lucia traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation.  

2016

In mid-March, an OAS Cybersecurity Program project officer participated in the Caribbean Stakeholders Meeting: Cybersecurity and Cybercrime organized by the Caribbean Telecommunications Union (CTU) and the Commonwealth Secretariat, and held in Castries, Saint Lucia. The aim of the meeting was to present solutions for addressing gaps identified in the region in the area of cybersecurity and cybercrime. The OAS was able to present its Cybersecurity Program to the participants and provide detailed information regarding how member states can access specific assistance with regards to cybersecurity, based on the results of the Commonwealth Secretariat Cybercrime Initiative needs assessments. Later that month, over 200 participants and experts, including representatives from Saint Lucia, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In September, one representative from Saint Lucia travelled to Bogota, Colombia to participate in the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. On the following month, the OAS/CICTE sponsored the participation of one policy maker and one parliamentarian to attend the Caribbean Cybersecurity Regional Workshop, carried out in Washington D.C. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. 

Saint Vincent and the Grenadines

2007
OAS-CICTE Cybersecurity efforts with the St. Vincent and the Grenadines began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, officials from the country attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
St. Vincent and the Grenadines continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2011
St. Vincent and the Grenadines participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from St. Vincent and the Grenadines participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, St. Vincent and the Grenadines joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2012
St. Vincent and the Grenadines was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From November 11-15, a representative from St. Vincent and the Grenadines participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
In May, Representatives from St. Vincent and the Grenadines attended the Caribbean Cyber Security Stakeholder’s Meeting, held in Port of Spain, Trinidad and Tobago. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. The country was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean.

2015
From June 22-24, a law enforcement official from the Government of St. Vincent and the Grenadines traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Saint Vincent and the Grenadines traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.
2016

In March, two officials from Saint Vincent and the Grenadines participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Saint Vincent and the Grenadines, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, the OAS/CICTE sponsored the participation of one official from Saint Vincent to attend the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. In September, one representative from Saint Vincent travelled to Bogota, Colombia to participate in the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, the OAS/CICTE sponsored the participation of one policy maker to attend the Caribbean Cybersecurity Regional Workshop. This event gathered parliamentarians and policy makers from the region as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. 
2017

In mid-September, 2 participants from Saint Vincent and the Grenadines traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In February, 112 participants and experts, including representatives from Saint Vincent and the Grenadines, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Saint Vincent and the Grenadines convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. In December, one representative from Saint Vincent and the Grenadines participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.

Suriname

2007
Collaboration between the OAS and the Republic of Suriname commenced in June, when participants from Suriname took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In November, The Republic of Suriname sent two officials to take part in the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident. The next month, officials from the country attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Suriname continued to engage in the discussion on cybersecurity at the regional and international level by attending the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
From December 13-16, Representatives from Suriname attended the OAS and USG Sub-Regional Training Workshop, held in Saint John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners.

2011

Suriname participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from Suriname participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, Suriname joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2012
In April, cybersecurity technicians from Suriname took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from Jamaica was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. Finally, Suriname was a participating Member State in the OAS Cyber Security and Cybercrime Workshop for the Caribbean, hosted in Miami, Florida from August 22-24. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.  

2013
From June 24-27, cybersecurity officials from the Republic of Suriname participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, representative from Suriname participated in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, November 11-15 in Montevideo, Uruguay, organized to support OAS Member States on developing national cyber security strategies and correlating policies and frameworks.

2014
From September 23-24, an OAS project team led a Cyber Security Assistance Mission on CSIRT Establishment in Basseterre, St. Kitts and Nevis, to which representatives from Suriname participated. The mission served to present current cybersecurity threats, provide a baseline understanding of national cybersecurity regimes and considerations, and teach cybersecurity stakeholders from the country and from around the Caribbean the process of creating a CSIRT. Suriname was also present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The next month, a project team from CICTE’s Cyber Security Program traveled to Paramaribo to conduct a national CSIRT Assessment. After the assessment, the team met with Surinamese officials to plan the development of a national cyber security strategy. This effort was followed by a Technical Mission for the development of a national cyber security strategy, on December 15th and 16th. Throughout the meetings, participants indicated that the process for the development of the strategy must be collaborative between Government and the Private sector. They further indicated that the Strategy should inform Government’s actions, protect citizens, have a CSIRT as a focus, a goal to identify threats, standardization and empowering citizens especially youths and parents to be safer online.

2015
In March, officials from the Republic of Suriname participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Suriname traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.

2016

In March, over 200 participants and experts, including representatives from Suriname, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, one representative from Suriname travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. On the following month, one representative from Suriname attended the Summer BootCamp 2016, carried out in Leon, Spain. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs.
2017

In April, 1 participant from Suriname traveled to Washington DC to participate in the Executive Certificate program in Cybersecurity Leadership and Strategy jointly organized by the OAS and the Florida International University (FIU). This advanced 2-day certification program involved people in academia, industry leaders and cybersecurity professionals to assess the most critical cyber threats. In June, 1 participant from Suriname attended the “1st International Gender and Cybersecurity Forum: Creating a More Inclusive Digital World,” held in Leon, Spain. This event involved 17 participants from the region and it was organized in round tables with the purpose of fostering information exchange and the development of knowledge about gender and cybersecurity, including challenges, best practices and inclusive and innovative approaches. In mid-September, 1 participant from Suriname traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.
2018

In February, 112 participants and experts, including representatives from Suriname, gathered in Washington D.C., USA, to take part in the Working Group on Cooperation and Confidence Building Measures in Cyberspace. The event took place from 28 February to 1 March, and it aimed to review existing frameworks in confidence building measures in cyberspace, discuss  and establish a  draft set of “Cyber CBMs for the Inter-American System,” including priority measures for immediate consideration and a suggested plan of action to establish regional measures to promote cooperation and trust. In March, 15 participants and experts, including representatives from Suriname convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. In May, 19 delegates, including representatives from Suriname, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level.

In November, two participants from Suriname traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, three participants from Suriname participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.
The Bahamas

2007
In June, participants from the Government of The Bahamas took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from The Bahamas also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In November, The Government of the Bahamas sent two officials to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident. Collaboration with the country continued in December, when officials from The Bahamas attended the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness, held in Port of Spain, Trinidad and Tobago. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS) and the Government of Trinidad and Tobago, the workshop aimed to assist Caribbean Member States in strengthening their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
The Government of The Bahamas continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In October, cybersecurity technicians from The Bahamas traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. To end the year, representatives from the country participated in the OAS and USG Sub-Regional Training Workshop, held from December 13-16 in St. John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners in the Caribbean. 

2011
The Bahamas participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From December 5-9, Representatives from The Bahamas joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting, which was held in Bridgetown, Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean. 

2012
Building on past efforts in the Caribbean in partnership with the CTU, REMJA, and COMNET, the OAS hosted a Workshop on Cyber Security and Cyber Crime in the Caribbean, which took place in Miami, Florida from August 22-24 and to which The Bahamas sent representatives. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation.

2013
From June 24-27, cybersecurity officials from the Government of The Bahamas participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, The Bahamas took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
On April 24th and 25th, two officials from the Cyber Security Program of the Inter-American Committee against Terrorism (CICTE) of the Organization of American States (OAS) conducted a two-day visit to Nassau, Bahamas from as a part of the technical assistance to be provided to the Government of The Bahamas for the development of its National Cyber Security Strategy in collaboration with the lead Agency for the project the Ministry of National Security. At the conclusion of the event, the Minister of National Security of the Bahamas, Bernard Nottage, stated, “The workshop is important, as we need a structured framework in terms of going forward; a structure within which to create the strategy, with multiple stakeholders.”
2016

In March, over 200 participants and experts, including representatives from the Bahamas, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, three representatives from The Bahamas travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that month, a delegation from The Bahamas also participated in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, an official from The Bahamas attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016.
2017

In July, 1 Bahamas participant traveled to León, Spain to participate in the 2017 Summer BootCamp, a 20-day general and advanced training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world.
Trinidad and Tobago

2007
OAS-CICTE Cybersecurity efforts with the Government of Trinidad and Tobago began in November, when officials attended the 2nd Cyber Security and Cyber Crime Workshop in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In December, Trinidad and Tobago hosted the CICTE Sub-regional Workshop for the Caribbean on Cybersecurity Awareness in Port of Spain. Organized in coordination with CARICOM’s Implementation Agency for Crime and Security (IMPACS), the workshop aimed to assist the Caribbean Member States to strengthen their national and regional cybersecurity capabilities, including through the formal establishment and effective management of a national CSIRT. 

2009
Trinidad and Tobago continued to participate in the discussion on cybersecurity at the regional and international level by attending two activities: the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats; and the OAS Cyber Security Hemispheric Workshop from November 16-20 in Rio de Janeiro, Brazil, a high-level meeting involving CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In October, cybersecurity technicians from Trinidad and Tobago traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. To end the year, representatives from the country participated in the OAS and USG Sub-Regional Training Workshop, held from December 13-16 in St. John’s, Antigua and Barbuda, which was designed to promote knowledge exchange and best practices among cyber security practitioners in the Caribbean. 

2011

Trinidad and Tobago participated in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. At the national level, cybersecurity stakeholders in Trinidad and Tobago underwent a Cyber Security Self-Assessment Workshop, August 8-10 in Cumuto. The exchange of information, experiences, and collaboration that occurred during group discussions and interaction between various groups of expertise were viewed as worthwhile among all in attendance. The next month, law enforcement and IT officials from Trinidad and Tobago participated in a course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning. In December, Trinidad and Tobago joined other Caribbean Member States in the CTU Ministerial Cyber Security Meeting in Bridgetown, which was hosted by the Government of Barbados. During the meeting, cybersecurity stakeholders shared experiences and best practices on strengthening cybersecurity and combating cybercrime within the context of cyber threats specific to the Caribbean.

2012
In March, a representative from Trinidad and Tobago participated in a Regional Cybercrime and Cybersecurity Policy and Legislation Workshop in San Jose, Costa Rica. The next month cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. A representative from Trinidad and Tobago was also present in a CME held in Antigua, Guatemala, June 4-8. Participants generally concluded that this CME was extremely useful in preparing for cyber incidents in the future, as it accurately simulated real life cyber activity and common cyber threats. In August, building on past efforts in the Caribbean in partnership with the CTU, REMJA, and COMNET, the OAS hosted a Workshop on Cyber Security and Cyber Crime in the Caribbean, which took place in Miami, Florida and to which Trinidad and Tobago sent representatives. The workshop was divided into two tracks focused on two distinct but mutually-dependent areas: cyber security frameworks and policies, and cybercrime legislation. The following month, an OAS Cyber Security Program project team traveled to Port of Spain to conduct a national-level CME. 

2013
From June 24-27, cybersecurity officials from the Government of Trinidad and Tobago participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. Later that year, Trinidad and Tobago took part in the Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place in Montevideo, Uruguay from November 11-15. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
From May 26-28, Trinidad and Tobago hosted the Caribbean Cyber Security Stakeholder’s Meeting in Port of Spain, which included many representatives from other Caribbean Member States. The objectives of the conference were to facilitate discussions on the role of contemporary technologies in transforming Governments' delivery services, interactions with their citizens and the ensuing need to strengthen cybersecurity and cybercrime regimes. In July, cybersecurity technicians from the country participated in an Advanced Industrial Control Systems Workshop in Idaho Falls, Idaho. The workshop trained participants to monitor and protect critical infrastructure technology in their respective countries by using tools and techniques to combat threats. At the end of September, an OAS cybersecurity team carried out an in-country technical assistance mission, in which it offered assistance for the development of an organization chart for Trinidad and Tobago’s Cyber Security Agency and advice on the development of a national cybersecurity public awareness campaign. Trinidad and Tobago was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In March, officials from Trinidad and Tobago participated in a 4-day TRANSITS course on CSIRT operation and management, held in Washington, D.C. and provided by the OAS in partnership with the education company, Terena. The course was designed for staff from OAS member countries working in the field of Computer Security Incident Response who wish to gain a good grounding in the main aspects of working in an incident handling and response team specialized in the field. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol conference as Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Trinidad and Tobago traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region.
2016

In March, over 200 participants and experts, including representatives from Trinidad and Tobago, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, one representative from Trinidad and Tobago travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. Later that month, Trinidad hosted a course on Cybersecurity in Crisis Response organized by the OAS in partnership with the Global Crisis Response Support Programme and Estonia’s Information System Authority. This five-day cyber security course aimed at enhancing skills in identifying and analyzing critical cybersecurity considerations in crisis response in a virtual-room situation. Over 20 participants were presented with key cybersecurity concepts, trends in cybercrime, statistical data and tools that could be utilized and triaged with other information within a virtual crisis room. In July, representatives from Trinidad and Tobago travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. That same month, a delegation from Trinidad participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, an official from Trinidad and Tobago attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016.
In September, Trinidad and Tobago was selected as one of the beneficiary countries from the project “Creating a Career Path in Digital Security,” an initiative developed by the OAS Cybersecurity Program, in cooperation with the Young Americas Business Trust and the Citi Foundation, that seeks to empower and foster career readiness of low-income youth in four OAS member states. Later that month, two officials from Trinidad travelled to Bogota, Colombia to attend the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, the OAS/CICTE sponsored the participation of one policy maker to attend the Caribbean Cybersecurity Regional Workshop, carried out in Washington D.C. This event gathered parliamentarians and policy makers from the Caribbean as well as high profile experts from international and non-governmental organizations, civil society and academia. The main purpose of the workshop was creating awareness about cybersecurity threats and promoting the implementation of appropriate legislative, scrutiny and oversight mechanisms in the Caribbean. In addition, the OAS/CICTE invited a member of the TT-Computer Security Incident Response Team to participate in the last day of this event and attend a presentation on National Computer Incident Response Teams and a live demonstration of the OAS CSIRT Hemispheric Platform. Finally, in November a representative from Trinidad attended the Meridian Conference, an event that was carried out in Mexico City with the purpose of sharing best practices and exchanging information about Critical Infrastructure Information Protection issues.
2017

In July, the Cybersecurity Program of the OAS/CICTE, in close collaboration with the Ministry of National Security, organized the “Workshop on Benefits of Safely Engaging in Business on the Internet” in Port of Spain. This workshop was part of the project “Creating a Career Path in Digital Security,” and involved the participation of 35 small and medium-sized companies, in order to raise awareness about the benefits of doing business online safely. That same month, the Cybersecurity Program, in collaboration with the Ministry of National Security, organized a training in Foundations of Cybersecurity in Lima, as part of the same project. This one-week training involved the participation of 23 students from low-income communities, and covered topics such as information security, architecture principles, network security, systems, applications and data, and security implications related to the adoption of emerging technologies, among others. The main objective of the training and the overall project is to train young people from low-income households, encourage their professional training, and provide the basic knowledge necessary to access entry-level positions in the field of digital security.

Under the framework of the Summer Bootcamp 2017, 1 representative of Trinidad and Tobago participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents In August, the Cybersecurity Program of the OAS/CICTE organized the workshop “Ransomware: Threats and Solutions,” in Port of Spain, in order to increase the cyber incident response capacity among cybercrime units in the Caribbean. The workshop brought together 10 participants from the Caribbean and focused especially on ransomware cases, providing best practices and tools for analysis. At the end of September, 1 representative of Trinidad and Tobago attended the Cybersecurity Symposium for the Americas Region, held in Montevideo, Uruguay. This initiative involved more than 250 participants from the region and was organized in 6 different modules including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.

2018

In March, 15 participants and experts, including representatives from Trinidad and Tobago convened in Montego Bay, Jamaica to attend the Aviation and Cybersecurity Workshop. The three (3) day workshop was designed to increase cybersecurity awareness among civil aviation regulators, air navigation service providers, aviation IT support and other aviation industry partners. The workshop discussed the identification of cyber threats and risks, motives for cyber-attacks and considerations for managing and mitigating cyber-attacks. In May, 19 delegates, including representatives from Trinidad and Tobago, gathered in Brasilia, Brazil to participate in the two (2) day CSIRT Regional Meeting. The goal was to bring together the national computer security incident response teams (CSIRTS) of the Americas to share experiences and best practices in the management of cyber incidents including key case studies that can help facilitate the exchange of information on the national and regional level. 
In July, over a 100 participants, including representatives from Trinidad and Tobago travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. In November, one participant from Trinidad and Tobago traveled to Panama City to participate in the course “The Hague Process: International Security Operations and Cyberspace”. This event brought together more than 30 participants from the region, and discussed issues such as sovereignty, jurisdiction, use of force and international human rights law, in the context of cyber operations. Later that month, one representative from Trinidad and Tobago participated in the workshop "Cybersecurity and Strengthening Democratic Processes," which took place in London, United Kingdom, from November 29 -30, 2018. This event sought to convene participants from Latin America and the Caribbean, as well as other Commonwealth countries, to learn and share good practices on how to tackle cyber threats and secure Democratic Processes.

Uruguay

2006
OAS Cyber Security efforts with Uruguay began in April, when representatives from the country attended a Cyber Security Seminar in Miami, Florida. The objective for the workshop was to build capacity for Organization of American States (OAS) Member States to effectively comply with the requirements to combat threats to cyber-security in the region, as proposed in OAS Comprehensive Inter-American Strategy to Combat Threats to Cyber Security.

2007
In June, participants from Uruguay took part in a 5-day Basic Course on the Creation and Management of Computer Security Incident Response Teams (CSIRT) in Brasilia, Brazil—the first of its kind to be held by the OAS. The training addressed the required steps for the 2 creation and management of a national CSIRT and the adoption of protection measures to prevent, deter, neutralize and mitigate effects of deliberate or other actions against critical cyber infrastructure. Representatives from the country also participated in the 2nd Cyber Security and Cybercrime Workshop, which took place from November 5-9 in Miami. The workshop was designed to cover policy and technical-level cybersecurity topics and to increase collaboration and strategic partnerships between participating OAS Member States and private corporations and Academia to better protect critical infrastructures from cyber threats.

2008
In November, The Government of Uruguay sent an official to attend the first Hemispheric Network of CSIRTs, hosted at OAS headquarters in Washington, D.C. The network, now in operation, is a regional 24-7 online community of Computer Security Incident Response Teams (CSIRTs) capable of appropriately and rapidly disseminating cybersecurity information and providing technical guidance and support in the event of a cyber-incident.

2009
Uruguay continued to participate in the discussion on cybersecurity at the regional and international level by attending the joint Council of Europe-OAS/CICTE Conference on Terrorism and Cyber Security, which took place in Madrid, Spain from May 16-17 and resolved for Member States to remain vigilant in addressing cyber-terrorist threats. From November 16-20, officials from the country attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS, and specifically CICTE, CITEL and the REMJA group of experts, can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, cybersecurity stakeholders from Uruguay attended a 4-day OAS-led Basic Course on Managing CSIRTs in Panama City, in which Member States shared experiences and best practices regarding cyber-incident response. Later that month, Uruguay participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. In August, in partnership with the OAS, the Government of Uruguay hosted a best practices workshop, held in Montevideo. The workshop covered emerging threats and vulnerabilities, cyberterrorism, incident management, as well as national cyber security strategies and policies. 

2011

In February, Five officials from Argentina, Mexico, Uruguay, Venezuela and the Chief Security Officer of the OAS met in Buenos Aires, Argentina to discuss strategy and test some of the applications and software to be used during an exercise slated for May. The meeting resulted in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. From September 12-16, law enforcement and IT officials from Uruguay participated in an OAS-led course entitled Fundamentals of Incident Handling in Washington, DC. The course covered various technical concerns, including incident detection and reporting, triage and vulnerability planning.

2012
In March, officials from Uruguay attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. The next month, cybersecurity technicians from the country took part in a 5-day Cyber Security Crisis Management Exercise (CME) in Panama City, Panama. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. In June, cybersecurity officials from Uruguay took part in a 5-day Cyber Security Crisis Management Exercise (CME) Antigua, Guatemala. The activity tested communication channels and information exchange in the event of a national cyber security incident that would affect different government institutions, including National Computer Security Incident Response Teams. Later in June, an official from the country was awarded a scholarship to attend the 22nd Annual FIRST Meeting in Malta. The next month, the Government of Uruguay and the OAS cohosted a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo. Participants to the event appreciated the high level of exchange, discussion, cooperation, and networking, and many noted that the range of actors present was one of the factors that contributed to the success of the event. From September 5-6, Representatives from the country participated in a Roundtable Discussion for Cyber Security Policymakers in Ottawa, Canada. From November 12-16, cyber-security technicians from Uruguay participated in an Advanced Network Intrusion Training in Asuncion, Paraguay. During the course, officials from participating OAS Member States acquired information and skills for managing cyberattacks on government networks and critical infrastructure.

2013
In May, an OAS cyber security project team traveled to Montevideo to conduct a 5-day Advanced Cyber Security Training Course on Network Intrusions. The course was designed to provide Uruguayan government officials with the tools and techniques to combat threats in cyber security as well as to detect illicit network intrusions. From June 24-27, cybersecurity officials from the Government of Uruguay participated in a Regional Cyber Security Crisis Management Exercise, which took place in Washington, D.C. The exercise was designed to evaluate the capability of countries to cooperate and communicate internationally to resolve a well-orchestrated transnational cyber-attack compromising national and regional critical infrastructure, as well as to test mechanisms for incident response, information exchange, and communication. From November 4-8, representatives from the country took part in a Sub-Regional Symposium on Cyber Security Challenges for the State and the Role of International Organizations, organized by the OAS and the Government of Argentina and held in Buenos Aires. From September 23-24, Uruguayan cyber-security officials traveled to Lima, Peru to participate in a Cyber Security Crisis Management Exercise. The activity tested channels of communication at the national level in response to cyberattacks and highlighted where procedures and policies should be strengthened regarding cyber incident response, information sharing, and national cyber security policy. In November, the Government of Uruguay and the OAS collaborated on a Regional Symposium on Cyber Security: Challenges for the State and the Role of International Organizations, which took place over five days in Montevideo. This high-level discussion served to support OAS Member States in developing national cyber security strategies and correlating policies and frameworks.

2014
From July 26-August 1, an OAS cyber security project team and the Government of Uruguay collaborated on a Crisis Management Exercise (CME). The activity tested communication and collaboration among government, ICT, and critical-infrastructure sectors in the event of a cyber incident and improved national capacity to manage them. Uruguay was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean. The country also attended the Workshop on International Security and Diplomacy in Cyberspace in Bogota, Colombia, from November 16-21, which sought to expose participants to the context in which International Security in cyberspace is being addressed in global fora.

2015
In April, Uruguay participated in the ONE Global Conference on Cyberspace (GCCS) in The Hague, Netherlands, which brought together private sector, government, and academic interests in an effort to improve the state of cyber security at the domestic and international level. Later that month, a cybersecurity technician from the country traveled to Tallinn, Estonia, to take part in a 4-day joint OAS-Estonia CSIRT Basic Training Course. The training covered best practices used by the cyber incident response team from Estonia (CERT-EE), legal frameworks for preventing and fighting against cybercrimes and best practices for the identification and gathering of electronic evidence. On April 27-29, the OAS brought to together the Heads of Cybercrime Units of the Americas, including participants from Uruguay, to discuss the current state of cybercrime in the region, and to encourage cooperation and establish the Working Group for Heads of Cybercrime Units. From June 22-24, a law enforcement official from the country traveled to Buenos Aires, Argentina to participate in an OAS-ICANN-Interpol Conference on Domain Name System Abuse and Best Operational Practices. The training covered assigning relevant IP addresses to Investigators, Domain Name Systems Abuse, ESET Malware 101 Presentation and a Practical Case and Deep Web Investigation. From September 29-October 2, officials from the Government of Uruguay traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Uruguay participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, an official from Uruguay participated in an OAS international cybercrime training on the preservation of digital evidence and Internet-based investigations, organized in partnership with the United States Secret Service, and held in Miami. The training consisted of a 4-day Basic Computer Course on Electronic Crime and a fifth day where companies from the private sector presented and discussed current trends on cybersecurity and threat intelligence. Later that month, over 200 participants and experts, including representatives from Uruguay, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In June, four representatives from Uruguay travelled to Quito, Ecuador to participate in the Cybersecurity Week from the Center of the World, and Fourth Cyberdrill Applied Learning for Emergency Response Teams for the America Region. The first three days of this 5-day event were organized in parallel sessions, some of which were oriented towards government representatives in order to discuss cybersecurity policies and regulations, while others addressed experts responsible for cybersecurity incident handling. The last two days were dedicated to the cyberdrill, where all participants were challenged with realistic situations that could be experienced during a national cybersecurity emergency, in which they had to take effective decisions. In July, representatives from Uruguay travelled to Leon, Spain to participate in the Summer BootCamp 2016. This event sought to educate and train specialists on the technical aspects of incident management in cybersecurity, as well as the latest techniques for combating cybercrime. The targeted audience included specialists from security bodies such as state security forces and law enforcement authorities, as well as technicians from public CERTs. During that month, a Uruguayan delegation also participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, Uruguay hosted the Regional Meeting of Government Leaders in Cybersecurity in Montevideo. This event gathered over 50 participants and was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016. 
In September, representatives from Uruguay travelled to Bogota, Colombia to participate in the Cybersecurity Technical Colloquium. This Regional Cybersecurity Symposium sought to discuss best practices in digital security among incident response personnel and critical infrastructure protection actors, as well as representatives from law enforcement agencies, civil society and the private sector. About 500 persons participated in the symposium, which was organized in four different tracks; Cybersecurity and Critical Infrastructure Protection; Law Enforcement and Citizen Security; a Cyber incident Simulation Exercise; and an Encase Forensic Workshop. In October, representatives from Uruguay participated in the Cybersecurity Leadership & Strategy Executive Certificate Program, an advanced two-day course delivered by the Florida International University in Miami, with support from the OAS/CICTE. Later that month, officials from Uruguay travelled to Buenos Aires, Argentina to attend the Conference on Cybersecurity and Critical Infrastructures Protection. This event sought to create awareness and share best practices among critical infrastructure operators from the private and public sectors. The event involved over 180 participants and was organized by the OAS/CICTE in partnership with the Ministry of Modernization of Argentina and the Regional Association of Oil, Gas and Biofuels Sector Companies in Latin America and the Caribbean (ARPEL). Finally, in November two Uruguayan representatives travelled to Buenos Aires to participate in the Training of Trainers: Internet use with Terrorist Purposes. This activity was organized by the OAS/CICTE in partnership with the Spanish Civil Guard and INTERPOL, with the purpose of training police and intelligence investigators about the use of the internet for terrorist purposes.
2017

In February, 2 participants from Uruguay attended the Second Regional Technical Workshop on Customs Programs of the Authorized Economic Operator, held in Santo Domingo, Dominican Republic. During this conference, a specialist from the OAS/CICTE Cybersecurity Program presented the most pressing cybersecurity threats in our hemisphere, as well as specific threats to supply chains. In March, 1 representative from Uruguay participated in the “Certification Program in Information Security Management,” held in Medellin, Colombia. This certification was introduced by ISACA in 2002 and it is specifically aimed at professionals experienced in Information Security issues. The certification focuses mainly on the management and promotion of international security practices, and it endorses people who manage, design, supervise and evaluate the security of information of a company or public entity. In July, 3 participants from Uruguay traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. Under the framework of the Summer Bootcamp 2017, 2 representatives of Uruguay participated in the International CyberEx in July, a cyber exercise that seeks to strengthen the cyber incident response capacity, as well as to improve collaboration and cooperation in this type of incidents. 

In mid-September, 2 participants from Uruguay traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations. At the end of September, the Cybersecurity Program of the OAS/CICTE, in collaboration with the Agency for e-Government and Information Society (AGESIC) of Uruguay, organized the “Cybersecurity Symposium for the Americas Region” in Montevideo. This initiative involved more than 250 participants from the region and was organized in 6 different modules, including topics such as response to incidents, formulation of cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. In October, 1 representative from Uruguay participated as an expert in the Global Launch of the Cybersecurity Awareness Month, held at the OAS headquarters in Washington D.C. This event was organized by the OAS together with the National Cybersecurity Alliance, and it brought together internationally renowned government and industrial experts to explore the main issues of cybersecurity, including how to keep all global digital citizens safer online.
2018

In mid-April, 8 participants and experts, including a representative from Uruguay, gathered in Lima Peru, to provide technical support during the Summit of the Americas. This multi-sectorial and multi-national group of cybersecurity technical specialists provided support in terms of incident response and monitoring before and during this event. Later that month, 155 participants, including delegates from Uruguay, attended the South School of Internet Governance (SSIG), which took place on April 30 – May 2 in Washington DC, USA. The event aimed at discussing internet governance, cybersecurity, freedom of speech, privacy, net neutrality, and diversity in the LAC region, among other topics. In May, 45 delegates including two representatives from Uruguay, gathered in Bogota, Colombia, to participate in The Hague Process: Courses on the International Law Applicable to Cyber Operations, organized by the OAS/CICTE. One of the main goals of this workshop was to increase participants’ understanding and knowledge of international cooperation in cyberspace.  That same month, representatives from Uruguay participated in the Gender and Cybersecurity Forum, which took place in Buenos Aires, Argentina. The objective of this three day initiative was to identify solutions to address the gender gap in the field of cybersecurity, as well as to encourage key actors to consider the impact of cyber threats on vulnerable groups when formulating awareness campaigns in cybersecurity.  
In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including two teams from Uruguay. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Uruguay travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. In August, Uruguay hosted the Cyberwomen Challenge in Montevideo. This national event involved the participation of more than 30 women and sought to promote the development of technical capabilities and promote the inclusion of more women in the field of cybersecurity. 
At the end of September, 9 participants from Uruguay attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies.
Venezuela

2008
In May, cybersecurity technicians from Venezuela traveled to Bogota, Colombia, to take part in a Sub-Regional Cyber Security and Computer Security Incident Response Team (CSIRT) Training Course cohosted by the OAS and the Government of Colombia. Most participating Member States found the training quite useful in providing a space for developing strategies and best practices to counter cyber threats.

2009
From November 16-20, officials from Venezuela attended the OAS Cyber Security Hemispheric Workshop in Rio de Janeiro, Brazil, which involved CICTE, CITEL and the Meeting of Ministers of Justice or of Ministers or Attorney General of the Americas (REMJA). At the conclusion of the latter, participants offered numerous concrete recommendations for how the OAS can continue to lead regional efforts to enhance cyber security and critical information infrastructure protection going forward.   

2010
In July, officials from Venezuela participated in a Cyber Security Virtual Meeting hosted by the OAS Cyber Security Program. Later that month, cyber security technicians from the country traveled to Panama City, Panama to participate in a 4-day OAS-led Basic Course on Managing CSIRTs, in which Member States shared experiences and best practices regarding cyber-incident response. In October, officials from the country traveled to Washington, D.C. to attend a four-day Advanced Incident Handling Course, hosted by the OAS in collaboration with the CERT Coordination Center (CERT/CC), a federally-funded non-profit research and development center based in the U.S. The next month, Venezuelan cyber security technicians participated in another best practices workshop, held in Montevideo, Uruguay.

2011

In February, Five officials from Argentina, Mexico, Uruguay, Venezuela and the Chief Security Officer of the OAS met in Buenos Aires, Argentina to discuss strategy and test some of the applications and software to be used during an exercise slated for May. The meeting resulted in the OAS Hemispheric Cyber Security and Cyber Crime Workshop, which took place in Miami, May 9-13, where 102 officials from 31 Member States discussed key aspects of cyber security and cybercrime, with a particular focus on strengthening coordination and information exchange. 

2012
In March, officials from Venezuela attended a Sub-Regional Cyber Security Symposium, which took place in San Jose, Costa Rica. The event instructed cyber security technicians from a range of entities on emerging hacking trends and threats and fosters a discussion at the sub-regional level on lessons learned and best practices. From July 10-13 cybersecurity technicians from Venezuela participated in a Cyber Crime and Cyber Security Best Practices Workshop in Montevideo, Uruguay.

2014
Venezuela was present at a Regional Workshop on Cyber Security Policies, which took place in Washington, DC, from October 22-24 and was coordinated jointly with the Inter-American Development Bank (IDB). The workshop communicated innovative and pioneering best practices on the development of national cyber security policies, facilitated knowledge exchange between participating countries and identified important topics on cyber security in Latin America and the Caribbean.

2015
From September 29-October 2, officials from the Government of Venezuela traveled to OAS Headquarters in Washington, D.C. to participate in the OAS-FIRST Cybersecurity Technical Colloquium and the Official Launch of Cybersecurity Awareness Month. The event brought together cybersecurity technicians from OAS Member States and international experts to train in cyber incident response, industrial control systems (ICS) and digital forensics for law enforcement, as well as to raise awareness about cybersecurity in the region. The next month, an official from Venezuela participated in a Workshop on Cybersecurity in Critical Infrastructure Protection and Industrial Control Systems, which took place in Asuncion, Paraguay. The workshop aimed to identify best practices and develop recommendations to improve cybersecurity for industrial control systems in the country and region.

2016

In March, over 200 participants and experts, including representatives from Venezuela, convened in Washington D.C. to discuss the future of Internet governance, cybersecurity and freedom of speech on the web in the Americas at the 2016 South School of Internet Governance (SSIG). By the end of the event, cybersecurity and Internet governance stakeholders from across the region had gained a better understanding of the complex relationship between privacy, data protection and cybersecurity. In July, a delegation from Venezuela participated remotely in the International CyberEx 2016, a cyber-exercise that was carried out under the umbrella of the Summer BootCamp. This cyber-exercise gave the participants a set of challenges with different focus areas, designed to strengthen the capacities of Member States to respond to cyber incidents and improve collaboration between countries. Later that month, an official from Venezuela attended the Regional Meeting of Government Leaders in Cybersecurity, which took place in Montevideo, Uruguay. This event was organized by the OAS/CICTE in partnership with the Inter-American Development Bank (IDB), with the purpose of discussing the “2016 Cybersecurity Report: Are we Ready in Latin America and the Caribbean?” prepared and launched by both institutions in March 2016.
2017

In July, 3 participants from Venezuela traveled to León, Spain to participate in the Summer BootCamp 2017, a general and advanced 20-day training on the latest techniques in the fight against cybercrime and the management of cybersecurity incidents. The 2017 Summer BootCamp was attended by more than 300 participants, including more than 100 representatives from 22 OAS Member States. Among the participants were specialists from the Security Forces and Corps, Computer Security Incident Response Teams (CSIRTs) and Policymakers. The Training for Policymakers was incorporated for the first time in this edition of the Cybersecurity Summer BootCamp, given the region’s imperative need to adapt its political and legal frameworks to the new challenges in the cyber world. In mid-September, two participants from Venezuela traveled to Panama City to attend the “Sub-Regional Workshop on Protection of Critical Infrastructures: Cybersecurity and Border Protection.” This event involved the participation of 30 representatives from the region and it sought to train officials of the maritime and port authorities responsible for tasks related to the protection of port facilities and more specifically, the information systems that support operations.

2018

In June, 75 teams and over 200 people participated in the virtual competition International Cyberex, including one team from Venezuela. The competition was oriented towards cybersecurity incident response teams and intended to strengthen incident response capabilities, improve technical analysis skills, and promote collaboration and cooperation. In July, over a 100 participants, including representatives from Venezuela travelled to Leon, Spain to partake in the Cybersecurity Summer BootCamp 2018. This event sought to provide training to various specialists in the latest techniques for the fight against cybercrime and the management of cybersecurity incidents, with the objective to improve cybersecurity capabilities in the region. At the end of September, 2 participants from Venezuela attended the Cybersecurity Symposium, held in Washington, D.C. This initiative involved more than 250 participants from the region and was organized in 8 different tracks, which included topics related to incident response, development of national cybersecurity strategies and policies, and digital forensics, among others. The event sought to deliver specialized training in cybersecurity for technicians, law enforcement agents, members of civil society, as well as people interested in and responsible for the development of national cybersecurity policies. 
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