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Introduction

The Inter-American Committee against Terrorism (CICTE for its acronym in Spanish) is an entity of the Organization of American States (OAS) and, in conformity with Article 53 of the OAS Charter, was established by the General Assembly in 1999 to promote and develop cooperation among member states to prevent, combat, and eliminate terrorism, in accordance with the principles of the OAS Charter and with the Inter-American Convention against Terrorism.

CICTE exercises its functions in the framework of the Declaration of Lima to Prevent, Combat, and Eliminate Terrorism; the Plan of Action on Hemispheric Cooperation to Prevent, Combat, and Eliminate Terrorism; the Commitment of Mar del Plata; and the other declarations adopted in the framework of CICTE. CICTE has a Secretariat that provides technical and administrative support to the activities of the Committee. Mrs. Alison August Treppel was appointed Executive Secretary of CICTE in December 2016.
This Annual Report is presented in accordance with Article 91.f of the Charter of the Organization of American States, Article 17.h of the CICTE Statues and Article 11.e of its Rules of Procedure.

Implementation of the Inter-American Convention against Terrorism

The Inter-American Convention against Terrorism, which was adopted in Bridgetown, Barbados on June 3, 2002 and entered into force on July 10, 2003, is a legally binding instrument that seeks to improve regional cooperation in the fight against terrorism through the exchange of information on border control measures and law enforcement actions; appointment of a national point of contact; provision of technical assistance; and mutual legal assistance. The OAS General Secretariat is the custodian of the Convention. To date, 33 OAS Member States have signed the Convention and 24 have deposited their instruments of ratification (http://www.oas.org/juridico/english/sigs/a-66.html).
Annual Meeting

The Nineteenth Period of Sessions of CICTE was held on May 23 and 24, 2019 at OAS Headquarters in Washington, DC with the participation of 26 Member States.  It focused on the theme “Building Resilience through Best Practices in Protection and Cooperation”.  
During the regular session, Member States agreed to undertake greater efforts to strengthen capacity, build resilience and ensure greater levels of preparedness among all sectors of society in order to prevent and mitigate the impact of any terrorist incident.  They also reaffirmed their commitment to the work of the Inter-American Committee against Terrorism and recognized and commended its important accomplishments upon the commemoration of its twentieth anniversary.  
In addition, OAS Member States adopted CICTE’s Annual Work Plan and elected Canada and Dominican Republic as Chair and Vice Chair, respectively, for the period 2019-2020.  Member States also endorsed the resolution “Regional Confidence-Building Measures (CBMs) to Promote Cooperation and Trust in Cyberspace” and the text to be included in the omnibus resolution on multidimensional security. 
Outreach


The Secretariat of the Inter-American Committee against Terrorism continued to strengthen its communication strategy and institutional outreach.  

During 2019, the Secretariat launched the new CICTE website www.oas.org/cicte. It also developed an active social media presence through the main institutional accounts: @oea_cicte and @oea_cyber. 

In terms of outreach, the Secretariat continued to work closely with the United Nations and its many committees and specialized agencies. This outreach included, among others, the United Nations Office of Counter-Terrorism (UNOCT), the United Nations Office for Disarmament Affairs (UNODA), the United Nations Counter-Terrorism Committee Executive Directorate (UNCTED), the United Nations Office on Drugs and Crime (UNODC) and the Group of Experts of the 1540 Committee of the UN Security Council.  


This also included continuous collaboration with the United Nations Interregional Crime and Justice Research Institute (UNICRI) and other organizations such as the International Civil Aviation Organization (ICAO), the World Customs Organization (WCO) and the International Maritime Organization (IMO), which designated OAS/CICTE as its regional implementation partner in this Hemisphere.

The Secretariat also took steps to strengthen cooperation with permanent observers such as the European Union, regional organizations, the Financial Action Task Force (FATF), the Federation of Latin American Banks, the Caribbean Development Bank, and numerous private-sector entities. 


A selection of some of the high-level international events in which the CICTE Secretariat participated (and/or organized) follows in chronological order:

  
· APEC Counter-Terrorism Working Group. Santiago, Chile. February 25-26, 2019.

· Workshop on cross-border physical transportation of currency and negotiable instruments and its analysis through the SICORE consultation and registry tool. GAFILAT and Unidad de Análisis Financiero, para la Prevención del Blanqueo de Capitales y el Financiamiento del Terrorismo de Panamá.  Panama City, Panama. March 13-15, 2019.

· Regional Security Summit – Regional Security System (RSS) – Council of Ministers and RSS Security Chiefs Meeting. April 7-8, 2019.  Saint Vincent and the Grenadines.

· Official launch of the United Nations Countering Terrorist Travel Programme. United Nations Office of Counter-Terrorism (UNOCT). New York, NY. May 7-8, 2019.

· Workshop on International Security and Diplomacy in Cyberspace. United Nations. New York, NY. May 30, 2019.

· Fifteenth Symposium and Exhibition on the International Civil Aviation Organization (ICAO) Traveller Identification Programme (TRIP).  Montreal, Canada. June 25-28, 2019.

· Second Hemispheric Ministerial Conference on the Fight against Terrorism. Buenos Aires, Argentina. Ministry of Foreign Affairs, International Trade and Worship of Argentina.  July 19, 2010.

· XXXIX Meeting of the Working Groups and the Representatives of the Financial Action Task Force of Latin America (GAFILAT for its acronym in Spanish). GAFILAT and the Secretaría de Prevención de Lavado de Dinero o Bienes de Paraguay (SEPRELAD). Asuncion, Paraguay. July 22-25, 2019.

· Cybersecurity Symposium 2019. Ministerio del Interior y Seguridad Pública del Gobierno de Chile y Programa de Ciberseguridad del CICTE-OEA. Santiago de Chile. September 24- 27, 2019.

· Workshop on biosafety and biosecurity in the framework of United Nations Security Council resolution 1540 (2004) and the Biological Convention Weapons (BWC). Ministerio de Relaciones Exteriores de Colombia, Instituto Nacional de Salud de Colombia y Programa 1540 del CICTE- OEA.  Bogota, Colombia. November 14-15, 2019.
Technical Assistance 
As approved in the 2018-2019 Work Plan approved by Member States, the CICTE Secretariat provided technical assistance in the areas of cybersecurity, border controls, weapons of mass destruction, and general counter-terrorism policy assistance, including terrorism finance. Representatives of governmental, non-governmental and other agencies from throughout the region benefitted from CICTE capacity-building efforts in 2019.
I. Cybersecurity
Through its comprehensive program to Strengthen Cybersecurity Capacities in the Americas, and with financial support from the Governments of Canada, United States, Netherlands, United Kingdom, Estonia and Spain as well as financial and in-kind contribution of the private sector, CICTE has contributed to building and strengthening Member States’ capacities to detect cyber threats and to prevent, respond, and recover from cyber incidents. The program operated in three main areas in 2019:

· Policy Development

During 2019, the CICTE Secretariat’s Cybersecurity Program supported Belize and Ecuador in the development of their National Cybersecurity Strategies (NCS). The Belize NCS is expected to be approved in the first quarter of 2020. Additionally, throughout 2019 the CICTE Secretariat continued to work with Colombia to review and update their current National Cybersecurity Strategy and to develop the NCS implementation and socialization plan. Other requests for technical assistance were received from Barbados, Guyana and Suriname and work to develop their cybersecurity strategies will continue through 2020.

 

The second meeting of the Working Group on Cooperation and Confidence-Building Measures (CBMs) in Cyberspace took place April 23-24, 2019 in Santiago, Chile. The meeting was divided into eight plenary sessions, each of which addressed various efforts to reduce the risks of misuse of Information and Communication Technologies (ICTs) in the region.  The Working Group recognized various initiatives and norms developed with respect to CBMs, and recommended four new CBMs, as well as their incorporation into the OAS "New Consolidated List of Confidence-Building Measures" as “non-traditional measures”. Furthermore, it was agreed that the Working Group on Cooperation and Confidence-Buildling Measures in Cyberspace will continue as a permanent mechanism within the framework of CICTE. This mechanism would permit representatives of member states to meet as needed, as well as to establish new and/or implement already agreed upon CBMs.

 

In addition, on August 15-16, 2019 OAS/CICTE coordinated and hosted the United Nations Group of Governmental Experts consultations at the regional level for the Americas. These consultations took place around three main subjects: (1) capacity building and exchange of information and experiences, (2) collaboration across borders to reduce cybercrime and mitigate potential attacks, and (3) establishing protocols to protect national borders in the cyberspace. The discussions and findings of the regional consultation provided inputs into the process of the Open-Ended Working Group (OEWG) and the Group of Governmental Experts (GGE), the goal of which is to advance responsible State behavior in cyberspace in the context of international security.

· Capacity-building

 

In 2019, over 3,600 public and private sector representatives from OAS Member States benefitted from training related to critical infrastructure protection and measures to combat the use of the internet for terrorist purposes and over 350 participants participated in 3 webinars organized on diverse cybersecurity topics. The capacity-building activities covered a wide range of topics in the field of cybersecurity such as incident handling and response, International Law applicable for cyber operations, cybersecurity frameworks (NIST), Information and Communications Technology (ICTs) and Cyber-diplomacy, Open Source Intelligence (OSINT) and other investigative techniques.

 

The CICTE Secretariat, with the support of the Governments of Spain, Canada and the United States, coordinated “Summer Bootcamp 2019” which offered general and advanced training in the latest techniques to counter cybersecurity threats and bolster incident response; over 350 global participants, including 100 from OAS Member States, benefitted from the 2-week exercise. Additionally, together with the Government of Chile, CICTE organized the OAS Cybersecurity Symposium 2019, where over 1000 policy makers, technicians, law enforcement agents, industry and members of civil society from 23 OAS Member States received specialized cybersecurity training.

With thanks to Trend Micro, over 790 women participated in 11 different “Cyber Women Challenges” throughout the region, an initiative which seeks to strengthen the technical skills of women and promote their inclusion in the field of cybersecurity. In addition, CICTE and Trend Micro worked together to help the Government of Jamaica deliver their first National Cybersecurity Challenge, which focused on critical infrastructure operators and government agencies.

 

Together with Citi Foundation, CICTE implemented Phase III of the project “Creating a Career Path in Digital Security” and as a result trained over 180 students from Brazil, Colombia, Costa Rica, Dominican Republic and Peru, including a Cyber Challenge in December 2019 in Cartagena, Colombia for 33 students. This project seeks to strengthen the students’ technical capabilities and “soft skills”, respond to the growing demand for qualified cybersecurity professionals, promote job growth opportunities for young cyber talents, and contribute to a growing network of youth that have participated in all three phases of the program. The best performing students participated in the aforementioned Summer Bootcamp and Cybersecurity Symposium.

 

Finally, the Hemispheric Network of Computer Security Incidence Response Teams (CSIRTs), CSIRTAmericas.org, which began operations in 2017 to facilitate cooperation and coordination among CSIRTs throughout the Americas, had 26 CSIRTs from 18 countries participating by the end of 2019. 
Throughout 2019, CICTE continued to work with the member states of the Pacific Alliance to strengthen the information exchange, specifically by implementing nodes based on the use of a free and open source software tool, MISP.  It is expected that this initiative will continue on in 2020 with participation from additional countries from the region.

 

· Awareness-Raising, Research and Outreach

 

During 2019, the CICTE Secretariat developed and launched a number of cybersecurity reports and white papers on a number of cybersecurity topics, including the “Cyber-Risk Oversight Handbook for Corporate Boards,” developed in collaboration with Internet Security Alliance; “Media Literacy and Digital Security,” developed in collaboration with Twitter; and the “State of Cybersecurity in the Mexican Financial System,” developed in coordination with Mexico’s National Banking and Securities Commission. In partnership with Asobancaria Colombia, the CICTE Secretariat published the report “Cybersecurity, financial system, threats and public policy: case studies from Latin America and Colombia.” The CICTE Secretariat also produced and launched three white papers: “Combating Online Violence Against Woman: A Call for Protection,” with the financial support of the Government of Canada, and “Cybersecurity NIST Framework” and “Data Classification” in partnership with Amazon Web Services. 

The CICTE Secretariat drafted a “Cybersecurity Guide on Democratic Processes” that will be launched in early 2020.  In this same vein, CICTE organized a media workshop for journalists and media and communications professionals during the last quarter of 2019 in Washington, DC to address the impact of digitalization, new ways of communicating, and digital security on democratic processes.

Finally, the Cybersecurity Innovation Councils (CICs) were launched in September 2019 in collaboration with Cisco Systems. Focusing initially on Brazil, Chile, Colombia and Mexico, this initiative seeks to provide a platform through which key leaders from government, private sector, civil society and academia can collaborate to drive innovation, raise awareness, and expand best practices in cybersecurity across the region. 

II. Border Management
· Tourism security
CICTE concluded implementation of the project “Capacity-Building in Tourism Security in the Americas” at the end of 2019. Thanks to financial support from the Government of Canada, this program sought to enhance tourism security response systems in member states by promoting planning, prevention, and crisis management methods; fostering the exchange of information and good practices among those working in the sector and policy-makers; and contributing to the creation of public-private partnerships. 

As a result, CICTE organized 2 four-day courses on tourism security; one in Parras, Mexico and the other in Esmeraldas, Ecuador. Reaching a total of over 120 public and private sector professionals, both courses addressed important topics such as public-private cooperation, tourism security standards, international cooperation in the case of crisis and emergencies, prevention of sexual tourism, crisis communications, security perception of tourism destinations, community and proximity policing, and risk analysis. 

In October, CICTE organized a subregional workshop in Antigua, Guatemala on “Lessons Learned in Tourism Security”, an event that brought together 30 representatives from the security and tourism sectors of all beneficiary countries, namely: Antigua & Barbuda, Barbados, Belize, Costa Rica, the Dominican Republic, Guatemala, Jamaica, Mexico, to exchange information and best practices learned as a result of participation in the program. These were presented in the document “Tourism Security in Mexico, Central America and the Caribbean (2016-2019): Key Findings and Recommendations”. 

Also, in 2019, CICTE received a request from the Government of Chile to prepare a tourism security plans. An initial assessment took place in Santiago de Chile at the end of July 2019 and consultations took place over the remainder of the year. It is expected that Chile’s comprehensive Tourism Security Strategy will be ready by mid 2020. 

· Cargo and container security 
In 2019, CICTE’s Cargo and Container Security Program delivered the final set of activities under the second phase of a 3-year project, executed with financial support from the Government of Canada and with technical support from the Canada Border Services Agency (CBSA-ASFC). With the goal of strengthening the national and regional capacities of Customs and Border Security agencies to secure and inspect commercial cargo crossing through Marine and Land based Ports of Entry, CICTE trained 348 officers from 8 OAS Member States and performed 9 technical assessments of ports and land borders, including ports with some of the highest volumes of commercial cargo.

During the first quarter of 2019, CICTE executed the first Bi-National Land-Based Cargo Security Training Course for Haiti and the Dominican Republic, delivered in two land-based ports of entry with a total of 50 Dominican and Haitian officers from Customs and other Border Security Agencies. The officers received two weeks of specialized training in topics such as international standards and treaties, risk assessment strategies, health and safety, container screening and inspection techniques, handling of evidence, recent trends in criminal methodologies and modus operandi, including smuggling techniques, concealment methods and inspection measures. Additionally, CICTE delivered the 3rd Technical Assistance Mission for Argentinian Customs (AFIP) in the Port of Buenos Aires, participated in CTPAT’s international conference in San Antonio, Texas, organized by U.S. CBP, and provided ongoing technical follow-up assistance for all beneficiary countries. The subsequent phase of this program is expected to continue in early 2020. 
· Supply chain security
As part of efforts in 2019 to strengthen Authorized Economic Operator (AEO) programs in the Hemisphere, CICTE organized two technical assistance missions: one in Argentina with a delegation of MERCOSUR AEO coordinators to carry out a validation exercise with the private sector; and a second in Brazil to provide training on pre-validation, validation and reporting techniques to 30 AEO officials from that country. These activities were carried out with the financial support of the United States Government, and with technical support from the Customs Trade Partnership against Terrorism (CTPAT) and experts from the AEO programs in the Dominican Republic and Uruguay.
In addition, CICTE trained Argentine officials in hands-on validation techniques in Lima, Peru, thanks to support by the World BASC Organization.

· Maritime security
With support and financing from the Government of Canada, and in collaboration with a network of partners including the International Maritime Organization and the US Coast Guard, throughout 2019 CICTE continued to work to build capacity in Member States to protect their maritime and port trade and transport, including critical infrastructure, assets and processes. 
Based on the findings from the 2018 assessment visit to various ports in Mexico, Panama, and Belize, CICTE provided follow-up meetings, table-top exercises and other capacity building efforts during 2019.
As regards to Mexico, a meeting was held in Mexico City (February 2019) to present the findings of the assessments carried out for the Ports of Progreso, Ensenada and Mazatlan. This meeting convened 41 high-level authorities from various government and private sector agencies to discuss efficiencies and gaps in daily port operations. Similarly, a national table-top exercise was held in Veracruz (February 2019) with the participation of 21 Port Facility Security Officers (PFSO) and 19 representatives from national maritime and port security agencies, on how to respond to different crises and emergency situations in the port environment.

A three-day workshop took place in Belize City, Belize (March 2019) to finalize the port assessment in that country, and to strengthen national capabilities in port risk analysis and mitigation, intelligence and counterintelligence and port and maritime cybersecurity. The event brought together 25 attendees from Belize Port Authority (BPA), Belize Police Department (BPD), Belize Coast Guard, Belize Defense Forces and Customs. 
The Government of Panama hosted a workshop on Port and Maritime Security (March 2019) for 22 representatives of public and private sectors, including Panama’s Computer Security Incident Response Team (CSIRT). The workshop sought to promote greater cooperation between the CSIRT and the Maritime Authority of Panama on cybersecurity-related issues in the port and maritime domains.  

CICTE also launched a new program in 2019, in collaboration with the Regional Security System (RSS) and the International Maritime Organization, to support the development of national maritime security strategies in the Eastern Caribbean. Thanks to funding from the Caribbean Development Bank, seven countries (Antigua and Barbuda, Barbados, Dominica, Grenada, Saint Kitts and Nevis, Saint Lucia, and Saint Vincent and the Grenadines) will benefit from this program, which kicked-off in October 2019 with a two-day workshop in Bridgetown, Barbados.

Also, with support from the Caribbean Development Bank, and in collaboration with the Inter-American Committee on Ports (CIP for its acronym in Spanish), CICTE is supporting the Government of Saint Vincent and the Grenadines in assessing their existing port operations. A five-day assessment visit to Kingstown took place in December 2019 with various public and private entities to address needs, objectives, expectations, etc. for the comprehensive port assessment, which is expected to be finalized in mid 2020.  
III. Prevention of and Countering the Proliferation of Weapons of Mass Destruction 

CICTE continued to provide legal and technical support to Member States in their efforts to implement UN Security Council Resolution 1540 (2004). Specifically, and thanks to the financial support of the Government of Canada and the United Nations Office of Disarmament Affairs (UNODA), five countries (Colombia, Jamaica, Panama, Paraguay and Uruguay) directly benefitted in 2019 from CICTE’s work in 3 core areas: 

· Legal Assistance

CICTE provided technical and legislative assistance to Paraguay and Uruguay to review existing legislation and identify potential legislative gaps, to raise awareness among competent authorities about the importance of adopting relevant legislation, and to help national authorities from both countries prepare for the peer review exercise that took place in August and September 2019, with a focus on the following key aspects: (1) the legislative framework for criminalizing proliferation-related offenses and their financing;  (2) best practices in border and customs controls and Chemical, Biological, Radiological and Nuclear (CBRN) incident response, and (3) strategic trade regimes and nuclear regulatory frameworks, focusing on control lists and the prevention of nuclear trafficking. CICTE provided additional support to Paraguay in drafting a national report, as well as their 1540 National Action Plan. 

CICTE also supported the Governments of Colombia and Panama in their efforts to draft and/or strengthen implementation of their respective 1540 National Action Plans. At the same time, CICTE supported Panama and the Dominican Republic in preparing for and carrying out their peer review exercise that took place in March and April 2019, with a focus on legal frameworks, strategic trade, safe transport and response to CBRN incidents.

The results of these efforts will be reflected in the 2021 Comprehensive Review process of the 1540 Committee of the UN Security Council.

· Capacity Building 

With the support of the United Nations Office of Disarmament Affairs (UNODA) a sub-regional conference took place in Mexico in June 2019 on “Implementation of UN Security Council Resolution 1540”. Participants from over 16 countries, as well as experts from various regional and international organizations, civil society and academia, discussed the main obstacles to implementing the resolution, the different strategies for prevention and response, shared experiences, and effective practices.

A regional workshop took place in Colombia in November 2019 on biosafety and biosecurity in the framework of UNSCR 1540 and the Biological Weapons Convention (BWC), with participation by over 60 experts and representatives from international organizations, governments, academia and civil society. Among other salient conclusions, participants remarked on the need for additional capacity building and education on biosafety and biosecurity.

In December 2019, CICTE organized two national workshops in Panama and Jamaica on UNSCR 1540 implementation and proliferation financing, respectively. Both workshops featured discussions among relevant stakeholders on the status of implementation of national action plans, legislative frameworks, awareness-raising and capacity building activities.
· Outreach

As regional coordinator for 1540 implementation in the Hemisphere, CICTE works actively to strengthen and promote the network of 1540 points of contact and other relevant partners in the region. Specifically, CICTE organized and hosted a stakeholder cooperation meeting at OAS Headquarters in May 2019 to assess the state of 1540 implementation in Latin America and the Caribbean. Over 40 stakeholders from different sectors, including government, donors and civil society - shared experiences, identified gaps and strengthened collaborative relations to coordinate efforts and avoid duplication of efforts throughout the region. 

CICTE was also represented at the 1540 Committee consultations with international and regional organizations that took place at UN Headquarters on October 7, 2019, and later that month, also at UN Headquarters, also organized, together with the Permanent Missions of the Dominican Republic and Canada, an informal, interactive dialogue on 1540 implementation in Latin America to raise awareness among the wider UN audience of the activities taking place in the region, and to encourage other delegations from the region and beyond to actively participate in the preparatory process for the 2021 Comprehensive Review.

IV.
Counter-terrorism policies 
A. Inter-American Network on Counterterrorism

During CICTE’s Nineteenth Regular Session, OAS Member States discussed the need for an efficient and safe mechanism to exchange information among competent national authorities against possible terrorist threats. As a result, in October 2019, with financial support from the Governments of the United States and Chile, CICTE launched the Inter-American Network on Counterterrorism to increase coordination and cooperation between Member States, and more specifically to facilitate operational information sharing in real time (24/7) to prevent and counter terrorist threats in the region. Design and roll-out of the network will continue through 2020.
B. Prevention and Countering of Terrorist Financing
Throughout 2019, CICTE undertook a number of activities to implement the project “Strengthening the capacities of Panama and Paraguay to comply with UN targeted financial sanctions and systems for domestic designations”, thanks to financial support from the US Government.
Specifically, in collaboration with the Financial Intelligence Unit (SEPRELAD) and Ministry of Foreign Affairs of Paraguay, a three-day workshop took place in April 2019 to strengthen the capacity of different public and private sector authorities to implement  targeted financial sanctions in accordance with legal obligations under UN Security Council Resolutions 1373, 1267, 1988 and successor resolutions. CICTE undertook another visit in June to review draft legislation under consideration by Paraguay’s Congress (Law 4024/2010, Law 4503/2011 and draft law on Domestic Designations), and then organized a second technical workshop in September 2019 to review the existing legal framework, the proposed draft legislation and the procedural rules for freezing assets. Experts from the Financial Intelligence Units of Argentina, Peru, and Panama were invited to the workshop to share their experiences and best practices.

Similarly, in Panama, CICTE carried out a follow-up mission in March 2019 to discuss upcoming activities that focused in addressing challenges related to the role of the Financial Analysis Unit and the use of special investigative techniques in criminal prosecution of terrorism financing related offenses. A second workshop was subsequently organized in October in colaboration with the Ministry of Foreign Affairs and the Financial Analysis Unit (UAF) of Panama, during which representatives of the UAF, supervisory entities, prosecutors and judges were trained on how to implement targeted financial sanctions and how to review UN and domestic terrorist lists. 

Additionally, as part of CICTE’s efforts to prevent and counter Money Laundering and Terrorism Financing (ML/TF), a sub-regional workshop was held in Buenos Aires, Argentina (July 2019), to address the specific threats and vulnerabilities related to ML/TF in the Tri-Border Area of Argentina, Brazil and Paraguay. As a result, 50 participants from those three countries, including representatives of Financial Intelligence Unit, Ministry of Security, Ministry of Justice, prosecutors and judges, Interpol exchanged best practices and lessons learned to strengthen subregional cooperation on this front. The activity was organized with the financial support of the Government of Israel. 
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