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Introduction

A general description of brokers
/ has characterized them as middlemen who organize arms transfers between two or more parties, bringing together buyers, sellers, transporters, financiers and insurers, “especially where the players are divided by culture, politics and/or geography…for financial consideration, taking a commission from the arms supplier, the arms recipient, or both.”
/   

A second definition states that “[A]rms brokering and shipping agents are companies or individuals who engage in any of the following activities: buying and selling of arms; mediation in or facilitation of, arms transfers; promotion or marketing of arms; and/or transportation of arms.”
/
While the above both provide a good general description of our subject, at a later point in this paper we will endeavor to identify some other functions of brokers and elements of brokering in order to arrive at a preliminary working definition of the term. Capturing the varied and complex transactions comprising brokering is difficult not simply because of the possible range of enterprises involved, but because what most is in need of regulation appears to be the transnational aspects of the activity, specifically third-country arms brokering, that is, brokering carried on by individuals or companies outside of the jurisdictions in which they are resident and/or where the merchandise which is the subject of the transaction never comes into the jurisdictions in which the transaction is performed.

This aspect of controlling brokering will give rise to a consideration of the type and scope of international cooperation required, the information that will need to be exchanged and among whom and with what safeguards, including to what extent countries are prepared to permit this issue to impact upon questions of territorial jurisdiction and security.
Arranging the transactions involved in the international movement of firearms is frequently complex and invariably involves significant coordination and large sums of money to guarantee the security of the transaction. This means that the principals involved, especially the arms brokers and the vendors, have as their central preoccupation ensuring that the agreed-upon merchandise reaches the purchasers in good condition and in a timely fashion. This renders the vendors and the brokers acting on their behalf, highly dependent upon reliable transporters with secure transport facilities, as well as dependable carriers and crews to move the cargoes. The latter must ensure that products are properly stored during shipment, manage the shipping routes and see to it that port facilities to receive the goods are available on arrival. In a number of cases these persons must also demonstrate flexibility in changing the routing and the shipping mode for the goods. Illicit transactions are characterized by their circumvention of laws and legal authorities, for example, by bribing local customs officials, by changing the anticipated destination of the goods to an undeclared one and by altering the names and identities of the carriers.  

Characteristics of brokers 

Ordinarily, brokers do not own the arms whose shipping and sale they arrange and typically reside neither in the country where the weapons are supplied nor in the one where they are received. They merely facilitate the movements of these products.  This lack of ownership and the fact that their presence is ordinarily offshore in relation to the state in which the arms are manufactured and initially offered for sale has, until recently, not raised questions about the need for the regulation of their activities.

Second, not all brokers engage in illegal activities. Many governments depend on brokers to negotiate agreements on their behalf with the responsible authorities in other countries and employ their services to facilitate the shipment of the goods across national borders.

Nevertheless, brokers often exploit the lack of laws and operate from states with lax regulations. The nature of the commerce may result in brokers, whether knowingly or inadvertently, dealing with illegal or criminal groups such as rebels, guerilla forces, terrorists, death squads, mercenaries and organized crime bodies including drug dealers and others. Illicit firearms brokering activities invariably involves money laundering to obscure the illicit proceeds of the offense and engenders corruption among public officials. 

“Unregulated brokers account for most of the diversion of arms from the legal to the illicit trade as well as arms to conflict zones, pariah clients and human rights abusers. Unregulated brokers are also key violators of UN arms embargoes. They undercut the legal trade and are often the ones responsible for giving the arms industry a bad name. They are able to do this because they attract clients with low prices and a minimum of red tape (or readily available false documentation), and offer a competitive advantage over most manufacturing companies or state industries.

The role played by private brokers in illicit trafficking is critical. While many notorious individuals have been identified, they continue to operate with impunity because of the state protection that they receive or their ability to evade legal jurisdiction. They have perfected the way to readily change their identities, company names plane registrations flight plans, and outwit law enforcement by using fake, forged or a lack of paper documentation. There are few deterrents with the widespread lack of States’ criminal investigations and prosecutions. ”
/ 

A government may also use brokers to supply firearms to extra-governmental groups in another country that it believes would be more desirable to have in power than the incumbent government.  In other cases, arms have been supplied by governments through brokers to one side or the other in a “civil” conflict. Examples of governments working through brokers to supply both sides in a foreign internal, national or even extra- national conflict is not simply the subject-matter of novels.

As entrepreneurs, brokers themselves, independently of whether they are acting on behalf of a government or not, typically have little interest in who the firearms are sold to. Their interest lies solely in completing the transaction and making a profit.   

Broker Operations


The sourcing of firearms to end-users proceeds not only directly from manufacturers who continue to develop new lines of products but also in large part from second-hand dealers, entities who have found themselves with enormous surpluses that they no longer need. Used firearms represent a significant amount of the commerce.


Many of these are stockpiled firearms from a prior conflict that are essentially useless to the government or government agency holding them. They represent a cost to that government in that they are assets whose value declines with every passing year. On the other hand, there are buyers who would be willing to avail themselves of this weaponry for their own needs, and as in all business transactions there is a constant search for what bargains might be available. Thus, there is a significant circulation by brokers of shopping lists of available weaponry to a variety of buyers and sellers.


A significant part of the modus operandi of arms brokers and the shipping agents on whom they depend to move merchandise lies in erecting barriers between themselves and the movement of the products they provide, as well as the cash they receive for their services. This entails covering over the trail of their transactions by establishing “intricate international webs involving multiple sub-contractors, front companies and circuitous transport routes”.
/  Also, in cases where domestic legislation might otherwise operate to prevent them from carrying out a controversial international arms deal, brokers and shippers may arrange matters so that the product never enters the jurisdiction in which they themselves are based. The product thus moves through less regulated jurisdictions where monitoring of brokering activities is low or where the brokers themselves are situated “offshore”.


As with all forms of commercial activities, there are points in the transaction where the product has a higher degree of visibility useful for the application of control measures. The physical movement of the product creates points where some form of record, whether in paper or other form is created. Loading and unloading cargo, effecting clearance at border points, registration of the means of transport, insuring the goods, the payment of landing rights at air and sea ports, all can contribute to some form of evidence that can be employed in tracing and reconstructing movements and transactions.  

Whenever possible, illicit brokers seek out cheap arms in states where firearms controls are weak or where corruption can readily ensure that whatever rules exist are not applied.   

A recent case in this hemisphere can be summarized in the following fashion: A broker (Mr. Z), a national of country A, residing in and carrying on business in country B brought together (Mr.), a willing owner of purportedly obsolete firearms in country C, and a willing purchaser or purchaser’s agent of same, a (Mr. X) who resided in country D. 

Mr. X held himself out as making the purchase on behalf of the government country D. After the fact, it turned out that in reality Mr. X was a second broker, simply seeking to make a profit by finding a home for an inventory of firearms that he had learned about, probably from Mr. Z. 

The firearms were paid for by Mr. X and shipped out of country C, but not to country D where it became subsequently apparent that Mr. X had no intention (let alone a connection, or authority) to pass the firearms to an agency of the government of country D, and the arms were diverted to country E where they were illegally imported and ended up in the hands of an illicit paramilitary organization.

The foregoing case briefly summarizes a diversion in 2002 out of Nicaragua of firearms purportedly destined for the Panamanian National Police (PNP) which ended up in the hands of the Colombian AUC. The case illustrates well that registration of the brokers involved in the transaction and the licensing of the brokering activities themselves may well have prevented the diversion from occurring.
/
Regardless of whether there was legal culpability on the part of all the various parties to the transaction beyond Mr. X, the case reveals that registration of the parties in the various jurisdictions concerned and the exchange of information about the proposed transaction among the parties might have gone along way to preventing this illicit transaction from occurring.

Regulation under National Law

There are few countries where the activities of brokers are regulated and only one country in the western hemisphere does so – the U.S. The legislation of a number of national governments in Europe as well as international instruments have brought into effect substantial export control measures to ensure that export cargoes are checked and approved by exporting authorities before they are shipped and comparable controls in the corresponding trans-shipment and recipient countries, but they do not attempt to control brokering, especially when the brokering activities take place offshore and the goods move through third countries before reaching their final destination.

Still, despite the export controls in place in a number of European countries, generally at the national level brokers are largely unfettered by control measures, particularly where their activities are extra-territorial in nature or conducted through third party countries. Thus it is not difficult to understand why many transactions do not proceed in the manner in which they were originally intended, and in many illegal cases, brokers are often cited as the person who arranges or “fixes” a deal that governments or producers cannot, acting transparently, achieve. 

In the Americas generally, national legislation exercising controls over exports of firearms are not widely developed. Countries such as Mexico, Argentina and Brazil and a few others have such controls, but are the exceptions rather than the rule. Export controls over firearms are not provided for in the laws of many countries because, historically since they are not producers, until recently they have not felt the need to do so. Not unexpectedly, registration of exporters is practiced by very few countries. Controls over imports of firearms, on the other hand, appear in more national laws and regulations, with a number of countries requiring importers to register and many of them requiring routine reporting of quantities and types of firearms imported. In a number of countries the armed forces are responsible for the control of imports and exports of firearms and transparency as to the efficacy, extent and scope of the control measures is not readily ascertainable. Information about brokers with whom the armed forces do business in these countries is not known.  

Outside the Western hemisphere, the governments of a number of European countries exercise some controls over brokers, with varying degrees of effectiveness.  Under what few laws exist, brokers are required to register and to receive express authorization of their dealings before any transaction involving the shipment of arms through or to a foreign country and be concluded and the weapons delivered. The scope of these laws, however, varies from country to country. Several examples of these laws follow. 

(a.)
Sweden and Norway 

Under Swedish law, any resident who wishes to engage in firearms brokering must first register with the government and be in possession of a permit before he or she can engage in brokering activities. Each brokering transaction requires the issuance of a license, the authorization or non-authorization of which is reportedly based upon the same criteria that are applied to arms exports. Swedish policy on international firearms activities is essentially focused on Swedish domestic defense needs and accordingly policy in relation to export and brokers licenses is restrictive. Swedish controls over brokers are applicable to any person domiciled in Sweden even if the brokering activities take place outside Swedish territory.  

Norwegian broker controls provide that persons domiciled in Norway and any Norwegian companies, foundations or associations are forbidden from engaging in any trade or negotiations to assist in the sale of “controlled military products” from one foreign country to another without the consent of the Norwegian Ministry of Foreign Affairs. The controlled military products are defined to include weapons and ammunition and other military goods as well as related services and technology.

Under the Norwegian regulations
/ in the event of a war, or a threat of war, all goods, assistance and services require a license even if the items are non-military ones and the licensee must report on their delivery. The law does not appear to extend to Norwegian nationals domiciled abroad who engage in firearms brokering.

(b) The Netherlands

In the Netherlands, brokering is regulated by the Arms and Ammunition Act of 1997 and the Financial Transactions of Strategic Goods Order of 1996. The Act prohibits trade in arms and ammunition without a license, which, within the meaning of the Act, includes brokering activities. The 1996 Strategic Goods Order requires Dutch residents to obtain a license whenever they engage in financial transactions for purposes of “trade” in military goods outside of the countries of the European Union. Penalties for illegal trade and illegal brokering activities include significant monetary penalties as well as possible imprisonment.

In both instances (trade and brokering activities), licenses are granted by the Ministry of Economic Affairs to Dutch citizens and legal persons resident in the Netherlands as well as to corporations operating outside of the Netherlands whose headquarters are located there. A license will only be issued when, among other things, the application indicates that the transaction or activity is wholly in compliance with export criteria of the European Code of Conduct. All arms transfers as well as brokering activities are recorded by Dutch authorities in a central database.

Registration of arms dealers and brokers is effected by the completion of a certificate by would- be dealers and brokers which is submitted to the Regional Head of Police where the dealer is situated. Registration information, therefore, is currently decentralized but the Department of Justice is working to combine the regional databases into one central database.

 
Information on brokers is apparently available to counterpart authorities in other countries that have entered into an agreement to exchange this information with Dutch authorities.

Notwithstanding the scope of the foregoing, the control system does not appear to apply in the Netherlands Antilles or Aruba. 

(c)
France

In France, arms brokers are required to be registered and must obtain prior authorization for arranging transfers from French territory. Thus, arms brokers resident in Martinique, Guadeloupe and French Guyana, for example, would be regulated, however, French nationals acting as brokers carrying on business completely outside France are not covered by the law.

Such was the case of an unregistered French broker
/ who in 1991 worked with arms providers based in Poland to convey arms to Burkina Faso and subsequently to the Hutu regime in Rwanda. The broker’s company was registered in the Turks and Caicos Islands (U.K. jurisdiction), he had a bank account in Geneva into which he deposited his gun-running profits, but he in fact carried on his brokering operations from within France. Despite his residence, his operations did not attract the attention of French authorities until, on one transaction he mistakenly included his address in France as one of his company’s addresses thereby falling afoul of France’s broker registration and prior authorization requirements.  

(d)
Poland

The Polish law on International Trade in Goods, Technologies and Services of Strategic Importance for the State and Maintaining International Peace and Security, of November 29, 2000, provides that trading in the goods prescribed in the regulations (Ministry of Economy Regulation of November 4, 2002) including firearms, ammunition and the provision of related services requires the issuance of an individual license.

Licenses are issued upon the provision of required information about the importer and exporter and as well as the end user and utilization of the products. Most importantly potential licensees must identify their “commercial partners” other than end users, manufacturers and business partners. All of the foregoing persons or entities must be identified and a particular provision is dedicated to brokers, commercial consultants, persons who arrange contracts, shippers, forwarding agents and others. Brokers include by definition, persons who take actions on behalf of others to facilitate trade or who act as agents in arranging or negotiating contracts, purchasing and selling goods as well as those engaged in their transportation and financing.

The class of brokers covered under the law includes the defined persons or entities that carry out activities with respect to the goods subject to regulation that move across Polish borders. In addition, applications for licenses must be accompanied by a declaration that the arms exported will not be used for any purpose other than the valid security and defense needs of a recipient country. Additionally the applications require among other things, affirmations that the contract will not threaten peace or undermine stability in the region and that the country of final destination does not support or facilitate terrorism or international crime. While these provisions would apply the legal control system in a variety of circumstances, they have no impact on brokers who operate offshore with respect to goods that do not move across Polish borders.     

(e)
U.K. 

The U.K. has recently amended its export legislation that, among other things, applies to arms brokers and their activities. The Export Control Act 2002 which sets out a new legislative framework for the control over exports of strategic goods and technology, increases transparency and accountability in the way in which controls are exercised and provides for the introduction of supplementary legislation to control   technology transfers by any means, the provision of relevant technical assistance overseas, and trade (often referred to as trafficking and brokering) between overseas countries.

However, despite the recent changes U.K. law still does not generally require arms brokers to seek authorization for transfers where arms do not pass through its jurisdiction, nor where dealers otherwise subject to that jurisdiction, broker transactions outside U.K. territory. Ordinarily, the British approach to controlling third-country arms brokering thus far, is only to control brokering transactions when certain destinations identified in U.K. regulations are involved or in cases where a mandatory U.N. arms embargo has been imposed on a jurisdiction.

A problem identified with this approach is that the U.K. has been slow to implement mandatory embargoes. Thus, the U.K.’s past approach has led to frequent circumvention of the embargoes and other norms by U.K. brokers whether based in the U.K. or abroad.  A notorious example occurred during the Rwanda tragedy of 1994, when despite an embargo on arms into Zaire by U.N. Security Council Resolution, secret arms flights from Albania and Israel into Zaire carrying large quantities of small arms worth over U.S. $6.5 million were brokered by individuals in western European countries, in particular Kenyans domiciled in the U.K.  

The above-referenced supplementary legislation to regulate brokering activities proposed to come into force some time after April 30, 2003 when a commentary period soliciting views from interested persons is concluded, at the present time would only partially change the current approach. With respect to firearms, the general rule would remain unchanged, applying brokering controls only “where any part of the [brokering] activities takes place in the U.K.” British citizens could thus evade the control measure simply by stepping out of the country to broker an arms deal. 

Otherwise, more restrictive controls apply with respect to “transfers to embargoed destinations [also as before the new legislation], the trade in long-range missiles and torture equipment where any part of the activities take place in the U.K. and to activities by U.K. persons anywhere.”

The argument advanced by the U.K. government as to why an extraterritorial application of brokering controls has not been applied to firearms, is that enforcement would be difficult. In a House of Lords debate on the subject, the government position was expressed that “a reasonable U.K. person abroad could not be expected to know that a license was needed to broker small arms”. Lord Joffe’s reply highlighted the international position as follows; “The high profile of small arms on the international agenda means that all arms brokers could be reasonably expected to know that they are involved in a very sensitive trade where new controls and agreements are continually being introduced. It is the responsibility of arms brokers to keep up with their obligations under new laws and regulations, not the responsibility of the law to slow down until the arms brokers are ready”.
/
Moreover, critics of the proposed regulations have observed that the same government did not hesitate in the Anti-Terrorism, Crime and Security Act 2001 (2001, Ch.24) to provide in section 51 thereof, that “[P]roceedings for an offense under [sections 47 and 50] of this Act outside of the U.K. may be taken, and the offense may for incidental purposes be treated, as having been committed in any place in the U.K.” In addition, Parliamentary debates over the question may yet lead to an extraterritorial extension of U.K. jurisdiction over brokers.
Thus, although at this stage the extraterritorial application of U.K. law remains limited, the spirited debate in the U.K. may yet lead to a broader application of brokering controls later this year. 

(f)
Germany

Under Germany’s War Weapons Act, export transactions and related brokering activities concerning “war weapons” consisting of most major weapons, their components and ammunition, where these products are located in Germany, require licenses that permit the transaction or brokering activity to take place. Both the export and brokering licenses are subject to similar levels of scrutiny, and carrying out these transactions without licenses is an offense under the law. Among the consequences of committing such an offense, is the possibility that no further licenses will be issued to the person.

An amendment to this legislation (Section 4a) was recently made to require German residents to obtain licenses that authorize them to meditate a contract on the acquisition or transfer of war weapons located outside of German territory, to engage in efforts to conclude such a contract, or actually concluding the contract. This provision expressly applies to weapons brokers.

Additionally, the participation of a broker in any meeting for negotiations between interested contract parties in Germany would require the issuance of a license. A broker of any nationality would require a license if the weapons involved were to be exported from German soil. Likewise, any brokering activity in which German telecommunications resources are used (i.e. telephone lines, facsimile emissions, the mailing of letters from Germany or the exchanging of electronic communications via email servers situated in Germany) is required to be licensed.

Section 4a does not require licensing, however, when the foregoing activities involve weapons that are to be imported into or transited through German territory pursuant to the agreement. 

The key limitation to the German control system, however, is the requirement that one element in the chain of brokering activities must always be linked to German territory. Thus, a German citizen who engages in brokering activities abroad without some linkage to German territory obviates the need for a license requirement. This makes possible unlicensed brokering activities the moment a German national crosses a border to an adjacent country, provided the products are not located in Germany and no German forms of communication are employed.  

There is no specific requirement for brokers in Germany to be registered as such. The position taken by the German authorities is that since an application for a license must be made for each weapons brokering activity carried out, they are aware of the persons who are currently active as brokers. 

Finally, exporters who conduct export transactions of military equipment (a subset of “war weapons” as defined under the Act) are not required to disclose to the authorities whether a broker was involved in the transaction.

In the case of articles covered by another piece of German legislation, the Foreign Trade and Payments Act, which applies to items such as radar and communications defense equipment, a license is required for importation of these goods into Germany but not for export. Similarly brokering transactions involving these items are not monitored.

Thus, while German controls over brokering transactions appear to be more comprehensive than those of a number of other countries thus far considered, there are gaps in the German control system that impede its full effectiveness.

(g)
U.S.

Under U.S. law, brokering and shipping of arms falls under the International Traffic in Arms Regulations (ITAR) pursuant to the Arms Export Controls Act
/.  U.S. citizens wherever located and any foreign person located in the U.S. or subject to U.S. jurisdiction engaged in the arms brokering to register and then to obtain prior written approval for each proposed transaction with the Directorate of Defense Trade Controls (DDTC) of the Department of State. In addition to brokers, manufacturers and exporters are also required to register. 

The subjects of regulation are certain “defense articles” (or certain “associated defense services”) described by Part 121 of the Regulations. The Regulations also define who is a broker (Part 129.2) and require public registration with DDTC of the Department of State (Parts 129.3 and 129.4). Once registered, prior license authority is required to be given by DDTC to certain brokering activities under Part 129.7. For the purposes of this study, the most relevant is found in sub-paragraph (i) - fully automatic firearms and components and parts therefor”, although a further review of the items identified may result in additions to this category. (It should be noted that DDTC regulations list ammunition separately and prior approval under Part 129.7 referred to above, is not required for the brokering of ammunition.)

The definition of brokers in Part 129.2 paragraph (a) provides that a broker is: 

“…any person who acts as an agent for others in negotiating or arranging contracts, purchases, sales or transfers of defense articles or defense services in return for a fee, commission or other consideration.”

Brokering activities are defined in paragraph (b) of Part 129.2 as: 

“ acting as a broker…and include[ing], the financing, transportation, freight- forwarding, or taking of any other action that facilitates the manufacture, export, or import of a defense article or defense service irrespective of its origin…. [T]his includes…activities by U.S. persons who are located inside or outside of the U.S. or foreign persons subject to U.S. jurisdiction involving defense articles or defense services of U.S. or foreign origin which are located inside or outside the United States. But, this does not include activities by U.S. persons that are limited exclusively to U.S. domestic sales or transfers.”  

With respect to registration, Part 129.3 (a), provides that:

“ Any U.S. person, wherever located, and any foreign person located in the United States or otherwise subject to the jurisdiction of the United States…who engages in the business of brokering activities…with respect to the manufacture, export, import or transfer of any defense article or defense service…is required to register with the Directorate of Defense Trade Controls.”

Part 129.7 in paragraph (2) requires that the request for a license requires the identification of all parties identified in the proposed transaction and their roles as well as a detailed outline of the article and related technical data such as, manufacturer, model number, quantity and value the countries involved and the specific end-use and end-users.

A concern about the U.S. regulations concerns the privileged position of NATO partners in that under Part 129.7 (1) (vii) foreign defense articles or defense services “arranged wholly within and destined exclusively for the North Atlantic Treaty Organization, Japan, Australia and New Zealand” do not require prior written approval from DDTC. In 1998 the State Department threatened to revoke export licenses for European Union countries under this exemption because many of the arms were appearing in conflict-sensitive and poorly regulated countries in Central Africa, the former Yugoslavia, Algeria, and Turkey. 

Even though foreign purchasers are required to sign a statement that they will not re-export the arms without the prior authorization of the Department of State, the EU takes the position that this is not necessary as long as the re-exporting is to another state in the EU. However, some EU countries regulate the movements of firearms better than others. Thus traders and brokers in countries with apparently stronger controls would transit U.S. arms to EU countries with less oversight and more vulnerable to smuggling networks, such as Portugal, Italy and Greece. In the Mediterranean region these networks are extensive and provide ready access to Africa and the Middle East.      

Between 1981 and 1998 the U.S. Export Control Enforcement Unit of the Department of Justice Criminal Division reported 170 indictments for suspected violation of U.S. arms trafficking and sanctions regulations. According to the report, the number of cases involving small arms and light weapons grew from only two cases in the period 1981-1994 to 12 cases between 1995 –1998. All but one of these cases concerned countries in Central and South America.

International Instruments

(1) Instruments of the Inter-American System


Controls over firearms brokers have not been expressly addressed by any Inter-American Convention. The closest that an Inter-American Convention comes to addressing the subject is in Article XIII of the 1987 Inter-American Convention Against the Illicit Manufacturing of and Trafficking in Firearms, Ammunition, Explosives, and Other Related Materials (CIFTA) which indicates that: 

“States Parties shall exchange among themselves, in conformity with their respective domestic laws and applicable treaties, relevant information on matters such as:

a. authorized producers, dealers, importers, exporters, and, whenever possible, carriers of firearms, ammunition, explosives, and other related materials;”


While brokers are not expressly mentioned, in large part the reference to “importers”, exporters, and in particular “dealers” and “carriers” is an important one in that many brokering activities and functions are captured by these words. The approach of the Inter-American Convention that countries should exchange this type of information is essential to making progress on controls, since effective compliance with this provision requires countries to identify these players. It is a short step forward from realizing that in order for these persons to be properly identified, that registration and possibly licensing of their activities is a necessary step.


CICAD’s Model Regulations for the Control of the International Movement of Firearms, their Parts and Components and Ammunition, are silent on the subject of brokers. The control system of the regulations provides for import, export and trans-shipment documentation which includes, among other things, information identifying the source of weapons being shipped, quantities authorized, exporters, importers, shippers and shipping routes and final recipients, but it does not address brokers.

(2) United Nations


Much of the most advanced work with respect to brokers thus far has taken place within the U.N.  The 1999 UN Report of the Group of Governmental Experts on Small Arms recommended that States have in place laws and regulations to exercise effective control over the export, import, transit or retransfer of weapons and enhanced legal and enforcement measures to control arms brokers. The UN Report further emphasized that States should ensure that they exercise control over all brokering activities performed in their territory, including cases in which the arms do not enter their territory.


Measures on arms brokering were also recommended in the Second Oslo Meeting on Small Arms and Light Weapons, held in December 1999, a meeting of 18 countries, including Brazil, Canada, Chile, Mexico and the United States. These included recommendations to additional provisions on brokering to the Draft U.N. Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and Ammunition, supplementing the United Nations Convention Against Transnational Organized Crime.  The Oslo recommendations encouraged greater national commitments to implement measures to control brokers and brokering and the establishment of national legislation and enforcement systems on small arms brokering. In addition the Meeting also recommended bilateral and regional information exchanges in relation to firearms transfers in order to identify loopholes in existing laws and enforcement practices.


The same year, the Southern Africa Regional Action Programme on Light Arms and Illicit Arms Trafficking also addressed the issue or arms brokers by recommending that the countries of southern Africa establish a standardized and effective system across the region for licensing and monitoring commercial arms dealers and brokers as well as for issuing import, export and transit licenses for commercial arms.


In the discussions leading up to the U.N. Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and Ammunition, supplementing the United Nations Convention Against Transnational Organized Crime (hereafter the “U.N. Firearms Protocol”), the United States proposed, with support from Colombia and South Africa to include a provision to require State Parties to make arms brokers to register with the country of which they are nationals and to obtain in advance for each transaction, a license or authorization from the country where the arms brokering was proposed to take place. This would also require registration in the latter country if the country required it. Colombia wished to include ‘traders and forwarders’ in such a provision. Switzerland proposed a less onerous provision whereby arms brokers would register solely with the country in which they are resident or their business established and would only need to obtain for a transaction a license or authorization from the country where they are resident or established. Canada proposed that certification documents used for export, import and in-transit firearms movements should state if an arms broker would be used in a transaction and if so, identify the broker in the certification documents. 

The resolution of these discussions is set out in Article 15 (1) of the U.N. Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and Ammunition, supplementing the United Nations Convention Against Transnational Organized Crime (hereafter the ”protocol”) provides that:



“States Parties that have not yet done so shall consider establishing a system for regulating the activities of those who engage in brokering. Such a system could include one or more measures such as:

(a) Requiring registration of brokers operating within their territory; 

(b) Requiring licensing or authorization of brokering; or 

(c) Requiring disclosure on import and export licenses or authorizations, or accompanying documents, of the names of brokers involved in the transaction.


The registration of brokers operating in a particular national territory is quite widely practiced under the legislation of a number of countries of Western Europe and others. Clearly, wider registration would have the benefit of identifying persons and entities engaged in firearms
/ brokering in a greater number of countries and exchanges of this information could be useful in investigations of illegal firearms trafficking and diversion. But registration alone, however widely practiced, would need to be supplemented with other information for investigative work.  


Wider application of licensing or authorizing brokering activities represents a step forward in that the authorization by the state of brokering activities would provide more information about proposed transactions and would render unlawful every transaction that does not follow the rules that the state has laid down. However, where the state has limited the licensing to brokering activities carried out in relation to products imported, produced or exported from its own national territory alone, the effects of licensing remain limited until this becomes the practice of most countries. As noted earlier, much brokering about which concern is expressed, occurs with products that do not enter the territory in which the broker carries on business or takes place outside of the state in which the broker is registered. Thus, the broker may be registered and certain of his transactions licensed and therefore known, but the absence of these controls over the “offshore” aspects of his or her business in jurisdictions in which brokers are unregulated may lead to transactions that would otherwise be expressly prohibited under ordinary export control regimes.


The third optional requirement, that of disclosing the names of brokers involved in the transactions on import and export certificates or documents accompanying shipments, is a highly creative one that warrants further consideration. The effect of naming any brokers engaged in the transaction could be helpful in cases where the arms do not reach the destination set out in the export certificate, particularly in that once identified, the broker could be associated with an errant shipment and be targeted in any ensuing follow-up or investigation. If the certificates and documentation accompanying shipments of firearms follow the proposals set out in CICAD’s Firearms Model Regulations, information about brokers could be added to existing requirements for information about importers, exporters and shippers of the products. In addition, if this information was encoded on the shipping form and also exchanged electronically among the exporting, importing and, if applicable trans-shipment countries, as is contemplated in the implementation of the Model Regulations the information could be valuable towards preventing diversions and tracing.


Among several questions that arise, however, are who would be responsible for reporting if a broker was involved in a particular transaction and what would be the legal consequences of a failure to identify him? Should a transaction be immediately regarded as suspicious simply because a broker was not identified? Should the shipment not be permitted to exit a country for this reason? What could law enforcement do to determine whether or not a broker was involved? What penalties would apply to the individual whose responsibility it was to provide this information, who failed to do so?     

Paragraph 2 of Article 15 helps to provide a partial answer to the foregoing questions in that it encourages States Parties that have established any one of the brokering authorization systems set out in paragraph 1, to exchange among themselves information on brokers and brokering. Specifically the paragraph references the information exchanges provided for under Article 12 of the Protocol and the requirement for States Parties to retain records of brokers and brokering transactions in accordance with Article 7.

Article 12 includes an extensive list of the types of information that States Parties are called upon to exchange. Echoing Article XIII of the CIFTA, paragraph 12 (1), in particular, references relevant case-specific information about “authorized producers, dealers, importers, exporters and, whenever possible, carriers of firearms, their parts and components and ammunition.”

Paragraph 2 of Article 12 then encourages the States Parties to exchange information on organized crime groups known to take part in illicit manufacturing or trafficking in firearms as well as means of concealment used in these offenses. A third and equally important aspect calls for information exchanges on methods and means, points of dispatch and destination and routes used in illicit trafficking.

Information exchanges are also linked to clause (b) of Article 7 of the Protocol which requires States Parties to maintain for not less than ten years, among other things, information on the issuance and expiration dates of the appropriate licenses or authorizations, the countries involved in the export, import and any transit countries, as well as the final recipient of the arms. While this does not expressly reference brokers, it can be taken to include them for purposes of keeping them identified for information exchange. 

In passing, it should be noted that the foregoing are without prejudice to the law enforcement cooperation measures and collection, exchange and analysis of information on the nature of organized crime provisions of Articles 27 and 28, respectively, of the Transnational Organized Crime Convention. 

Follow-up to the United Nations conventions is being carried out in a variety of ways and in relation to broker controls, considerable advances have been achieved under the United Nations Programme of Action on Small Arms and Light Weapons in all its Aspects. Capacity building efforts are currently underway in the UN’s “Brokering” Expert Group to endeavor to arrive at an understanding of how best to address the subject of brokering controls. This Group has thus far
/ reached common understandings on several matters including the need for national regulation through a system of licensing of individual brokering transactions. The Group also noted that states should consider requiring that brokers be registered.  The Group  also identified the need for harmonizing national approaches in order to avoid “gaps and inconsistencies that could undermine effectiveness” among countries’ efforts,  as well as minimum standards in relation to the geographic scope of  application of the controls, i.e .whether controls should be confined to brokering activities carried on only within the jurisdiction of an individual state, controls that apply to brokering activities carried out by a citizen of a state anywhere, and finally, controls that apply to all brokering activities based on residency in a state regardless of where the brokering actually took place. A further key area under consideration by the Group is the scope of the brokering activities to be regulated. The need to identify “core brokering activities” such as a key mediation role in a transaction, as distinct from purely marketing or promotional functions is being considered.

In promoting the harmonization of national approaches referred to above, this Group has highlighted the importance of exchanging national experiences, and the need to develop a form of political document such as a statement of best practices. The Group also expressed support for taking a regional approach to effect this harmonization in the short run, towards promoting full international implementation.        

(3) Other International Fora 


Other recent activities requiring mention are the London Conference on Strengthening Export Controls, otherwise known as the Lancaster House conference of January 2003, the Organization for Security Cooperation in Europe (OSCE) Regional Seminar of February 2003 and its Small Arms Document, and the Wassenaar Arrangement


The objectives of the first two above-cited activities relate significantly to building onto the UN 2001 Conference on Small Arms and Light Weapons and the UN Programme of Action, in particular, to endeavor to move forward on some of the issues left incomplete in that conference. The Lancaster House conference was sponsored by the U.K. government and focused largely on the need for an international instrument for controlling the activities of arms brokers. 


In summary, the Lancaster House conference arrived at a broad agreement
/ on national controls requiring the licensing of all brokering transactions with the authorizations for such licenses being assessed against the same guidelines as those used by states for assessing small arms and light weapons export authorizations. A further area of broad agreement similar to that expressed by the U.N. Group referred to above, was on the need to take steps to develop shared understandings of the nature of brokering and to develop common approaches to controlling these activities, including understandings on definitions, the scope of controls and the scope of jurisdiction. 


The OSCE Regional Seminar of February 2003held in Bucharest, Romania brought together the representatives of many of the countries of Europe as well as from Canada, the U.S. and India as well as representatives from several regional bodies such as Europol and the South East Europe Small Arms Centre and several non governmental bodies concerned with firearms issues, such as the Oscar Arias Foundation, the Fund for Peace and others. The seminar represented an opportunity to communicate information about the OSCE Document on Small Arms and Light Weapons as well as the positions of the various governments and agencies present on the subjects of marking and tracing of firearms, import, in-transit and export controls and brokering. The seminar set the stage for future work on these subjects to be held by the Netherlands and Norway later in 2003.


On the subject of brokering, the OSCE Document proposes the possible adoption of the following measures: requiring brokers operating in a national territory to register with local authorities, requiring brokers to be licensed, requiring disclosure on import and export licenses or accompanying documents of identification information about brokers involved in any transaction.


The Wassenaar Arrangement, known in full as the Wassenaar Arrangement on Export Controls for Conventional Arms and Dual-Use Goods and Technologies is not founded on an international treaty, but is a forum of 33 countries (including Argentina, Canada and the U.S.) who share a common political commitment on controls applicable to the exportation of weaponry. With respect to the subject of small arms and light weapons, the Wassenaar Arrangement tends to reflect the general orientation of the UN Expert Group and the OSCE. The Wassenaar  Arrangement’s Statement of understanding on Arms Brokerage begins with a recognition of the value of regulating the activities of arms brokers and specifically indicates that towards the development of a policy on international arms brokering, the Arrangement’s members will, among other things, consider the following: requiring the registration of arms brokers; limiting the number of licensed brokers; requiring licensing or authorization of brokering; or, requiring disclosure of the names and locations of brokers involved in transactions on import and export licenses or authorizations and accompanying documents.  

Preliminary Conclusions and Recommendations


The need to control firearms brokers and brokering activities is clearly a priority for governments and multilateral agencies. As long as brokers remain unregulated and there is a lack of uniformity in the criminalization of undesired activities, it will continue to be difficult for governments to distinguish legal from illicit operators. Domestic regulation will enable legitimate brokers to carry on legitimate trade with the approval of national authorities, and will allow those authorities to conduct investigations into illegal activities and provide the means to prosecute violators. Regulation will also ensure that national authorities will be able to assess whether proposed deals are consistent with national laws and policies or international norms. 

In the Western Hemisphere, in addition to controlling brokers, there is a need for member states to review their export, import and trans-shipment legislation and to provide for the registration of firearms importers, exporters, trans- shippers and to license their activities. Some aspects of licensing and shipping documentation have been addressed in CICAD’s Firearms Model Regulations but more work in this area needs to be done. In addition, more extensive controls respecting the identification and obligations of end-users are required. Measures for compliance with laws requiring registration, reporting and licensing and the penal consequences of a failure to do so should form part of every country’s legislative agenda. 


With respect to brokering per se, ratification of the U.N. Protocol against the Illicit Manufacturing of and Trafficking in Firearms, their Parts and Components and Ammunition, supplementing the United Nations Convention Against Transnational Organized Crime will require countries to take steps to control brokers and brokering activities. Article 15 of the Protocol reflects several options to be followed, and discussion among member countries is warranted to examine in depth their respective strengths and weaknesses. 

Additionally, has been indicated above, countries and multilateral organizations at both the regional and international levels are continuing to attempt to arrive at common understandings on how to best approach this complex issue.  

International instruments and actions are key because arms brokering is a transnational activity that requires a transnational approach to its regulation. For a fully effective and regulatory system, countries will need to make gains in trust by increasing the level of communication and cooperation among themselves in the subject of firearms control. Already in this hemisphere under the CIFTA, now ratified by 18 countries, wide-ranging changes in countries’ approaches to these matters are required. Article XIII calls for, among other things, extensive exchanges of information about authorized dealers, carriers and others as well as routes used by criminal organizations. This Article also highlights the sharing of scientific and technological information among law enforcement and cooperation in tracing illicitly trafficked firearms. Article IX requires countries to establish or maintain effective systems of export, import and international transit licenses or authorizations for transfers of firearms, and in particular provides for the prior notification by an exporting country to an importing country of firearms shipments and the prohibiting of exports of shipments of firearms until it is clear that the receiving country has issued the corresponding authorization.

Complementary information exchanges about brokers should be instituted between countries. For this information to be meaningful, countries should address in their national legislation measures that will cover the arms brokering activities of its own nationals and passport-holders wherever they are located; those of foreign nationals permanently resident in its jurisdiction and all companies and other business enterprises that perform these functions in that country.

Registration of brokers would serve to identify all persons authorized to engage in brokering activities. Operations by unauthorized brokers would by definition be unlawful. Permission to carry out a brokering transaction would be subject to government approval and scrutiny in accordance with criteria determined under the law and decided on a case- by-case basis. In addition to the prior notification provided for under CIFTA regarding actual exports, proposed transactions would be consulted with the third (trans-shipment) countries and recipient countries concerned.

On the basis of the foregoing examples of controls and the on-going efforts at the national, regional and international levels, it was proposed at the thirty-second regular session of the Inter-American Drug Abuse Control Commission (CICAD) held in Mexico City in December of 2002 that CICAD’s Firearms Expert be reconvened to endeavor to develop an instrumentality for adoption for the Inter-American system consisting of measures whereby countries undertake to control the activities of the persons identified herein as brokers or intermediaries. To this end, a draft model regulation on brokers will be considered at CICAD’s Group of Experts meeting of April 7-9, 2003 in Managua, Nicaragua. The recommendations of the Group of Experts will be submitted for adoption by the thirty-third regular session of CICAD in April 28 to May 2, 2003. 
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