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THE GENERAL ASSEMBLY,

HAVING SEEN the Annual Report of the Permanent Council to the General Assembly in particular the section on the matters entrusted to the Committee on Hemispheric Security, and specifically the recommendations on a Comprehensive Inter-American Strategy to Combat Threats to Cybersecurity;


RECALLING its resolution AG/RES. 1939 (XXXIII-O/03) "Development of an Inter-American Strategy to Combat Threats to Cybersecurity";

BEARING IN MIND that the Inter-American Committee against Terrorism (CICTE), at its fourth regular session, held in Montevideo, Uruguay, January 28-30, 2004, adopted the Declaration of Montevideo (CICTE/DEC. 1/04 rev. 3) in which it declared its commitment to identifying and fighting emerging terrorist threats, regardless of their origins or motivation, such as threats to cybersecurity;

NOTING WITH SATISFACTION:

That the OAS Conference on Cybersecurity, held in Buenos Aires, Argentina from July 28 to 29, 2003, in compliance with the abovementioned resolution AG/RES. 1939 (XXXIII-O/03), which demonstrated the gravity of cybersecurity threats to the security of critical information systems, critical information structures and economies throughout the world, and underscored that effective action to deal with this issue must involve inter-sectoral cooperation and coordination among a broad range of governmental and non-governmental entities;
That CICTE, at its Fourth Regular Session, held in Montevideo, Uruguay, from January 28 to 30, 2004, considered the document "Framework for Establishng an Inter-American CSIRT Watch and Warning Network" (CICTE/INF.4/04) and decided to hold a meeting of government cybersecurity experts, in March 2004 in Ottawa, Canada, to prepare its recommendations for the draft Comprehensive Inter-American Strategy to Combat Threats to Cybersecurity, in compliance with the abovementioned resolution AG/RES. 1939 (XXXIII-O/03); and
The recommendations formulated by CICTE (CICTE/REGVAC/doc.2/04), CITEL (CPP.I-TEL/doc.427/04 rev. 2) and the Meeting of Ministers of Justice or Ministers or Attorneys General of the Americas (REMJA) and its Group of Government Experts in Cybercrime (CIBER-III/doc.4/03) ;
WELCOMING the Comprehensive Inter-American Strategy to Combat Threats to Cybersecurity: A Multidimensional and Multidisciplinary Approach to Creating a Culture of Cybersecurity, recommended to this General Assembly by the Permanent Council as the joint effort of member states and their experts with the technical expertise of the CICTE, CITEL and REMJA Group of Government Experts in Cybercrime (CP/doc…/04);
RECOGNIZING:

The urgency of increasing the security of information networks and systems commonly referred to as the Internet, in order to address vulnerabilities and protect users, national security and critical infrastructures from the serious and damaging threats posed by those who would carry out attacks in cyberspace for malicious or criminal purposes; 

The need to create an inter-American alert, watch and warning network to rapidly disseminate cybersecurity information and to respond to and recover from crises, incidents and threats to computer security;

The need to develop trustworthy and reliable Internet information networks and systems thereby enhancing user confidence in such networks and systems; SPANISH: correct dichos to dichas
REITERATING the importance of developing a comprehensive strategy for protecting information infrastructures that adopts an integral, international, and multi-disciplinary approach; and
CONSIDERING:

The United Nations General Assembly resolutions 55/63 and 56/121 on combating the criminal misuse of information technologies; resolution 57/239 concerning the creation of a global culture of cybersecurity ; and resolution 58/199 on the creation of a global culture of cybersecurity and the protection of critical information systems; and 
That at its XII Meeting, the Permanent Executive Committee of the Inter-American Telecommunications Commission (COM/CITEL) pointed out that “building a culture of cyber security to protect telecommunication infrastructures by raising awareness among all participants in the Americas in information systems and networks concerning the risk to those systems and by developing necessary measures to address security risks to respond quickly to cyber incidents” is within CITEL’s mandates,
RESOLVES:

1. To adopt the Comprehensive Inter-American Cybersecurity Strategy, attached hereto.

2. To urge member states to implement the said Strategy. 
3. To urge member states to establish or identify national "alert, watch, and warning” groups, also known as “Computer Security Incident Response Teams” (CSIRTs).
4. To place renewed emphasis on the importance of achieving secure Internet information systems throughout the Hemisphere.

5. To request that the Permanent Council, through the Committee on Hemispheric Security, continue to address this issue and continue to facilitate the coordination efforts to implement the said Strategy, in particular the efforts of government experts, the Inter-American Committee against Terrorism (CICTE), the Inter-American Telecommunication Commission (CITEL), the Group of Government Experts on Cybercrime of the Meeting of Ministers of Justice or Ministers or Attorneys General of the Americas (REMJA), and other appropriate organs of the OAS.

6. To urge Member States and the organs, agencies and entities of the OAS to coordinate their efforts to enhance cybersecurity. 
7. To request that the Secretariats of CICTE and CITEL, and the Group of Government Experts on Cybercrime of REMJA assist member states, when so requested, in the implementation of the respective portions of the said Strategy, and to submit a joint report to the Permanent Council, through the Committee on Hemispheric Security, on their compliance with this resolution, prior to the thirty-fifth regular session of the General Assembly.
8. To support the holding of a second Meeting of Government Cybersecurity Practitioners to be convened by CICTE for appropriate follow-up on the recommendations on the Establishment of the Inter-American Alert, Watch and Warning Network, contained in the document CICTE/REGVAC/doc.2/04, and which form part of the said Strategy.

9. To stipulate that the abovementioned Meeting of Government Cybersecurity Practitioners be held within the resources allocated in the Program-Budget of the Organization and other resources, and to request that the General Secretariat and the CICTE Secretariat provide the necessary administrative and technical support for this Meeting.
10. To urge member states to implement, as appropriate, the recommendations of the Initial Meeting of the Group of Government Experts in Cybercrime of REMJA (document REMJA-V/doc.5/04) and the recommendations regarding cybercrime of the Fifth Meeting of REMJA (document REMJA-V/doc.7/04 rev. 4) as a means of creating a framework for enacting laws that protect information systems, prevent the use of computers to facilitate illegal activity, and punish cybercrime.
11. To request the Permanent Council to report to the General Assembly at its thirty-fifth regular session on the implementation of this resolution.
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