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Projected 2005 Budget Shortfall in the Maintenance Accounts and Projected 2006 Budget Shortfall in the Information Technology Accounts
I.
Background regarding the 2005 Budget Shortfall in the Maintenance Accounts:

The 2005 appropriation for the building management and maintenance, general insurance, and vehicle maintenance accounts is $5,681,355.  Our current needs and requirements exceed $7,035,000.  This gap of over $1.3 million must be closed soon or we run the risk of a budget deficit in these accounts at the end of the year.  Continuing to provide current levels of service to the Secretariat is no longer sustainable.  

To close the gap, we are taking the following steps: 

· reduce the consumption of electricity and other utilities;

· postpone replacement of major electromechanical equipment, such as the cooling tower (GSB) and the elevator (MNB). (Nonetheless, please see footnote 1 in which we are proposing an alternative financing mechanism for these two items, as well as three additional items as noted below);

· postpone most preventive maintenance (which may result in damage and subsequent higher repair/ replacement costs); and

·   reduce and possibly eliminate services in the areas of building maintenance, messenger services, general services/administrative support, cleaning, security, and landscaping.

The consequence of these actions will be felt throughout the Secretariat, affect the quality of the workplace, and impact staff morale.  These actions could reduce employee and equipment safety and lead to further deterioration and depreciation of GS/OAS capital assets.

Actions to-date:

The Division of Facilities Management Services (in charge of building and facilities management, including repairs, architectural design and construction, as well as the use, assignment and maintenance of office space in properties) made substantial cuts in services and personnel during the last quarter of 2004 and first quarter of 2005.  A total of 13 persons, mostly outsourced personnel, were cut - for an estimated savings of $450,000 in 2004.  This action already is causing delays in most of the operations performed by this Division, especially in the areas of building maintenance and engineering, cleaning, general services, messenger, and security.

Actions to be taken in 2005:

Due to the $1.3 million budget deficit in 2005, the following actions, for an estimated total savings of $1,362,967, must be taken, as detailed below (with the corresponding cost savings by area):

1.
Buildings Management and Maintenance - shortfall = $678,600

This Unit is responsible for the management and maintenance of all buildings of the General Secretariat.  The current deficit does not allow this Unit to perform important replacement and repairs urgently required in all buildings.  The following will NOT be performed:

General Secretariat Building

a.
Elevator shaft maintenance 


$ 4,000

b.
Garage structural maintenance


 24,000(
c.
Cooling tower replacement

           239,000*
d.
Preventive electrical maintenance

             13,000

e.
Safety/security window film installation
           100,000

f.
Code writing for space averaging

   
   7,500

g.
8th floor window caulking               

   7,400

$394,900

Main Building

a.
Elevator replacement


         $200,000 * 
b.
Cooling tower drain backflow replacement
   1,950

c.
Marble caulking in Guerrero room
               4,000

$205,950

Administration Building

a.
Steam pressure red. valve replacement

$ 3,500

b.
Sump pump replacement


   
   4,000

c.
Backflow valves




   2,250

$   9,750

Museum

Replace condensing unit



$ 16,000 *

$ 16,000

Official Residence

Equipment replacement and repairs

   
$ 52,000

$ 52,000    
$678,600
In addition to the three persons cut last year, the Unit will cut two more.  One current staff member’s contract that expires in May will not be renewed, and the area will be required to cut another outsourced personnel.

These actions may result in possible flooding, building closures due to equipment failure, a less secure work environment, as well as the deterioration and depreciation of GS/OAS capital assets.

2.
Daytime Cleaning - shortfall = $87,000

Daytime cleaning performs the cleaning and maintenance of bathrooms, as well as lobbies, halls, and common areas.

· In addition to the three persons cut last year, three more personnel will be cut in 2005, resulting in the elimination of daytime cleaning.
· The cleaning tasks will be performed exclusively by nighttime cleaning personnel, and bathrooms, lobbies, halls and other common areas will thus be cleaned at night only.

3. General Services – shortfall = $68,719

General services includes office moving services, assembling and disassembling cubicles, minor maintenance and construction services, landscaping, painting, assembling and disassembling the Hall of the Americas, as well as preparing for special events, and other maintenance tasks.

· In addition to the two persons cut last year, three more personnel must be cut this year: two handymen and one stock clerk.  Consequently, the services performed by this crew will be severely affected and, although it will not be eliminated, its operations will be substantially delayed.  (Note that assembling and disassembling a cubicle cost $1,000 each if performed by an outsourced company).

· This will further reduce the rental of the Hall of the Americas and the realization of special events, as well as delay preparation of rooms for conferences and meetings.
4. Security - shortfall = $96,000

Security services provide access control to the buildings of the General Secretariat and provide a safe working environment to staff, tenants, and visitors.

· Two security officers were cut in 2004 and an additional three more will be cut this year.

· This action will leave security desk and other important entrances and exits unattended and its implementation will pose serious risks and liabilities to the GS/OAS and its assets, as well as interrupt daily operations during high peak time periods.   

5. Messenger and Transport - shortfall = $38,200

This Unit is one of the most affected by budget reductions, as it is unable to provide timely replacement, maintenance, and repair to its automobile fleet, as well as being forced to reduce further its personnel.

· The Unit lost three messengers in 2004 and we will cut one more.  

· The Unit will no longer be able to shuttle, at scheduled intervals, personnel to the different meetings from one building to another.   The collection, sorting, and delivery of correspondence will be rescheduled and consequently delay the delivery of its services and reduce considerably other activities performed by this Unit.

· The three oldest vehicles that require considerable maintenance will be discarded according to regulations, generating an estimated savings of $6,200.

6. Administrative Support - shortfall = $71,054

This unit performs administrative tasks related to the management of all building accounts, including obligations and expenditures for the entire Office in the OASES system.  Two personnel will be cut from this unit.  Consequently, all the administrative tasks related to registering obligations, receiving, and payment of invoices will be substantially delayed.

7. Telephone - shortfall = $79,900

The 2005 budget approved $391,100 for telephone services, but the estimated amount required is $471,000, leaving a shortfall of $79,900.  In addition, the budget does not take into consideration the need to replace the Octel voice mail infrastructure, an essential piece of equipment for daily operations.  During the past few weeks, the Organization was without voice mail for more than three days due to problems with this system.  Furthermore, since the equipment is obsolete (more than 10 years old), replacement parts are hard to find.  Equipment and system replacement would cost of $45,000. * 
8. Utilities - shortfall = $103,200

Since September 2004, the GSB building no longer has heat/AC on weekends.  This measure saves the Organization $83,200 a year.  Building management will, however, turn on the heat or air conditioning, as the case may be, should extreme temperatures require it.
To generate the additional savings of $20,000, building management will:

· Reduce building operations by half an hour daily;

· Turn off elevator lights at 10 P.M.;

· Install ultrasonic occupancy sensors in restrooms;

· Reduce hours of operations of outside flood lights at the MNB; and

· Turn off parking garage lighting at 10 P.M.

It must be noted that consumer prices for utilities are rapidly rising in this area.  Steam has already increased by 18% this year.  It is not clear how much additional savings can be realized by these necessary measures.
9.
Maintenance Contracts, Supplies, and Repairs - shortfall = $140,294

Maintenance contracts to different suppliers ensure that key systems and equipment, such as the energy management system, the life safety system (fire alarm and sprinkler), security (CCTV and access card), elevators, heating and cooling systems, receive proper preventive maintenance and repair.  In other areas, such as landscaping, UPS, and fire extinguishers, maintenance contracts ensure that grounds and gardens are groomed and kept clean, as well as insuring that certain devices will work when needed.  Unfortunately, as resources decreased, we were forced to cancel the landscaping maintenance contract and are considering terminating others this year.

We will cut resources available for repairs and supplies by 50%.  This measure, although a saving in the short run, will be costly in the long term.  In-house repairs and maintenance will be reduced substantially, and items that require a minor repair may need to be replaced in the long-run at a much higher cost. 

II.
Background regarding the 2006 Budget Shortfall in the Information Technology Accounts:

The Office of Information Technology Services (OITS) maintains the core computing and communication infrastructure for the General Secretariat. 

OITS has an approved 2005 budget of $502,300.  This has left a significant gap in the maintenance and upgrades of the IT systems.  To compensate for shortfalls in 2005, OITS requested an increase for 2006 of $379,500 (for a total of $881,800).  Unfortunately, this could not be granted within the proposed 2006 Regular Fund budget.  In fact the 2006 operating budget for Computer Equipment Maintenance had to be cut by almost 30% from the 2005 figure, to $252,900.  This is unsustainable.
Budget for 2005:
Computer Equipment & Maintenance  
 
$ 356,300 
OASES System



   
   146,000  








 
$ 502,300 

Proposed Budget for 2006 as submitted to the CAAP: 

Computer Equipment & Maintenance  
 
$ 252,900
(30% cut from 2005)
OASES System



    
   146,000









$ 398, 900 

Shortfall: 




OASES System upgrades



$ 279,500

Computer Equipment maintenance & licenses  
   203,400
  



$ 482,900
This projected shortfall makes it impossible to maintain the current level of services and integrity of the infrastructure.  Specifically, additional funding is needed to accomplish the following:

· fund maintenance contracts and licenses 

· maintain and update essential information security and virus protection

· provide high level technical support for upgrades 
· maintain OASES servers 
· replace obsolete equipment 
· fund technical support/help-desk support

· comply with audit recommendations for the financial system
· fund OASES licenses, maintenance, hardware and software upgrades and technical support 
· acquire Discoverer, Toad, and other necessary licenses

· migrate the system to a more inexpensive platform
Actions to be taken in 2005:

What follows is a detailed description of the actions that will be required in each of the services and areas that comprise the OITS if the 2006 budget is not augmented to the level requested. It also describes the impact these decisions on the operations of the Organization:

1. 
Maintenance contracts for core network infrastructure - shortfall = $ 28, 256
· OITS will cancel maintenance contracts.

One of OITS’ biggest expenses is the regular maintenance contracts of the central switching equipment. These switches are crucial since they interconnect all the desktop computers with the central servers and services, such as Internet, email, OASES, printers, etc. There is a central switch in each building.  In addition, there is one LAN switch located on each floor of the GSB building and of the Administration Building. If a particular switch fails, it affects the employees on a whole floor, depriving them of Internet access, all network services, printers, e-mail, access to enterprise systems like the Intelligent Document Management System (IDMS) and OASES, webcast services, etc. 

OITS practice has been to avoid the heavy expense of stocking replacement parts by subscribing to maintenance contracts, usually with the manufacturer or an authorized dealer. This service provides a replacement within 24 hours in the event of a problem. If OITS is forced to cancel maintenance and support for the network central equipment, instead of prompt replacement of the defective piece, the whole floor LAN would be down until a replacement is purchased and delivered, assuming funds are available.

2. 
Information security - shortfall = $ 19,200
· Limit virus protections.
· Remove access to instant messaging.

A decade ago, virus attacks and hackers were rare. Nowadays, new threats are created every day. The OITS has put up a robust multi-tier defense that has kept the GS/OAS information secure.  Last year, one out of two U.S. companies suffered a network security breach. The OAS did not have any. The continued maintenance and updates of these tools is vital for the OAS. The risk of not doing so could paralyze operations at the GS/OAS. Recovery from a virus attack is a slow process that requires repairing each computer by hand and is labor intensive, and OITS is already shorthanded with fewer support staff.

OITS management of information security has to keep pace with hackers, intruders and malware writers who are constantly probing defense perimeters. For instance, instant messaging is becoming a favored avenue of intrusion and virus infection and must be managed with a new generation of network tools, which OITS can no longer afford to purchase. Instant messaging is a valuable tool to help OAS hold down communication costs. Unfortunately, OITS security policy cannot allow it because it is too much of a risk and OITS cannot afford specialized tools that would monitor and screen traffic for viruses and worms.

3. 
Software licensing - shortfall =  $ 56,661
· Not extend the updates on licensing.

A key component of any information security strategy is to keep all operating systems, applications and devices up-to-date, with upgrades and patches that are issued by the supplier. The OAS has had highly favorable charity pricing from Microsoft and other software makers, but with the 2006 budget cut, OITS will be unable to extend the updates on licensing due to the scarcity of funding. A failure to keep up-to-date on software patches increases the risk of security breaches, virus infection and system crashes.  The future cost of acquiring new software will be more expensive than keeping current software updated. 

4. 
Vital network services - shortfall = $ 32,826
· Unable to replace or maintain dated equipment.

Servers providing crucial network services need continuous maintenance and replacement parts; some equipment is approaching the end of its life cycle. It will not be feasible to maintain and/or replace these servers, increasing the risk of losing basic network services due to hardware failure. The Secure E-mail Project for Mutual Legal Assistance might be affected if one of the core network services goes down or if the servers are compromised by a virus attack. This system is crucial for highly secure communications among Ministries of Justice of 18 Member States currently participating and soon to expand.  

5. 
User and help desk support - shortfall = $49,190 

· Reduce the staff assigned to help desk support.

In addition to the number of staff members lost in 2005, OITS will be forced to reduce further the number of staff assigned to providing support and resolving technology issues for the GS/OAS staff members, missions and offices in the member countries. Currently, OITS strives to provide support within 24 hours. In 2006, without the outsourced support services, the wait period will be at least 48 hours. 
6. 
Complying with Auditors’ recommendations - shortfall = $18,115 
· Not implement recommendations.

Each year external and internal auditors review network polices and procedures, technology infrastructure and enterprise-wide systems and make recommendations. Their recommendations usually involve acquiring new equipment to increase security or labor-intensive programming audits and reviewing of logs. OITS will be unable to comply with these recommendations due to lack of resources. 

7. 
OAS Enterprise Services (OASES) - shortfall = $ 279,500 

· Reduce the number of licenses for Oracle enterprise applications.
· Not perform upgrades.

OITS has been assigned the responsibility of managing the OAS Enterprise System (OASES). OASES is an essential, integrated suite of database and application services that provides detailed, real-time, online information about all administrative and financial operations at the OAS. It is required for effective, day-to-day management of budgetary information, procurement, financial operations, payroll, and human resources.

The current budget allocation is barely sufficient to keep the system running with a sub-par performance, much less make sure that it meets the minimal requirements of the Organization. OASES is a highly sophisticated, complex and powerful system that requires a powerful and expensive infrastructure to run. Servers and other required hardware must be regularly maintained and upgraded. The centralized database is constantly growing, thus requiring regular expansions of storage capacity on the services and in the backup system.  

The Secretariat spent about US$8 million from 2000 to 2003 on the OASES system. For 2005, there are only US$140,000 allocated for OASES maintenance, licenses, support and upgrades.  From this amount, OAS pays approximately US$90,000 on licenses, which means that OITS has only US$50,000 left for hardware, software, upgrades, technical support, etc. 

Because GS/OAS cannot use off-the-shelf software made for commercial operations, OASES has been adapted to the Secretariat’s unique requirements.  On occasions, it is necessary to bring in outside expertise to resolve complex issues and troubleshoot the system. The lack or loss of specialized professional staff in OITS due to budget cutbacks seriously hurt OASES performance because it not only removes the hands that keep the system running, but also takes away hard-won knowledge about how OASES was created, implemented, adapted and fine-tuned. The loss of this expertise is irreplaceable. If no additional money is allocated, the integrity, reliability and operability of OASES would be in jeopardy. OITS will have to reduce the number of licenses for Oracle enterprise applications; access to this important system will be slow; and users will not be able to access it when they need it but only when another user leaves and frees the licensed connection to the system; upgrades will not be performed, which means Oracle Corporation will not support the application, increasing the likelihood of degrading performance and even complete failure; hardware will become obsolete and there would be no resources to replace it.
The amount allocated to OITS in the 2005 is already insufficient to maintain a minimally acceptable level of services, or cover the expenses of maintenance and licenses.  The reduction contemplated in the 2006 budget further exacerbates a growing deficit, which will force OITS to take the actions outlined above, as well as make further cuts to personnel.  The impact will be considerable, and OITS will be unable to support the initiatives that are so important to the OAS.
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( Capital items for which a special appropriation of $ 525,000 from the Capital Building Fund will be requested from CAAP.�


�We recommend that this expenditure be included in the budget of the SG Transition Account.





