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Background

The Department of International Legal Affairs submits this information in response to the request made by the Chair of the Committee on Hemispheric Security of the OAS, Ambassador Javier Sancho Bonilla.  That request was in relation to the work that the Committee has been carrying out in following up on and implementing the Declaration on Security in the Americas, adopted in Mexico City on October 28, 2003, in fulfillment of resolution AG/RES. 2185 (XXXVI-O/06), “Follow-up to the Special Conference on Security,” which instructed the Permanent Council, through the Committee, to convene a meeting in the first half of 2007 to review progress in implementing the Declaration.
Based on those mandates and instructions, the Chair of the Committee on Hemispheric Security asked the Department of International Legal Affairs to prepare a report on measures and actions related to the implementation of the Declaration on Security in the Americas carried out by the Department in the areas of its competence.
1.
Activities related to hemispheric security issues carried out under the aegis of the Inter-American Juridical Committee (2003-2006) 

The Department of International Legal Affairs, through its Office of International Law, and chiefly in its capacity as the technical secretariat of the Inter-American Juridical Committee (CJI), has participated in that organ’s activities dealing with the legal aspects of hemispheric security.
Thus, the Juridical Committee, at its March 2004 regular session,
/ received from one of its members
/ a document titled “Legal aspects of hemispheric security (working document for the preparation of a draft resolution on the action of the Organization of American States on the matter of international peace and security).”
/  That document refers to some of the guidelines that could be incorporated into a future Juridical Committee resolution on those issues.
Subsequently, in 2004, the OAS General Assembly,
/ in resolution AG/RES. 2042 (XXXIV-O/04), asked the Juridical Committee, should it decide to conduct new studies on hemispheric security, to take into account the 2003 Declaration on Security in the Americas and, in particular, the section on international peace and security.
At its August 2004 regular session,
/ the Juridical Committee analyzed a new working document on “Legal aspects of hemispheric security: Principles or general standards for the actions of the Organization of American States on the matter of international peace and security.”
/ On that occasion, the Juridical Committee adopted a resolution
/ stating that the inter-American peace and security system is consubstantial with the Organization and that the Declaration on Security in the Americas is a broad, solid expression of the political will of the member states in fostering the process of progressive development of international law in that area; the resolution also instructed the rapporteur to draft a follow-up report on this topic, encompassing any and all resolutions already adopted by the competent OAS bodies on the subject.
Subsequently, the OAS General Assembly, at its 2005 regular session,
/ in resolution AG/RES. 2069 (XXXV-O/05), “Observations and Recommendations on the Annual Report of the Inter-American Juridical Committee,” asked the Committee, should it decide to conduct new studies on the topic of hemispheric security, to take into account and use as a basis, without excluding other international instruments, the 2003 Declaration on Security in the Americas, in particular with regard to the multidimensional approach, and, in that event, to keep the Permanent Council informed of its decision.

At its August 2005 regular session, the Juridical Committee
/ kept this topic on its agenda, although it decided to defer its discussion and follow-up for later sessions.  At its March 2006 regular session,
/ the issue was not addressed.  Finally, at its August 2006 regular session,
/ the Chair of the Juridical Committee suggested that the topic be dealt with in March 2007, when it would be able to hear the opinions on hemispheric security of the Committee’s new members, elected in June 2006 at the General Assembly held in the Dominican Republic.
2.
Activities related to hemispheric security issues carried out under the aegis of legal cooperation (2003-2006)


The Department of International Legal Affairs has carried out the following measures and actions related to the follow-up and implementation of the Declaration on Security in the Americas, under the specialized areas of its Office of Legal Cooperation:
Paragraph 19 of Section III of the Declaration (Commitments and Cooperation Measures):

“We reaffirm that the Meetings of Ministers of Justice or Ministers or Attorneys General of the Americas (REMJA) and other meetings of criminal justice authorities are important and effective fora for promoting and strengthening mutual understanding, confidence, dialogue, and cooperation in developing criminal justice policies and responses to address new threats to security.”
Main measures and actions in connection with the preceding paragraph:
· The fifth meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas (REMJA-V) was held in April 2004.  The meeting considered, inter alia, measures relating to hemispheric cooperation in fighting terrorism and organized crossborder crime, such as the recommendation of the OAS General Assembly for convening a group of experts to consider the possibility of drafting a Hemispheric Plan of Action Against Transnational Organized Crime as an integrated plan reflecting the efforts that have already been made by the different areas of the OAS regarding various aspects of the problem, pursuant to the Declaration on Security in the Americas.
· The second meeting of Central Authorities for Mutual Assistance in Criminal and Extradition Matters was held in Brasilia (Brazil) in September 2005. In light of the specific mandate from REMJA-V regarding this topic, the meeting recommended, inter alia, taking on board as contributions toward the drafting of this Plan of Action, the recommendations for strengthening cooperation on mutual assistance in criminal and extradition matters issued both by the first meeting of Central Authorities for Mutual Assistance in Criminal and Extradition Matters, held in Ottawa, Canada, in April-May 2003, and by the second meeting itself. It also stressed the importance of continuing to consolidate the cooperation pursued by those authorities under the aegis of the REMJA process.

· The sixth meeting of Ministers of Justice or of Ministers or Attorneys General of the Americas (REMJA-VI) was held in April 2006. The meeting considered the progress made in preparing the draft Hemispheric Plan of Action against Transnational Organized Crime and it agreed that, once the negotiations were concluded, the text agreed for the draft Plan of Action would be referred to the next regular session of the OAS General Assembly, pursuant to the terms of resolutions AG/RES. 2026 (XXXIV-O/04) and AG/RES. 2116 (XXXV-O/05), for its approval. Finally, it recommended that the topic of hemispheric cooperation against transnational organized crime remain on the REMJA agenda, and that REMJA-VII be informed about the contents of the Plan of Action and about the specific activities carried out in pursuit of that plan.
Paragraph 26 of Section III of the Declaration (Commitments and Cooperation Measures):

“We will develop a culture of cybersecurity in the Americas by taking effective preventive measures to anticipate, address, and respond to cyberattacks, whatever their origin, fighting against cyber threats and cybercrime, criminalizing attacks against cyberspace, protecting critical infrastructure and securing networked systems. We reaffirm our commitment to develop and implement an integral OAS cybersecurity strategy, utilizing the contributions and recommendations developed jointly by member state experts and the REMJA Governmental Experts Group on Cybercrime, CICTE, the Inter-American Telecommunication Commission (CITEL), and other appropriate organs, taking into consideration the existing work developed by member states, coordinated with the Committee on Hemispheric Security.” 

Main measures and actions in connection with the preceding paragraph:

· The regional technical workshop to be held in April 2007 in San José, Costa Rica, and the one held in December 2006 in Brasilia, Brazil, to assist the OAS member states in developing training on the forensic handling of electronic evidence and the establishment of an agency with responsibility for cybercrime to participate in the 24/7 Emergency Network set up by the G-8, under the aegis of the conclusions and recommendations of REMJA-VI.

· Production of a questionnaire dealing with national authorities and laws with responsibility for cybercrime, and its distribution among the OAS member states, in order to prepare directories of national contact points for the investigation and prosecution of such crimes and to be used to continue compiling the OAS member states’ cybercrime laws, in accordance with the conclusions and recommendations of REMJA-VI.

· The fourth meeting of the Group of Government Experts on Cybercrime, held in February 2006, adopted a series of recommendations that were later approved by REMJA-VI. Notable among these are the following:  the development of a training program to facilitate the member states’ adhesion to the G-8’s 24/7 Emergency Network and training in the forensic handling of electronic evidence; the compilation, by the General Secretariat, of the member states’ laws applicable to cybercrime; the General Secretariat’s production of an inventory of the most common forms of cybercrime and cybercriminal activities; progress with the development of best practices for preventing, investigating, and punishing cybercrime; and the General Secretariat’s consolidation of a directory of national contact points with responsibilities for cybercrime issues.
· Regional workshops to assist member states in drafting or improving their legislation for tackling the different facets of cybercrime: Mexico City in January 2004; Santiago, Chile, in September 2004; Lima, Peru, in November 2004; and Nassau, Bahamas, in September 2005. 

Paragraph 31 of Section III of the Declaration (Commitments and Cooperation Measures):

“We reaffirm our commitment to the fight against both passive and active corruption, which constitutes a threat to the security of our states and undermines public and private institutions and society’s trust, does enormous economic damage, compromises stability, erodes the rule of law, and weakens the ability of governments to respond to other security threats. Its effects extend to different fields of activity in our states. Thus, cooperation, mutual legal assistance, extradition, and concerted action to combat corruption constitute a political and moral imperative. We pledge to strengthen the Follow-up Mechanism of the Inter-American Convention against Corruption and to support the United Nations Convention on this same question.”
Main measures and actions in connection with the preceding paragraph:

· The conclusion, by the Committee of Experts of the Follow-up Mechanism for the Implementation of the Inter-American Convention against Corruption (MESICIC), in March 2006, of the first round of analysis on the ways in which 28 member states
/ involved in the mechanism have implemented the provisions of the Convention selected for review in that round, in pursuit of which 28 reports (one for each country) were adopted, containing specific recommendations for improvements, together with a Hemispheric Report summarizing those recommendations and offering an overview of the activities carried out. 

· Commencement, by MESICIC, in December 2006, of the second round of analysis into the ways in which the mechanism’s 28 member states have implemented the Convention provisions selected for analysis in that round, and adoption of the first six country reports.

· Development of a support program for the MESICIC member states in their implementation of the recommendations issued by the Committee of Experts in the first round of analysis, offering assistance in the form of technical advisory services for undertaking actions aimed at facilitating implementation. The initial phase of this cooperation project has already been launched, with that help being accepted by the first four states
/ up for analysis in that round, and it is hoped that it will continue with those of the 24 remaining member states that so request. 

· Strengthening the Mechanism for Follow-up on Implementation of the Inter-American Convention against Corruption (MESICIC), by pursuing the measures adopted toward that end by the mechanism’s Conference of States Parties in April 2004, which have taken shape in specific actions such as the Committee of Experts’ speeding up of the process of analyzing the implementation of the Convention.

· The first meeting of the Conference of States Parties of MESICIC, held in April 2004, and which considered specific additional measures for increasing transparency and combating corruption.  Further to this, a meeting was held in July 2004 in Managua, Nicaragua, which adopted a Declaration and a Plan of Action, and the pursuit of these has been ongoing through specific activities, such as the adoption of recommendations by a meeting of experts held in March 2005 related to the denial of safe haven to corrupt officials and those who corrupt them, their extradition, and the non-admission and recovery of assets and goods arising from acts of corruption and their return to their legitimate owners.
· The second meeting of the Conference of States Parties of MESICIC, held in November 2006, which adopted the Inter-American Program for Cooperation in the Fight against Corruption, which serves as an instrument for strengthening cooperation toward that aim among the American States, civil society, and international organizations.


· Cooperation activities carried with other international agencies involved in anticorruption efforts – chiefly the UN, OECD, and IDB – such as the forum held in May 2004, in Rio de Janeiro, in conjunction with the latter two organizations and the Government of Brazil, on “Conflicts of interest in the public sector in Latin America and the Caribbean,” and the “Regional High-Level Seminar for the ratification and implementation of the United Nations Convention against Corruption,” held in San José, Costa Rica, in September 2006.
Further information on the above measures and actions, and on others related to the paragraph in question, can be found on the internet at the following address: <http://www.oas.org/juridico/spanish/Lucha.html>.
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�.	64th regular session of the Inter-American Juridical Committee (Rio de Janeiro, March 2004).


�.	Dr. Eduardo Vio Grossi (Chile), member of the Inter-American Juridical Committee.


�.	Document CJI/doc.147/04.


�.	34th regular session of the OAS, held in Quito in June 2004.


�.	65th regular session of the Inter-American Juridical Committee (Rio de Janeiro, August 2004).


�.	Document submitted by Dr. Eduardo Vio Grossi.


�.	Resolution CJI/RES. 75 (LXV-O/04).


�.	35th regular session of the OAS, held in Fort Lauderdale in June 2005.


�.	67th regular session of the Inter-American Juridical Committee (Rio de Janeiro, August 2005).


�.	68th regular session of the Inter-American Juridical Committee (Washington D.C., March 2006).


�.	69th regular session of the Inter-American Juridical Committee (Rio de Janeiro, August 2006).


�.	The 28 members of MESICIC are: Argentina, Bahamas, Belize, Bolivia, Brazil, Canada, Chile, Colombia, Costa Rica, Dominican Republic, Ecuador, El Salvador, Grenada, Guatemala, Guyana, Honduras, Jamaica, Mexico, Nicaragua, Panama, Paraguay, Peru, Saint Vincent and the Grenadines, Suriname, Trinidad and Tobago, United States, Uruguay, and Venezuela).


�.	Those four member states are:  Argentina, Paraguay, Colombia, and Nicaragua.





