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Key CITEL Activities on Cybersecurity 

CITEL has recognized the central role of telecommunications in cybersecurity, and has created its own work program to focus and coordinate technical standardization and regulatory issues associated with developing a culture of cybersecurity in the region. 

CITEL believes that ensuring the security of information systems is a priority matter for the hemisphere, as information networks play an important part in the critical infrastructure of countries, their economies, and societies.  Accordingly, CITEL, through its alliances with the private sector and its Work Plan for advanced network issues, especially cybersecurity in next generation networks, is contributing substantially both to raising awareness about the critical issues that may potentially impact the region and to enhancing its work plans in these areas, facilitating focused discussions and information sharing.

In this regard, the Rapporteur Group on Cybersecurity & Critical Infrastructure of the Working Group on Policy and Regulatory Considerations of the Permanent Consultative Committee I (PCC.I) 
:

· Identified and coordinated standards and standardization tools to facilitate cybersecurity in regional networks, through a strong partnership between government and members of industry. In particular we point out the Standards Coordination Document Nr. 8: “SECURITY ARCHITECTURE FOR THE INTERNET PROTOCOL”.

· Developing a Technical notebook for the use of the Member States of the Americas and its relevant industry that identifies best practices regarding cybersecurity in regional networks.   This technical notebook will support the elaboration of appropriate tools for raising awareness of the roles and responsibilities of stakeholders in regard to the operation and use of ICT networks in the region; facilitate examination and assessment of the risks involved; build consensus with respect to the responses required to secure these networks; and assist in developing regional approaches and strategies that will increase the security of and confidence in these ICT networks. 

· Developing a Technical notebook on Critical Infrastructure Protection (CIP).  There is a high dependence of all society sectors on the telecommunication infrastructure that could be damaged, destroyed, or disturbed by terrorist acts, natural disasters, thoughtlessness, accidents, piracy, criminal activities and ill intentioned behaviors. The effective protection of the critical infrastructures demands worldwide communication, coordination and cooperation among all the interested parties and this technical notebook will provide best lessons to assist in providing basic information and establishing a common platform for the exchange of experiences, which would enhance  all kind of collaborative work in this task that is so difficult, not only due to the complexity of the systems, networks, and assets that provide the essential services for our daily life, but also due to the high interdependence amongst these infrastructures.

For this work, CITEL is liaising with other standards bodies, in particular the International Telecommunication Union (ITU).  Drawing upon the work of the ITU, CITEL is evaluating existing technical recommendations to identify those most applicable to the needs of the Americas region.  To expedite this work, CITEL has conducted joint seminars with the ITU-T on the standardization work and in particular on cybersecurity.

Recognizing the breadth and complexity of the cybersecurity challenge, CITEL supports an active multi-disciplinary approach that pools its efforts with the efforts and expertise of the Inter-American Committee against Terrorism (CICTE), and the Justice Ministers and Attorneys General of the Americas (REMJA). The OAS has adopted a Comprehensive Inter-American Cybersecurity Strategy to combat threats to citizens, economies, and essential services that cannot be addressed by a single government or combated via a solitary discipline or practice. This Comprehensive Inter-American Cybersecurity Strategy relies on the efforts and specialized knowledge of CICTE, CITEL, and REMJA.  

Taking into account the changing environment, it is important to provide training to persons of the telecommunications sector and this is achieved through the program of fellowships on telecommunications of CITEL. Based on the priorities established by the Member States, several courses have been provided on security aspects and some courses are already scheduled for the future.

Please find attached the following documents:

· Mandate and terms of reference of the Rapporteur Group on Cybersecurity & Critical Infrastructure of PCC.I. The technology aspects of cybersecurity are considered within the mandate of the Working Group on Technology that is also in the structure of PCC.I.
· Calendar of Activities of CITEL for 2008. In particular, the draft Agenda of the XII meeting of PCC.I to be held in Washington, DC, United States of America, 12-14 March, 2008, is included. 
· Blue Book “Telecommunication policies for the Americas” that was developed by CITEL jointly with the International Telecommunication Union (ITU) and was published on December 2005. In particular, I point out Chapter 11 on “Network security and critical telecommunication systems”.

· Training: 
a) 
Draft information on the distance learning course “Wireless and Mobile Network Security” Course to be provided by Julio Garavito Colombian School of Engineering therough the platform of the Center of Excellence for the Americas of the International Telecommunication Union, July 28 to August 22. CITEL will offer 15 scholarships of the complete tuition fee of US$ 200.

b)
Draft information of the distance learning course on “Fraud Prevention, Detection, and Control Techniques” that will be taught by the University Distrital Francisco José de Caldas therough the platform of the Center of Excellence for the Americas of the International Telecommunication Union, July 28 to September 12. CITEL will offer 15 scholarships of the complete tuition fee of US$ 200.

c)
More courses on the subject may be introduced on 2008 depending on operational arrangements.
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�.	In fulfillment of the mandate contained in resolution AG/RES. 2274 (XXXVII-O/07).


	� 	PCC.I has the objective to serve as a telecommunication advisory body of CITEL with respect to, among others, coordination of standards for telecommunication networks and services, with the aim of achieving the interoperability of such networks and services within the region and new policy, regulatory, and economic matters arising as a result of the rapid evolution of telecommunications.





