- 2 -

[image: image1.png]


INTER-AMERICAN COMMITTEE AGAINST TERRORISM (CICTE)

SEVENTEENTH REGULAR SESSION
OEA/Ser.L/X.2.17

April 6-7, 2017
CICTE/doc.5/17

Washington, D.C, United States
31 March 2017


Original: Spanish
report on the implementation of the 2016 work plan
of the INTER-AMERICAN COMMITTEE AGAINST TERRORISM
(Presented by the CICTE Secretariat)
REPORT ON THE IMPLEMENTATION OF THE 2016 WORK PLAN
OF THE INTER-AMERICAN COMMITTEE AGAINST TERRORISM
(Presented by the CICTE Secretariat)
Introduction
This report on the activities carried out by the CICTE Secretariat in 2016 is presented pursuant to Article 17.h of the Statute of the Inter-American Committee against Terrorism (CICTE) and Article 11.e of its Rules of Procedure.
This report is organized in accordance with the structure of the Secretariat established in Executive Order 16-01 rev 1:
a. The Counter-Terrorism Capacity-Building Section, whose purpose is to assist member states in designing and implementing policies and programs to strengthen the antiterrorist capabilities of member states, including their response to cyber incidents; and 
b. The Counter-Terrorism Policy Section, whose objective is to assist member states in designing and implementing policies and initiatives to prevent, combat, and eliminate terrorism, by developing laws, regulations, and mechanisms for cooperation.
I. COUNTER-TERRORISM CAPACITY-BUILDING SECTION
A. Cybersecurity
Through the “Comprehensive Program to Strengthen Cybersecurity in the Americas,” and with the financial support of the Governments of the United States, Canada, Spain, Estonia, and England, as well as of the private sector, the CICTE has helped strengthen member states’ capacities to detect cyber threats and to prevent, respond to, and recover from cyber incidents. In 2016, the program worked on three basic areas:
· Cybersecurity policies
CICTE helped the Dominican Republic develop its national cybersecurity policy in October 2016. It also assisted Chile, Costa Rica, and Paraguay with drawing up their national cybersecurity strategies, which are pending adoption by the respective governments. The process of developing a national strategy for Guatemala was initiated, and an executive committee was created to lead it. Colombia’s second national digital security policy was adopted in April 2016, and a cooperation agreement was signed with Colombia’s Ministry of Defense in December 2016 with the objective of developing an action plan to implement a regional knowledge center.
· Institution building
Action plans for establishing Computer Security Incident Response Teams (CSIRTs) were prepared at the request of the Dominican Republic and Saint Kitts and Nevis in March and June 2016, respectively. The “Best Practices for Establishing a National CSIRT” guide was published in April 2016. The Hemisphere-wide virtual network of CSIRTs (CSIRTAmericas.org) was inaugurated in October 2016. More than 3,000 officers from member state governments, private sectors, and civil societies were trained on cybersecurity-related subjects, including digital forensics, critical infrastructure protection, crisis management, and freedom of expression on the Web. For example, the Government of Spain helped organize the CyberEx 2016 cyber exercises for cyber incident response teams, in which 45 CSIRTs participated in a “capture the flag” exercise, and the First Summer Bootcamp, for which the Cybersecurity Program offered partial scholarships for 175 participants from 28 OAS member states. 
· Research and access to information
The report entitled “Cybersecurity: Are we ready in Latin America and the Caribbean?” was published in partnership with the IDB in March 2016, and the Observatory of Cybersecurity in Latin America and the Caribbean website was launched. Furthermore, two issues of Global Cyber Expertise Magazine were published. This magazine was developed together with the Global Forum on Cyber Expertise (GFCE), the European Union, and the African Union. An instrument was developed to collect data for the study on the economic impact of cyber incidents in Colombia, which is expected to be completed in April 2017. 

The Hemisphere-wide virtual network of CSIRTs (CSIRTAmericas.org) was inaugurated in October 2016. The Cybersecurity Program participated in discussions and contributed to the Tallin Manual 2.0, a NATO-led initiative, and the National Cybersecurity Reference Guide, an ITU-led initiative. Peru became a member of the Global Forum on Cyber Expertise. The section actively participated in forums on cyberspace and cybersecurity, including the Internet Governance Forum, the Global Forum of Cyber Expertise, Meridian, the United Nations Group of Experts, and the Council of Europe.
B. Critical infrastructure
· Tourism security
Execution began of the “Strengthening Tourism Security Capacities in the Hemisphere” project, financed by the Government of Canada. This project’s main objective is to improve member states’ tourism security response systems, by promoting methods to plan for, prevent, and manage crises, fostering the exchange of information and best practices among the sector’s principal stakeholders and public-policy makers, and contributing to the creation of public-private partnerships. 

In 2016, the section made needs-assessment visits and held preparatory meetings in Mexico, Honduras, and Belize to gather precise, pertinent information on the specific vulnerabilities and threats in each country, as well as to identify the relevant institutions and agencies for participation in the tourism security training courses. 
Also, three five-day tourism security courses were held in Mexico, Honduras, and Belize. The following were among the subjects included in the courses: public-private partnerships, tourism security standards, perception of security, disaster management and contingency plans, communication and management of the media by stakeholders involved in tourist security, evaluating and managing threats, fundamental keys to protection, etc.
A three-day preparatory meeting was held in Jamaica with public- and private-sector representatives, as a first step towards initiating technical assistance and cooperation work towards developing a draft tourism security plan for the city of Montego Bay. The draft security plan will be prepared and presented in 2017.
At the request of the Government of Ecuador, CICTE also provided assistance for writing, revising, and launching the country’s national tourism security plan. 
Finally, a needs-assessment visit was made to Antigua and Barbuda to identify threats and opportunities and to design a proposal for the agenda and the simulation exercises to be conducted at the workshop on risk management for tourist destinations to be held in early 2017.
C. Border controls
· Aviation security
The aviation security program aims to improve member states’ capacities for complying with the standards and recommended practices set out by the International Civil Aviation Organization. In 2016, three activities were held as part of the program to combat insider and outsider threats to civil aviation, with the support of the Government of the United States. Specifically, two national workshops were held on air cargo security, one in Barbados from July 18 to 22 and one in the Commonwealth of Dominica from June 6 to 10. The primary objective of these workshops was to maximize the capacity of the relevant officers to effectively oversee the implementation of the air cargo security measures. In addition, the workshops served as a guide for the participants on creating the framework for a National Cargo Security Program.
A regional workshop on insider threats was also held in Antigua and Barbuda from July 25 to 29. This workshop was a pioneering initiative in the Caribbean, with the primary aim of familiarizing the participants with insider threats to aviation security, as well as with practices to mitigate those threats and vulnerabilities.
· Migration and document security
A two-year project to strengthen capacities for controlling borders and irregular migration in Central America was launched in 2016. The first year of this project was financed by the Government of the United States. The project’s objective is to improve the participating institutions’ capacities for preventing and combating the transit of high-risk individuals, wanted persons, and extremist groups across the land borders of Central America and Mexico.
The first activity was a subregional meeting entitled “Preparatory mission and action plan on border controls and irregular migration.” It was held to officially present the project to be implemented in the beneficiary countries (Mexico, Guatemala, El Salvador, Honduras, and Belize) and likewise, to exchange ideas and information with the aim of identifying areas of opportunity and vulnerabilities on the borders and in their institutions. 
The mission also aimed to foster cooperation to prevent and combat the cross-border crime that affects the region’s security, and to facilitate the transit of migrants in a safe, organized way while simultaneously reinforcing the countries’ efforts on human rights. High-level officers from various bodies, including migration, law enforcement, and customs agencies, all participated in the meeting in order to outline an action plan aimed at addressing the specific needs of each country and region with regard to border control and irregular migration. 
As a result of this action plan, a group of experts from various institutions made assessment visits to the land borders, specifically to 26 control and entry points in Mexico, Guatemala, and Belize, with the purpose of drawing up a report that will serve as the foundation for establishing a binational training program for migration, customs, and police officers from Mexico and Guatemala. In a later phase, subject to financing, the section intends to visit the land entry points in southern Guatemala and northern El Salvador and Honduras to perform assessments and subsequently train their border officers through binational workshops.
A national course on inspecting documents and preventing fraud was also held in Bogotá, Colombia. Its principal objective was to improve the training of law enforcement, migration, passport, and customs officers on inspecting travel and identity documents to detect false documents, so as to prevent the falsification and fraudulent use of these types of documents. The course was aimed at mid- and high-level officers with responsibilities in the areas of migration, customs, law enforcement, and passport issuing.
· Container and freighter security
This program’s objectives include strengthening the state institutions tasked with preventing terrorist groups or members of organized crime groups from illegally bringing in weapons, explosives, drugs, and persons using containers and freighters as their main access route. With support from the Government of Canada, in 2016 the section worked with the Government of Honduras to train officers assigned to Puerto Cortés, in order to improve their capacities for detecting illegal materials hidden in containers and vessels. The section also worked with the Government of Mexico to improve the training centers for Tax Administration Service and Naval Secretariat officers, whose duties include preventing and combating such unlawful acts. Finally, the section began analyzing and designing training courses to support the security efforts being made in Belize, Chile, Colombia, Costa Rica, Peru, the Dominican Republic, and Trinidad and Tobago. 
The section further worked to expand the interagency cooperation model, in which the Canada Border Services Agency and United States Customs and Border Protection have actively participated. The aim was to include other cooperating agencies from the member states and thereby reinforce south-south cooperation in the Hemisphere.
· Supply chain security
In 2016, through the project entitled “Strengthening Authorized Economic Operator (AEO) Programs in the Hemisphere,” the section made four validation visits, supported four outreach workshops for the private sector, and held two internal workshops for customs officers in Chile, the Dominican Republic, and Panama. CICTE also provided feedback on best practices and suggested methods for increasing the number of certified companies. 

These activities took place with support from the Government of the United States, and they were intended to strengthen the capacities of international supply chain security specialists who participate in Authorized Economic Operator programs. The CICTE Secretariat also provided support for holding workshops to raise the awareness of 50 customs authorities that do not participate in the AEO program on the benefits thereof. Currently, there are 17 AEO programs in the Hemisphere and CICTE cooperates with 14 of them. The Inter-American Development Bank and the World Customs Organization are important partners.
The national AEO programs form alliances with private-sector companies to strengthen the international supply chain. For a company to be certified as an AEO, it must fulfill some minimum security requirements and ensure that its employees also comply with certain specifications. In 2016, the CICTE Secretariat also spearheaded efforts to promote the program with more than 450 representatives of the private sector.
· Maritime security
In 2016, a maritime security program focused on the Americas and the Caribbean was launched with support and financing from the Government of Canada. As part of this program, over a four-year period ports will be assessed and training courses will be held on a variety of port and maritime security issues. The port assessment component of the program is divided into three stages: an initial evaluation of the port by a team of experts, a training course based on the vulnerabilities identified, and an evaluation of the application of the recommendations made. The program’s second pillar centers on training port and maritime staff at the national and subregional levels, focusing on issues like supply chain security, maritime domain awareness, the exchange of information, maritime commerce resilience, and crisis management exercises.  

Two workshops on maritime domain awareness were held in 2016, benefitting 98 participants and 14 member states: a subregional workshop for the Caribbean in Kingston, Jamaica, and a national workshop in Manzanillo, Mexico. Evaluations will be conducted in the second quarter of 2017 to measure the impact of these two workshops. Furthermore, the first stage of the security assessment of the port facilities at the Balboa and Cristóbal terminals of the Colón Free Trade Zone in Panama was launched, as was the port assessment of the Big Creek port in Belize. For this first stage, a questionnaire was developed in both English and Spanish on the implementation of the International Ship and Port Facility Security Code and other international regulations, to make it possible to assist the member states in complying therewith. 

In 2017, the second stage of the port assessments will begin with training sessions in Panama and Belize, and the first stage will be launched in Costa Rica and Mexico. Furthermore, eight national and two subregional training sessions will be held to improve the member states’ capacities with regard to protecting their ports and maritime domain. 
II.
COUNTER-TERRORISM POLICY SECTION 
· Terrorism financing
In 2016 a workshop was held as part of the “Vulnerable Archipelagos: cooperation among Pacific and Caribbean states to prevent money laundering and terrorism financing” project, whose objective was to develop interregional (Caribbean/Pacific) cooperation to combat money laundering, terrorism financing, and all other forms of illegal financing. Officers from agencies working to combat terrorism financing in Barbados, Dominica, Grenada, Saint Vincent and the Grenadines, Trinidad and Tobago, Kiribati, Micronesia, Samoa, and Tonga focused on performing a comparative analysis of their systems for combating terrorism financing, exchanging experiences and the best practices of the two regions. 
The topics addressed in the workshop included:  the international and domestic legal frameworks in the small Pacific and Caribbean island states, their similarities and differences, mutual recommendations, current trends, methods for investigating and prosecuting the crimes of money laundering and terrorism financing, and the current status of international cooperation on the matter.
In addition, a subregional workshop on “Combating terrorism financing and money laundering: minimizing the risks in free-trade zones” was held in the city of Iquique, Chile, as part of the “Terrorism Financing and Money Laundering in Free-Trade Zones” project and in coordination with Chile’s Ministry of the Interior and Public Security. Representatives of the agencies involved in controlling and supervising such zones in Chile, Bolivia, and Peru participated in this workshop. The project’s objective is to facilitate and streamline the legal movement of goods, services, and persons in free-trade zones (FTZs), while simultaneously ensuring that such operations are carried out following regulations and safeguarding the legality of commercial transactions in the region’s free economic zones.
Held with the financial support of the Government of the United States, the workshops under this project focused on: promoting the exchange of legislative and regulatory models to minimize the risks of the region’s FTZs, and encouraging more cooperation among the free economic zone regulatory agencies through internal, interinstitutional, and international cooperation among the participating countries’ customs, police, and financial regulatory agencies. 

As an outcome of this experience, the CICTE Secretariat is preparing a document on trends in and the typology of this phenomenon in the region. This assessment will be geared towards making national and regional recommendations in order to tackle the fight against terrorism financing and money laundering in free economic zones, and to evaluate how it can be transferred to other FTZs in the region. The report will also include a section on best legislative practices for combating terrorism financing and money laundering in the nation, subregion, and Hemisphere.
· Implementation of United Nations Security Council resolution 1540
In 2016, the Implementation of United Nations Security Council Resolution 1540 (2004) Program focused on executing two projects financed by the Governments of Canada and the United States that were designed to provide legislative assistance to 10 member states (Mexico, Costa Rica, Guatemala, Panama, El Salvador, Honduras, Colombia, Chile, Uruguay, Paraguay) to help them adapt their laws to the obligations set forth in resolution 1540 (2004). In addition to giving significant legislative assistance to Mexico, Panama, Guatemala, and Colombia, CICTE has provided technical assistance for drafting and amending the national action plans in Panama, Chile, Guatemala, and Colombia, and has advised the Government of Chile on drawing up its bill on the international trade of defense and dual-use materials.
Along those lines, Mexico has received legislative assistance for implementing the regulatory pillar of its national action plan and, specifically, the following legal texts have been written: (1) draft law for the freezing of assets intended for financing terrorism and the proliferation of weapons of mass destruction, (2) draft law on strategic trade, (3) draft amendment of the Federal Criminal Code to classify crimes associated with the proliferation of weapons of mass destruction, the financing thereof, the defense of terrorism, and proliferation and recruitment to those ends, (4) draft amendment of the Tax Code of the Federation with regard to the contraband of nuclear material, (5) draft law on nuclear security giving effect to Article 27 of the Constitution, and (6) draft regulations on the transport of nuclear and radioactive material.

In turn, Panama has received legislative assistance for drafting the following legal texts: (1) draft decree establishing control over the trade and safe transport of dual-use material for reasons of national and international security, (2) draft decree establishing the national interinstitutional plan to prevent, prepare for, and respond to threats and incidents involving chemical, biological, radiological, nuclear, or explosive materials through a unified command center under the direction of the National Security Council, among other provisions, and (3) draft amendment of the Criminal Code to classify crimes associated with the proliferation of weapons of mass destruction and the financing thereof. 
The CICTE Secretariat participated as a speaker in the meeting organized by the Government of Chile and the 1540 Committee to strengthen the capacities of the OAS member states’ resolution 1540 focal points of contact, as well as in three open debates on resolution 1540 held at the Security Council and in the revision of that resolution, which culminated with the adoption of resolution 2325 (2016).
And in October 2016, in partnership with the Governments of Panama and Spain, and with financial support from Canada, CICTE held a high-level parallel event on the implementation of resolution 1540 (2004) in connection with the 71st Regular Session of the United Nations General Assembly.
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