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The principle objective of the Inter-American Committee against Terrorism (CICTE) is to promote and develop cooperation among member states to prevent, combat, and eliminate terrorism, in accordance with the principles of the Charter of the Organization of American States and with the Inter-American Convention against Terrorism, and with full respect for the sovereignty of states, the rule of law, and international law, including international humanitarian law, international human rights law and international refugee law.

The scope of CICTE’s work and that of its Secretariat are set forth in both the CICTE Statutes and Rules of Procedure. Mandates are established by member states through CICTE declarations and pertinent OAS General Assembly resolutions and declarations. Unless otherwise indicated, all mandates assigned to CICTE and its Secretariat are considered to be ongoing. Additional strategic objectives and lines of action have been established by the member states through the Organization’s Strategic Vision exercise, under the multidimensional security pillar.

The CICTE Statutes determine that the CICTE Secretariat shall provide technical and administrative support, including the preparation of cooperation program and projects in accordance with the Work Plan. Executive Order 16-01, Rev. 1, which was approved by the Secretary General on July 19, 2016, establishes the internal structure of the Secretariat, which is a dependency of the Secretariat of Multidimensional Security. Specifically, Executive Order 16-01, Rev. 1 determined that the CICTE Secretariat shall be composed of two sections:

a) The Counter-Terrorism Capacity Building Section, whose primary purpose is to assist member states in the design and execution of policies and programs to strengthen the antiterrorist capabilities of the member states, including their cyber-incident response; and

b) The Counter-Terrorism Policy Section, whose primary purpose is to assist member states in the design and implementation of policies and initiatives to prevent, combat and eliminate terrorism, including through the development of laws, standards and cooperation mechanisms.


Specifically, the Counter-Terrorism Capacity Building Section implements programs aimed at strengthening cyber security, critical infrastructure and border controls (including maritime, aviation and land borders), while the Counter-Terrorism Policy Section primarily looks at activities related to national policies and legislation to prevent and combat terrorism, including terrorism finance, as well as implementation of UNSCR1540 and the Inter-American Convention against Terrorism.

The organization of this 2017 CICTE Work Plan mirrors the internal structure of the Secretariat. Each programming area is accompanied by a general program objective, as well as indication of possible implementing partners. Furthermore, in addition to outlining planned activities, this Work Plan includes a section on expected results. It is important to underscore that the activities to be carried out, as well as the results achieved, will be largely dependent on the availability of human and financial resources. Programs that currently have available funding have been identified as such. 

The CICTE Secretariat will keep member states regularly apprised of the status of implementation of this Work Plan and will present a final report of activities carried out, \ including results achieved and any notable accomplishments and/or challenges, during CICTE’s Eighteenth Regular Period of Sessions.

I. COUNTER-TERRORISM CAPACITY BUILDING SECTION

A. Cyber security 

 

	Program: Cybersecurity

	Program Objective: Strengthen the capacity of Member States to detect cyber threats, as well as to prevent, respond to and recover from cyber incidents through the comprehensive program “Strengthening Cyber Security Capabilities in the Americas” that works in 3 core areas: policy development, institutional strengthening, and research and outreach.

	Partners: Global Affairs Canada (GAC), Public Safety Canada, United Kingdom Foreign and Commonwealth Office (UKFCO), US Department of Homeland Security (DHS), US Department of State (DOS), US Secret Service (USSS), Ministry of Foreign Affairs and Cooperation of Spain (MAEC), Spanish National Cybersecurity Institute (INCIBE), Spanish National Center for the Protection of Critical Infrastructure (CNPIC), Estonian Information System Authority (RIA), INTERPOL, Inter-American Development Bank (IDB), World Economic Forum (WEF), Global Forum on Cyber Expertise (GFCE), Forum of Incident Response and Security Teams (FIRST), Information Systems Audit and Control Association (ISACA), Microsoft, Trend Micro, Symantec, Kaspersky, Global Cyber Security Capacity Centre (GCSCC) at the University of Oxford, STOP.THINK.CONNECT. Messaging Convention, National Cybersecurity Alliance, Commonwealth Cybercrime Initiative (CCI), Commonwealth Telecommunication Organization (CTO), CARICOM-IMPACS, Young Americas Business Trust (YABT), Open Web Application Security Project (OWASP), Argentine Association of Users of ICT (USUARIA), Internet Corporation for Assigned Names and Numbers (ICANN), South School of Internet Governance (SSIG), REMJA, CITEL, CIDH

	Project
	Activity
	Expected Results in 2017

	Policy Development
	Organize national workshops and missions on the development of national cybersecurity strategies.

Prepare draft national cybersecurity strategies and implementation plans for consideration of appropriate authorities in member states.

Provide expertise and support in the design and implementation of awareness-raising campaigns.

Develop and deliver cybersecurity courses and awareness-raising activities, targeting policymakers, leaders in the public and private sectors, civil society and academia.
	2 national cybersecurity strategies developed or updated.

 

Awareness-raising strategy designed and disseminated in member states.



	Institutional Strengthening
	Organize national workshops, technical training, and/or technical assistance missions to assist member states in the establishment or strengthening of their CSIRT and in the development of incident response capacities.

 

Provide equipment and software for government-led CSIRTs.

 

Redesign, maintain and promote the OAS Virtual Hemispheric CSIRT Network online platform, adding new features as needed.

 

Organize cyber exercise (i.e. International CyberEx 2017) based on sector specific scenarios and current cyber threats in partnership with INCIBE.

Organize cyber hackathon for graduate students and civil society actors in partnership with US Department of State.

 

Organize technical trainings at the national, sub-regional or regional level for information security technicians, critical infrastructure operators and law enforcement officers on topics such as critical infrastructure and industrial control systems protection, basic and advanced incident response techniques, digital investigative techniques and usages in the Internet for criminal and terrorist purposes.

 

Organize technical trainings at the national, sub-regional level or regional level on techniques to combat the use of the Internet for terrorist and/or organized crime purposes.

 

Facilitate the participation of OAS member states’ incident response professionals, law enforcement, and policymakers in the Summer BootCamp in Leon, Spain, in partnership with INCIBE.

Organize a massive open online course (MOOC) on cybersecurity for law enforcement authorities in partnership with INCIBE.

Organize activity on topics related to cybersecurity and Internet Governance issues.

 

Organize cybersecurity trainings for young professionals (“Creating a career path in digital security”).

 

Organize cybersecurity workshops for small and medium-sized enterprises (SMEs) and entrepreneurs on safe online business practices (“Creating a career path in digital security”).

 
	1 national CSIRT established or strengthened in member states.

 

Fully operational OAS Virtual Hemispheric CSIRT Network.

 

100 government and private sector officials with cybersecurity responsibilities trained in incident response through the International CyberEx 2017. 

 

250 government and private sector officials with cybersecurity responsibilities in member states trained on topics relevant to their functions.

 

50 participants trained in response management to cybernetic incidents, through a cyber hackathon.
50 technical professionals trained on techniques to combat the use of Internet for terrorist and organized crime purposes.

 

100 OAS member states’ incident response professionals, law enforcement, and policymakers trained in the Summer Boot Camp.

100 law enforcement authorities trained through the MOOC in partnership with INCIBE.

50 government and private sector officials participated in activity related to cybersecurity and Internet Governance issues.

 

80 youth from low-income communities trained on cybersecurity.

 

200 entrepreneurs educated and made aware of safe online business practices.        

 

	Research and Outreach
	Produce report on regional cybersecurity trends and issues, in collaboration with partner institutions.

 

Consolidate and analyze data, and prepare draft “Study on the economic impact of cyber incidents on Colombia”.

 

Facilitate the participation of member states officials with cybersecurity responsibilities, and of OAS General Secretariat experts, in international cyberspace initiatives and dialogue.

 

Coordinate or support regional high level and working level meetings on confidence-building measures in cyberspace.

 

Build relationships and negotiate agreements with institutions that have cybersecurity expertise in the public and private sectors, academia and civil society.

Update the data and country profiles in cybersecurityobservatory.com.

Organize workshop on cybersecurity and gender inclusion in partnership with INCIBE.
	The principal trends and problems in cybersecurity identified and published in a report.
Identified the economic impact of cybersecurity incidents in Colombia, through a report shared with and validated by Colombian authorities.
15 cybersecurity officials from member states and the OAS/GS actively participate in regional and global cyberspace initiatives and dialogue.

 

Database of cybersecurity experts who can participate in technical missions, developed and maintained.

 

Cybersecurityobservatory.com updated.

50 stakeholders from OAS member states participate in the workshop on cybersecurity and gender inclusion.           


B. Critical infrastructure
	Program: Critical Infrastructure

	Program Objective: Strengthen capacity of Member States to prevent, combat, and eliminate terrorist threats and attacks against critical financial, transportation and telecommunications infrastructure, including tourism and recreational sectors.

	Partners: Global Affairs Canada, Government of Mexico, United Nations Crime and Justice Research Institute (UNICRI), Federal Bureau of Investigation (FBI), United Nations World Tourism Organization (UNWTO), World Health Organization (WHO), AMERIPOL, Royal Canadian Mounted Police (RCMP), Hudson Trident, Rovertech International, Centry Global, AECUO

	Project
	Activity
	Expected Results in 2017

	Strengthening Tourism Security and Terrorism Crisis Response in Tourism Destinations in the Americas (funding available)
	Needs assessment to collect relevant and precise information on security vulnerabilities and challenges from the perspective of public and private sector officials in situ.

Basic Training Course on Tourism Security

Integrated Tourism Security Plan through the establishment of Public and Private partnerships

Specialized trainings on Risk Management and Crime Prevention in Tourism destinations
	100 officials from 4 countries trained and informed on the basic aspects of tourism security.
1 national tourism security plan drafted and presented.
At least 75 officials trained in risk management and crime prevention.


C. Border Controls

	Program: Aviation Security

	Program Objective: Strengthen the capacity of Member States to comply with the standards and recommended practices established by the International Civil Aviation Organization (ICAO), its annexes (particularly Annex 17), and other recommendations with respect to safeguarding international civil aviation and its facilities to prevent and combat potential acts of terrorism as well as other unlawful interference. 

	Partners: US Department of State, International Civil Aviation Organization (ICAO), US Transportation Security Administration (TSA), Canada Border Services Agency (CBSA), Israeli Agency for Development and Security Agency, International Air Transport Association (IATA)

	Project
	Activity
	Expected Results in 2017

	Combat Internal and External Threats to Civil Aviation (funding available)
	Identify and provide training and technical assistance to ensure implementation of ICAO-based recommended practices, standards, procedures, quality control measures and other security practices
	50 officials trained in Airport Access Control Techniques


	Combat Internal and External Threats to Civil Aviation (pending funding)
	Identify and provide training and technical assistance to ensure implementation of ICAO-based recommended practices, standards, procedures, quality control measures and other security practices
	50 officials trained in identification and mitigation of insider threats in airports.
50 officials trained in cargo security in airports.


	Program: Immigration and Document Security

	Program Objective: Strengthen the capacity of Member States to ensure the safe movement of people throughout the Hemisphere and enhance security measures for the issuance and control of travel and identity documents.

	Partners: US Department of State, INTERPOL, Homeland Security Investigations, Forensic Laboratory-U.S. DHS, Federal Bureau of Investigation (FBI), US Customs and Border Protection (CBP), International Civil Aviation Organization (ICAO), International Organization on Migration  (IOM), FRONTEX, SICA, SIECA

	Project
	Activity
	Expected Results in 2017

	Capacity Building for Border Controls and Irregular Migration in Central America - Year II (Pending funding)
	Binational Workshops on Border Controls and Irregular Migration

International Technical Cooperation Missions

Sub-regional Border Controls and Irregular Migration Workshops


	A study with recommendations on the training requirements of approximately 25 border control points (Immigration, Customs, Police) between Mexico, Guatemala, El Salvador, Belize, and Honduras.
At least 100 officials with direct responsibility at land borders received training on topics, including document examination and fraud prevention, interview techniques, smuggling and trafficking in persons, victim protection, and human rights and gender issues related to irregular migration, especially of unaccompanied minors. 

	Strengthening Border Controls  in Dominican Republic (pending funding)
	Training Courses on Passenger Interdiction

Training Courses on Travel Documents Examination and Fraud Prevention

Train-the-Trainer Course on Basic Travel Document Examination and Fraud Prevention

Border Controls and Integrated Border Management Workshops


	At least 200 first-line immigration officials, law enforcement officers, and other personnel responsible for control of cross-border movement of persons and checkpoints at airports, ports, and borders trained to examine and detect altered or falsified travel documents and to identify impostors.

At least 200 immigration officials received training on the international standards for the control and issue of travel documents, and on the use of INTERPOL databases available for border control and management.

At least 200 officials with direct responsibility for control and issuance of travel and identification documents trained on issues related to “Comprehensive Border Management” and “Identity Management.”



	Program: Cargo and Container Security

	Program Objective: Strengthen the capacity of Member States, particularly authorities responsible for border control, to secure the movement of cargo and containers through national points of entry, and to promote information sharing and cooperation between key government agencies and other stakeholders throughout the region.

	Partners: Global Affairs Canada, Canada Border Services Agency (CBSA), U.S. Customs and Border Protection Agency (CBP), Douanes Et Droits Indirects – France, Servicio de Administración Tributaria de Mexico (SAT), Inter-American Committee on Ports (CIP)

	Project
	Activity
	Expected Results in 2017

	Strengthening Cargo Security in the Americas (funding available)
	Assessment Visits to gather relevant information and determine local capacities in order to shape the curriculum and areas of focus for the Training Activities.

Carry out national Cargo Vessel Security and Container Inspection Courses (Train the Trainers). 

Carry out national Cargo Vessel Security and Container Inspection Replication Courses (Trainers train their Nationals). Local trainers deliver trainings with the support of CICTE provided experts to strengthen their instructional capacity.
	5 diagnostic studies on security and protection of cargo vessels and containers prepared. 

40 officials trained in techniques for inspection of containers, cargo vessels, risk analysis, and response to port incidents.
60 officials trained in cargo vessel security and inspection techniques in ports.



	Program: Supply Chain Security

	Program Objective:  Strengthen the capacity of Member States to ensure the secure movement of goods.

	Partners: US Department of State, World Customs Organization, Inter-American Development Bank, US AEO program, Dominican Republic AEO program, Canada AEO program

	Project
	Activity
	Expected Results in 2017

	Fortifying Authorized Economic Operators in the Hemisphere (funding available)
	Allow for exchange of best practices between customs agencies regarding private sector engagement, validation techniques, post-incident analysis, suspensions/expulsions and program organization. 
Provide training to increase knowledge of supply chain security best practices for specific AEO programs. 
	At least 10 Peruvian officials responsible for implementing the “Authorized Economic Operators” program are better prepared to cooperate with the private sector and to implement supply chain security standards.

At least 10 Jamaican officials trained in validation techniques and better prepared to strengthen implementation of the national program.

25 officials responsible for implementing the “Authorized Economic Operators” program in their respective countries trained in areas such as minimum security requirements, validation, container inspection, and various aspects of supply chain security.  

	Fortifying Authorized Economic Operators in the Hemisphere, Phase II (pending funding)
	Provide feedback and identify capacity building goals for a growing AEO program 
Allow for exchange of best practices between customs agencies regarding private sector engagement, validation techniques, post-incident analysis, suspensions/expulsions and program organization. 

Provide expertise in the development and implementation of a Private Sector Engagement Strategy 


	8 countries strengthen their level of implementation of the Authorized Economic Operators Program.

At least 100 customs officers trained in validation techniques, post-incident analysis, and suspensions and expulsions, with a view to improving supply chain security.
1 strategy to encourage participation of the private sector in the Authorized Economic Operators program developed and outreach delivered.


	Program: Maritime Security

	Program Objective: Increase the capacity of Member States to strengthen maritime and port security, primarily through greater compliance with International Maritime Standards (IOS) 

	Partners: Global Affairs Canada, International Maritime Organization, World Customs Organization, Inter-American Committee on Ports (CIP), US Coast Guard, Transport Canada, Canada Border Services Agency, Public Safety Canada, Canadian Coast Guard, Hudson Analytix

	Project
	Activity
	Expected Results in 2017

	Enhancing Maritime Security to Combat Crime and Terrorism in the Americas (funding available)
	Provide training / exchange of best practices on maritime domain awareness and port state control

Provide training/exchange of best practices on supply chain security and risk assessment and management

Provide training/exchange of best practices on maritime commerce resilience 
	90 maritime, port, and/or customs officials educated on the international standards governing maritime domain and government port controls, with a view to improving maritime security.
120 maritime officials trained in supply chain security and risk assessment and management in ports and on maritime domain.
30 maritime officials trained in maritime commerce resilience in order to strengthen the response capacity of port facilities.

	Canada-Mexico Partnership for Port Security Assessments and Follow-on Capacity Building and Training (funding available)
	Assessment of vulnerabilities and training needs 

Design and delivery of training modules to promote compliance of International Ship and Port Facility Security (ISPS code) and to strengthen maritime security regimes in targeted ports
	An assessment of vulnerabilities related to implementation of the International Ship and Port Facility Security Code (ISPS) and other national and international standards in 3 ports in Mexico, Panama, and Costa Rica prepared and delivered to the authorities in question.
90 national officials in 3 ports trained in application of the ISPS Code, to strengthen the maritime security systems in selected ports in Mexico, Panama, and Costa Rica.


II. COUNTER-TERRORISM POLICY SECTION

	Program: Terrorism Finance

	Program Objective: Strengthen the capacity of Member States to comply with international and regional legal obligations to prevent and combat the financing of terrorism.

	Partners: US Department of State, GAFILAT, CFATF, CARICOM, UN/CTITF, UNODC/TPB, UN/CTED, AMERIPOL

	Project
	Activity
	Expected Results in 2017

	Capacity building to address Terrorist Financing and Money Laundering in Free Trade Zones (FTZ) (Funding available)
	Carry out technical assessments/comparative analysis of typologies and patterns of ML/TF in three Free Trade Zones.

Identify gaps in the implementation of effective ML/CT. 

Present national and regional guidelines for addressing ML/TF in FTZs, and assess their transferability to other FTZs throughout the region.

Share best legislative practices for AML/CFT.


	15 experts provided data and conclusions, and their experiences and best practices for preparation of a comparative analysis on laws and regulations against terrorism financing.

1 comparative analysis of typologies and patterns of money laundering and terrorism financing in 3 Free Trade Zones in Latin America, prepared and delivered in the region.


	Support the implementation of legal frameworks to prevent and combat terrorism financing in the Americas (Pending funding)
	Provide legal assistance in the implementation and enforcement of national legislation.

Provide operational support to detect and dismantle terrorism financing.

Develop tools and mechanisms for implementing TF legal framework and conducting TF related investigations.

Promote best practices and the exchange of inter-agency information, mutual legal assistance and international cooperation.
	4 assessments to determine the status of national legislation compliance with international obligations, designed and delivered.

4 financial investigation methodologies for terrorism financing cases, designed and delivered.

75 participants trained to develop new analytical skills for prevention of terrorism financing.




	Program: Implementation of UNSCR Resolution 1540

	Program Objective: Strengthen the capacity of Member States to prevent, combat and react against the misuse of nuclear, biological, chemical or radiological materials (CBRN) by non-state actors, primarily through implementation of UNSCR 1540

	Partners: Canada (GPP -Global Partnership Program), United States (EXBS – Export Control and related Border Security Program), United Nations Office for Disarmament Affairs (UNODA), 1540 Committee, the Group of Experts of the 1540 Committee, UNSCR1540 CARICOM regional coordinator, OPCW, IAEA, UNLIREC, UNODC. WHO and civil society (Stimson Center, Vertic).

	Project
	Activity
	Expected Results in 2017

	Legislative assistance for UNSCR 1540 Implementation in the Americas (Funding available)


	Strengthen national legal frameworks through drafting, adoption and implementation of chemical, biological, radiological nuclear (CBNR) materials legislation and national legislative strategies to prevent and combat any threat to national and international security caused by the risk that non-state actors may acquire, develop or use weapons of mass destruction, pursuant to the provisions of UNSC Resolutions 1540 (2004) and 2325 (2016).

Assist with the adoption and enforcement of appropriate laws in Mexico, Guatemala, Costa Rica, El Salvador, Honduras, Panama, Colombia, Chile, Paraguay and Uruguay for the national implementation of UNSCR 1540 (2004) on the criminalization of proliferation- related offenses and their means of financing, laws on strategic trade and export control of dual-use materials, nuclear legislation and regulations on smuggling of CBRN materials.

Design and delivery of capacity building activities to promote compliance with UNSCR 1540 mandates.


	7 proposed laws to reform the Penal Codes to criminalize proliferation related offenses, and counter-terrorism and non-proliferation financing, drafted and submitted

2 proposed laws on Strategic Trade and Export Control of dual-use material drafted and submitted

5 proposed laws and regulations  on nuclear matters, drafted and submitted

40 participants informed on the mandates of Resolution 1540 and trained in counter-proliferation financing measures. 
1 peer review activity implemented 

25 participants trained   on licensing patterns, risk analysis, information sharing, investigative techniques and prosecution on proliferation related offenses, export control of dual-use material, and border security procedures for the detection and prevention of illicit trafficking of CBRN materials, with special attention to nuclear material smuggling.

	Enhance regional activities in the promotion of the implementation of UNSCR 1540 in the Americas Name of project (Funding available)
	Technical assistance OAS Member States to identify national priorities for implementing UNSCR 1540, develop their voluntary National Action Plans, encourage national reporting on the status of UNSCR 1540 implementation and promote regional and sub-regional coordination and cooperation in this area.
	20 participants trained on development of National Action Plans related to Resolution 1540.
1 OAS 1540 Regional Coordinator appointed

1 Regional Network of National Points of Contacts built

2 National Action Plans drafted and submitted

1 strategy for regional implementation of UNSCR 1540 designed.

	Technical assistance on the drafting and implementation of the UNSCR 1540 National Action Plans in Panama, Costa Rica, Colombia and Chile (Funding available)
	Technical assistance missions to the Governments of Costa Rica and Colombia for the drafting of the National Action Plans to map out their priorities and strategies for implementing the provisions of resolution 1540 (2004), strengthen inter-agency coordination and generate strategic alliances with key sectors – government, industry, academia, parliamentarians and civil society. 
	2 National Action Plans drafted and submitted

	Technical assistance on the implementation of UNSCR 1540 National Action Plan in Mexico (Funding available)
	Legislative assistance to strengthen the capacity of Mexico to prevent, combat and react against the misuse of CBRN materials by non-state actors,  based on the needs and challenges identified in its legislation, through the reform of the General Health Law to regulate the biological materials regime and the administrative coercive regime and the Federal Law to Control Chemical Substances Capable of Being Diverted to the Fabrication of Chemical Weapons to adapt its administrative sanctioning regime.
	Proposed reform of the General Health Law to regulate the biological materials regime and the administrative coercive regime drafted and submitted

Proposed reform of the Federal Law to Control Chemical Substances Capable of Being Diverted to the Fabrication of Chemical Weapons to adapt its administrative sanctioning regime drafted and submitted


	Program: Counterterrorism Legislative Assistance and Policies

	Program Objective: Support Member States in the design, implementation and evaluation of national policies and legal frameworks to prevent, combat and eliminate terrorism

	Partners: SICA, CELAC, Counter-terrorism Task Force (APEC), UN Counter-Terrorism Executive Directorate (CTED) Counter-Terrorism Implementation Task Force (CTITF)

	Project
	Activity
	Expected Results in 2017

	Enhancing Counter-terrorism Strategies in the Caribbean (pending funding)
	Provide technical assistance and expertise for the development of a regional counter-terrorism strategy for the CARICOM region

Deliver training on the development of appropriate legislation aimed at preventing terrorism and the prevention of new methods

Deliver training on techniques to investigate terrorist activities, using a “train-the-trainer” format. 

	Matrix of counter-terrorism legislative capacities in the Americas, mapped

Regional Counterterrorism Strategy for CARICOM Member States, developed

Recommendations for strengthening terrorism-related legislation in 4 CARICOM Member States, provided

100 law enforcement officials from CARICOM member states, trained in techniques and tools to investigate and prosecute terrorist activities.

	Promote implementation of legal instruments and treaties to prevent and combat terrorism
	Increase awareness among policy makers, and political leaders of the importance of the ratification, incorporation and implementation of the universal legal instruments against terrorism and compliance with relevant UN Security Council Resolutions dealing with terrorism, especially UNSC Res. 1373, as well as the Inter-American Convention against Terrorism
	Strategy to promote increased ratification of the Inter-American Convention against Terrorism, designed and implemented.


	Strengthen regional cooperation mechanisms 
	Organize annual CICTE meeting and preparatory meetings

Promote cooperation and coordination among CICTE National Points of Contact 

Participate in international, regional and subregional events to promote the work of CICTE and its Secretariat
	CICTE Work Plan implemented by the Executive Secretariat.
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