- 5 -

[image: image1.png]


INTER-AMERICAN COMMITTEE AGAINST TERRORISM (CICTE)

WORKING GROUP ON COOPERATION AND

 

OAS/Ser.L/X.5
CONFIDENCE-BUILDING MEASURES IN CYBERSPACE

CICTE/GT/MFCC/doc.9/19 rev. 1
Second Meeting

16 April 2019
Santiago, Chile

Original: English

April 23-24, 2019







DRAFT DETAILED SCHEDULE

SECOND MEETING OF THE WORKING GROUP ON COOPERATION

AND CONFIDENCE-BUILDING MEASURES IN CYBERSPACE

(Presented by the delegations of Chile and Colombia)

BACKGROUND

The Inter-American Committee against Terrorism (CICTE) during its Seventeenth Regular Session through Resolution CICTE/RES.1/17 established the Working Group on Cooperation and Confidence-Building Measures in Cyberspace on April 7, 2017 with the mandate to ‘prepare a set of draft confidence-building measures (CBMs), based on the consensus reports of the United Nations Group of Governmental Experts (UN GGE) to enhance interstate cooperation, transparency, predictability and stability and to reduce the risks of misperception, escalation, and conflict that may stem from the use of ICTs, and report its advances and activities to the Inter-American Committee against Terrorism (CICTE) and the Committee on Hemispheric Security of the OAS.’
The first meeting of the Working Group on Cooperation and Confidence-Building Measures (CBMs) in Cyberspace was held from February 28-March 1, 2018, during which a Draft Set of “Cyber CBMs for the Inter-American System” was presented to the working group for their consideration. These proposed Cyber CBMs were agreed to with a proposed plan of action to establish additional measures. The Working Group also agreed that the Cybersecurity Program within the OAS-CICTE Secretariat would serve as the Technical Secretariat for the ongoing Working Group. 

In accordance with its paragraph 78, of the General Assembly Resolution AG/RES. 2925 (XLVIII-O/18), which was adopted on June 5, 2018, the General Assembly agreed “to adopt the recommendation of the CICTE Plenary and Working Group on confidence-building measures on cybersecurity…” in which Member States agreed, inter alia, to the following two priority voluntary cyber CBMs: 

1. Provide information on cybersecurity policies, such as national strategies, white papers, legal frameworks, and other relevant documents. 

2. Nominate a national point of contact at the policy level able to discuss the implications of hemispheric cyber threats. These points of contact will be distinct from, yet supplement the ongoing work of law enforcement and other technical experts in combating cybercrime and responding to cyber incidents of concern. This information will be updated annually, or as frequently as needed, and shared among partners in a transparent and readily accessible format. 

Member States also acknowledged “the benefits of continuing this Working Group as an ongoing mechanism and agree to continue to meet as needed, in person or by digital means, to establish the requisite procedures for continuing discussion of new and agreed-upon cyber CBMs.” 

The structure of the second working group meeting will include presentations and interventions by experts identified and appointed by the Member States to participate in advancing the deliberations of the Working Group, as well as international experts with expertise and knowledge in the area of confidence building measures in cyberspace at the national, regional and international level.  

Tuesday, April 23, 2019: Sheraton Santiago Hotel (San Cristobal C Room)
08:30 – 09:30 hrs.
Registration of Participants
09:30 – 10:00 hrs.
OPENING CEREMONY OF THE SECOND MEETING OF THE WORKING GROUP ON COOPERATION AND CONFIDENCE-BUILDING MEASURES IN CYBERSPACE 
Remarks of XXXXXX

Remarks of XXXXXX

The opening ceremony will include opening remarks from XXXXXX

10:00 – 11:00 hrs. 
FIRST PLENARY SESSION

1. Approval of the Draft Agenda for the second meeting of the Working Group on Cooperation and Confidence-building Measures in Cyberspace

2. Approval of the Draft Schedule for the second meeting of the Working Group on Cooperation and Confidence-building Measures in Cyberspace

3. Election of officers:

a. Chair of the Working Group
b. Vice-Chair of the Working Group

c. Rapporteur of the Second Working Group Meeting

During the First Plenary session, the Draft Agenda and the Draft Schedule for the second meeting will be adopted by the appointed representatives of the Member States.  Representatives will be called upon to elect the Chair and Vice Chair, who once confirmed, will be appointed for a period of twelve (12) months.  The outgoing Chair will hand over the meeting to the incumbent Chair. The Rapporteur for the Second Meeting of the Working Group will also be appointed.     

11:00 – 11:15 hrs.
Coffee Break
11:15 – 12:30 hrs.
SECOND PLENARY SESSION 

4. Overview of relevant recent developments in the field of international security, within the United Nations, including the United Nations Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the Context of International Security (UNGGE) and the Open-Ended Working Group (OEWG) processes.

Presentations by Gillian Goh– UN Office for Disarmament Affairs (remote) and Isaac Morales- delegation of Mexico (TBC)
Comments by Member States

12:30 – 14:00 hrs.  
Lunch 
14:00 – 14:45 hrs.

SECOND PLENARY SESSION (Cont’d)
5. Presentation on regional Cyber CBMs case studies from the Organization for Security and Co-operation in Europe (OSCE) and the European Union
Presentation by Nathalie Van Raemdonck - -EUISS 
Comments by Member States

The Second Plenary session will include a presentation that examines the established regional cyber CBMs in the context of relevant recent developments at the United Nations, OSCE and the EU.  

14:45 – 15:00 hrs.
Coffee Break

15:00 – 16:30 hrs.
THIRD PLENARY SESSION 

6. Presentation of updates regarding cybersecurity policies, sharing of recent cyber-related experiences drafting or finalizing cybersecurity policies, and lessons-learned on cyber-capacity building 
Comments by Member States
The Third Plenary session will allow Member States to share recent experiences, needs and concerns on cyber policy making and/or capacity building.  This session will improve transparency and build trust by providing Member States with an opportunity to update the Group on new policies and experiences.  By presenting recent initiatives on training, raising awareness and critical infrastructure protection Member States will be able to identify opportunities to further strengthen regional cooperation and technical assistance.  
Wednesday April 24, 2019: Sheraton Santiago Hotel (San Cristobal C Room)
09:00 – 09:45 hrs.
FOURTH PLENARY SESSION

7. Presentation of the results of the survey on cybersecurity threats in the region
Presentation by the CICTE Technical Secretariat
Comments by Member States
The Fourth Plenary session includes the presentation of the results of the threat survey and an opportunity for member states to consider ways to improve information sharing and regional responses to these threats, as discussed during the first working group meeting. 

09:45 – 10:00 hrs.
Coffee Break

10:00 – 11:30 hrs.
FIFTH PLENARY SESSION

8. Scenario-based discussion on how to utilize the Cyber Policy Points of Contact Network and Presentation of proposed mechanisms to implement existing Cyber CBMs
Facilitated by Stacie Duhaney-MITRE and the CICTE Technical Secretariat

The Fifth Plenary session will include an exercise and guided discussion among Member states regarding how to utilize the regional Cyber Policy Point of Contact Network in the event of a cybersecurity emergency rising to the level of a national security concern.  It will also include a presentation of potential implementation mechanisms for existing Cyber CBMs based on lessons-learned in other regional venues and resources provided by the CICTE Technical Secretariat.  
11:30 – 12:30 hrs.
SIXTH PLENARY SESSION
9. Submission of proposals for new Cyber CBMs by member states

Presentation by Chilean Officials [TBC]

Comments by Member States

The Sixth Plenary session will include a presentation by the new Chair followed by open discussion of the Chair’s proposal to update to the list of regional Cyber CBMs with additional "non-traditional measures".

12:30 – 14:00 hrs.
Lunch

14:00 – 15:30 hrs.
SEVENTH PLENARY SESSION  
10. Open discussion on proposals for new Cyber CBMs by member states
Comments by Member States
15:30 – 15:45 hrs.
Coffee Break

15:45 – 17:00 hrs.
EIGHTH PLENARY SESSION

11. Propose the adoption of a decision of the Working Group

12. Schedule of upcoming meetings

13. Consideration and approval of the Rapporteur’s Report

The Eighth Plenary Session will review a draft decision of the Working Group (Resolution/Declaration) and also discuss the identification of the date and venue for the next meeting.  During this session, the Rapporteur will present the summary of the meeting and highlight the areas of discussion including decisions and next steps.  

17:00- 17:30 hrs.
CLOSING SESSION



Remarks of the Secretariat of CICTE


Closure of the Second Meeting of Working Group on Cooperation and Confidence-Building Measures in Cyberspace
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