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Introduction 

Many programs and activities of the International Atomic Energy Agency (the Agency) are relevant for UN Security Council resolutions 1540 (UNSCR 1540) and 1673 (2006). By assisting States in preventing nuclear material and related technologies falling into the hands of non-State actors, they help States fulfill their obligations under these resolutions.

The Agency’s programs and activities are approved and funded through regular or extra-budgetary funds by its Member States, acting through the Board of Governors and the General Conference. The Agency, which is an independent intergovernmental organization, is governed by its Statute and the decisions of its Member States, acting through duly constituted policy making organs of the Agency. In this context, with reference to UNSCR 1540, it is the Agency’s view that assistance may be provided by the IAEA to States in accordance with authorized programs and that such assistance might also be useful for States in their implementation of their international obligations including those required by UNSCR 1540. The most practical way forward would be for States requiring IAEA assistance to work directly with the Agency and to report progress on the fulfillment of their international obligations, as appropriate, to the relevant bodies – such as, for example, the Committee established pursuant to resolution 1540 (2004). 

Relevant Agency programs and activities include, inter alia : 

· Legislative assistance to enable States to adopt the necessary legislation in order to implement instruments under the Agency’s purview, such as safeguards agreements and additional protocols and the Convention on the Physical Protection of Nuclear Material (CPPNM). 

· Training of State officials in order to strengthen States’ systems for controlling nuclear material and related technology, so as to enable States to implement legal instruments to which they subscribe and to tighten national controls. 

· Support to States in the development and implementation of high standards of physical protection of nuclear material and nuclear facilities through the elaboration of standards and through training and assessment services. 

· Support for States’ efforts to upgrade border controls, in order to better detect illicit trafficking of nuclear material and related technology. 

Specific Agency activities relevant to the implementation of resolution 1540 

1. Legislation

Safeguards Agreements and Additional Protocols 

The IAEA safeguards system is designed for the verification of the fulfillment by States of their commitments not to divert nuclear material from peaceful use towards nuclear weapons or other nuclear explosive devices. The Agency’s safeguards system contains a number of elements that include commitments relevant to the strengthening of national controls of nuclear material and nuclear-related material and activities: 

State System of Accounting for and Control of Nuclear Material (SSAC): Comprehensive safeguards agreements (CSAs) - required for all non-nuclear-weapon States under the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) and comparable non-proliferation treaties and agreements - require States to maintain effective SSACs, to ensure that nuclear material is accounted for at all times and that any changes in the national inventories are recorded and reported to the Agency. States with additional protocols (APs) in force are also required to provide information to the Agency, inter alia, on nuclear fuel cycle-related research and development activities not involving nuclear material. 

Export and import controls: IAEA comprehensive safeguards agreements require States to report exports and imports of nuclear material to the Agency. APs expand these export-reporting requirements
/ to certain specified equipment and non-nuclear material. These obligations assume that the States maintain import and export controls that enable them to report such international transfers to the Agency. 

Highlights in implementation of CSA’s and APs’: Representatives of more than 130 States have attended Agency regional and interregional seminars on safeguards agreements, additional protocols and the strengthened safeguards system in the past four years. The Agency has an outreach programme to encourage and facilitate States’ conclusion of CSAs and APs. In addition, the Agency also organizes an International Team of Experts (ITEs), comprised of legal and technical experts, to advice States on the adherence to and implementation of international instruments relevant to enhancing protection against nuclear terrorism. A number of such instruments are listed in the Annex. ITEs have visited 17 countries to date in West Asia, Central America and Southeast Asia. 

Convention on the Physical Protection of Nuclear Material (CPPNM) 
/
The CPPNM is included on the list of 12 legal instruments of relevance to combating terrorism adopted by the UN.
/ The CPPNM is the only international legally binding undertaking in the area of physical protection of nuclear material aimed at averting potential dangers of the unlawful taking and use of nuclear material. In particular, certain CPPNM commitments are relevant to the control and protection of nuclear material: 

Protection of nuclear material: The CPPNM obliges contracting States to ensure the protection of nuclear material used for peaceful purposes at the levels specified in the CPPNM on their territories, ships or aircrafts during international transport. 

Export and import requirements: States parties to the CPPNM commit themselves not to undertake, or authorize undertaking international transports (such as the export and import of nuclear material unless assurances are provided that nuclear material will be protected at the required levels. Parties must also apply the agreed levels of protection to nuclear material during transit from one part of its territory to another, while passing through international waters or airspace. 

Measures to prevent detect and punish offences relating to nuclear material. Parties are obliged to make offences under Article 7 punishable by appropriate penalties under their national law. These offences shall be included as extraditable offences in any extradition treaty existing between Parties. Parties, which make extradition conditional on the existence of a treaty, may, at its option consider the CPPNM as the legal basis for extradition in respect of those offences. 

Highlights in adoption of CPPNM and guidance: The work of the Agency has contributed to a considerable increase in the number of States having adhered to the CPPNM from 63 State Parties in 1999 to 95 State Parties in 2003 and 121 today. The need to strengthen the international physical protection regime has been widely recognized, inter alia, by the Board of Governors and the General Conference. Through the adoption in 2005 of the Amendment to the Convention on the Physical Protection of Nuclear Material (CPPNM) the international community has recognized the need to strengthen the existing international legal regime in the area of nuclear security. A set of Physical Protection Objectives and Fundamental Principles have been endorsed by the Board and the General Conference and incorporated into the amended CPPNM. These objectives and fundamental principles are to be included in a security fundamentals document, which will serve as further guidance to all Member States. They provide a platform for national and international efforts to improve physical protection of nuclear material, in particular, in use, storage and transport. It underlines the need for a security culture to be implemented at all levels. INFCIRC/225/Rev. 4 (Physical Protection of Nuclear Material and Nuclear Facilities), revised in 1998, has obtained wide recognition and serves as the basis for physical protection in Member States. The increased number of States requesting Agency support in their implementation evidences the general acceptance of these recommendations contained in INFCIRC/225 In March 2002, the Agency published the Handbook on the physical protection of nuclear materials and facilities. This publication was designed to help physical protection specialists in States to apply the recommendations set in INFCIRC/225/Rev.4 (Corrected) and TECDOC-967, Guidance and considerations for implementation of INFCIRC/225/Rev.4. The Handbook offers detailed guidance for physical protection practitioners to understand the factors that influence a physical protection system and to help ensure that appropriate physical protection measures are implemented. Further revision of INFCIRC/225/Rev.4 awaited the successful conclusion of the CPPNM amendment process and will now be undertaken.

The Code of Conduct on Safety and Security of Radioactive Sources (the Code)

In undertaking to implement the Code, States are committed to reinforce the responsibilities of manufacturers, suppliers, users and those managing disused sources, for the safety and security of radioactive sources;
/ to establish an effective national system of control over the management of radioactive sources; to establish legislation and regulations that prescribe and assign governmental responsibilities for the safety and security of radioactive sources; and to provide for the effective control of radioactive sources. In particular, in such legislation and regulations, States are obliged to include security measures to prevent, protect against, and ensure the timely detection of, the theft, loss or unauthorized use or removal of radioactive sources during all stages of management

Update on implementation of the Code: Nearly 90 States have made political commitments to the Code of Conduct on the Safety and Security of Radioactive Sources, its Guidance on the Import and Export also receives growing attention. Technical meetings related to the implementation of this guidance are attended by over 50 States including non-Member States. 

2. Technical Capabilities

In order to help States upgrade their ability to control and account for nuclear material and related technologies, the Agency provides advisory services and technical assistance upon request by States. The advisory services, carried out by teams of international experts led by the Agency, typically result in recommendations for training and technical upgrades, some of which may be requested through various Agency assistance programs. Much of this type of assistance is provided through the Nuclear Security Plan (2006-2009), approved by the Agency’s Board of Governors in September 2005. The Action Plan contains a number of programs and activities that assist States in strengthening national measures to protect against nuclear terrorism. Agency assistance of relevance to resolution 1540 includes the following: 

Capacity-building for the maintenance of effective State Systems of Accounting for and Control of Nuclear Material (SSAC) 

An effective SSAC is fundamental to a State’s ability (a) to account for and control of nuclear material in the State and to detect possible losses or unauthorized use or removal of nuclear material; and (b) to fulfill its international nuclear non-proliferation obligations. The Agency offers an SSAC advisory service (ISSAS) whereby a team of experts, at the request of States, inter alia, reviews the legal framework and regulatory, administrative and technical systems of SSACs and evaluates the performance of those systems in meeting safeguards obligations. Recommendations are made and an action plan formulated in co-operation with the State to improve their SSACs.  The follow-up to such missions may involve, e.g., assistance with the procurement of equipment or training of staff from the SSAC authority and from facility operators. 

Highlights in implementing SSACs: Two IAEA SSAC Advisory Service (ISSAS) missions, and 12 SSAC evaluation missions, have been undertaken at the request of Member States over the 2002 to 2005 period. In addition eight seminars and workshops relating to the security and accountancy of nuclear material were held, and technical assistance provided (including equipment) to three States. 

Assistance for the physical protection of nuclear material and nuclear facilities 

The Agency’s programs in this area aim to strengthen States’ capacity to protect nuclear facilities, and nuclear material in use, storage or transport, against malicious acts, by a) developing internationally accepted recommendations and guidelines for the physical protection of nuclear material in use, storage and transport and of nuclear installations; b) providing services, upon request, for the evaluation of the national physical protection system, and their implementation at nuclear installations; and c) providing technical advice, expertise, training and equipment for specific security arrangements at various locations. 

The Agency’s International Physical Protection Advisory Service (IPPAS) helps States improve physical protection by providing recommendations on how to improve physical protection systems at nuclear facilities. The Agency also convenes a wide range of related training courses, including on the Design Basis Threat methodology. The Agency offers international, regional and national courses for officials from national nuclear operators, regulators, and law enforcement and security authorities. 

Highlights in protection activities: While in 1999 only two States had requested International Physical Protection Advisory Services (IPPAS) missions, 19 IPPAS missions were performed in 17 States in the three year period to December 2005, and 9 States received IPPAS follow-up missions and other IPPAS follow-up assistance. Workshops on physical protection against sabotage were held in 4 States, and several workshops on self assessment of engineering measures for prevention of sabotage and on vital area identification were undertaken. In the area of prevention, more than 60 physical protection training events have been conducted in 20 States and over 700 people were trained in physical protection practices. DBT workshops were held in 17 States, with some 350 government experts trained. Several States have developed a process of defining DBT. In addition, guidance documents are under development as part of the emerging Nuclear Security Series. Documents in the series will cover topics such as security culture, design basis threat methodology, protection against sabotage, vital area identification, security of radioactive sources, security of radioactive waste, transport security, developing physical protection regulations and material accountancy. 

Detection of malicious activities involving nuclear material 

This activity area aims to ensure that effective measures are in place to detect and interdict incidents of theft, illicit possession and illicit nuclear trafficking. Prevention of theft and illicit possession of, and illicit trafficking in, nuclear material is by far the most effective strategy, but if preventive measures fail, States need to have in place the means of detecting such incidents. The Agency helps achieve this by providing, on request, assessment services, training and technical support, and by coordinating the development by States of up-to-date detection instrumentation. Technical documents providing advice on the detection and response to illicit nuclear trafficking have been issued and the programme of training courses on combating illicit nuclear trafficking is being conducted, at the regional, sub-regional and national level. The Agency is also implementing a coordinated research project involving 18 Member States designed to improve the technical measures available to detect and respond to illicit trafficking. 

Highlights for activities in detection of, and response to, malicious acts: In connection with the illicit trafficking coordinated research project (CRP), the Agency established a Nuclear Security Equipment Laboratory (NSEL) in early 2003 for the purpose of facilitating the purchasing, testing and delivery of radiation detection instruments in States. The NSEL consists of a laboratory, calibration sources, equipment and a staff of Agency technical professionals with expertise in the area of radiation detection equipment, using synergies with the established laboratories in the Agency. The Agency has supplied 32 sets of Radiation Portal Monitors (RPMs), 72 Radiation Identification Devices (RIDs), over 600 Personal Radiation Monitors (PRM or Pagers) and 30 specialist radiation instruments to Member States, either directly with contributed funds, or bilaterally with other donor organizations. Close co-operation with States having bilateral support programs is initiated to avoid duplication of efforts. For detection and response training, more than 700 front line officers, managers and decision makers were trained in illicit trafficking principles and practices. Nine States hosted national training courses in the area of detecting and combating illicit trafficking and fourteen regional training courses were conducted, in addition to four international training courses. The Agency participated in assisting the Government of Greece in protecting the 2004 Summer Olympic Games from incidents of nuclear terrorism and, more recently, the Government of Germany in their preparations for the World Cup of football, These projects serve as a multilateral model for the Agency in helping States to develop effective nuclear security at large public events, and the Agency is currently developing guidance material for the use of States hosting such events. In the area of guidance, three new documents in the new Nuclear Security Series have been published. Security Series 1, provides a set of technical specifications for use in design testing, qualifying and purchasing border radiation monitoring equipment, with an emphasis on facilitating the deployment of equipment in States. This document was based on work undertaken through the CRP and by external organizations on the detection of and response to illicit trafficking in radioactive material. Security Series 2 provides comprehensive guidance to States regarding tools and procedures of nuclear forensics investigations in responding to illicit trafficking events involving radioactive materials, and Security Series 3, prepared in cooperation with the Universal Postal Union and Interpol, provides a description of techniques and equipment used to detect and control radioactive material in international mail transported by public postal operators.

Information and Coordination 

The Agency’s Illicit Trafficking Data Base (ITDB) was established to provide an authoritative source of information on illicit trafficking incidents and to help facilitate the exchange of such information among States. Its unique strength is that it is built upon information provided by the States in whose jurisdiction the incident occurred. The Agency disseminates reports on individual incidents and analytical assessments of the information in the database. Eighty nine States currently participate in the ITDB programme by providing information on trafficking in nuclear and other radioactive materials. The ITDB information is analyzed and evaluated to identify patterns and trends in illicit trafficking. Liaison, collaboration and coordination with regional and international organizations is an essential activity of the Agency, which has relationships with Interpol, Europol, WCO, UPU, OSCE, UNODC and others. MoUs and cooperation agreements support some of these relationships. In 2005, the IAEA sponsored an International Conference on Nuclear Security: Global Directions for the Future. This conference considered: the threat of malicious acts involving nuclear and other radioactive material; the experiences, achievements and shortcomings of national and international efforts to strengthen the prevention of, detection of and response to malicious acts involving these materials; and the ways and means to achieve future improvements. In the findings, the president of the conference stated that nuclear terrorism is one of the biggest threats to society, and that continued and enhanced efforts are needed to strengthen nuclear security worldwide. This should be facilitated by establishing IAEA nuclear security guidelines and recommendations.

Legislative assistance 

Compliance with international obligations usually requires legislative action from States. The Agency assists States, on request, in adopting national rules and regulations pursuant to the obligations contained in the relevant bilateral or multilateral instruments. The Agency’s legislative assistance programme supports States in their development of a comprehensive nuclear law governing radiation protection, nuclear and radiation safety, nuclear liability, safeguards, and physical protection. Through the years, the Agency has provided assistance to a large number of States to develop their nuclear law in conformity with the international instruments to which they subscribe, including the setting up of independent regulatory authorities that are most often responsible for the control and licensing of nuclear material and related technology.  Most of the Agency’s legislative assistance advises States on how to draft specific legal provisions that meet their international commitments and obligations in the nuclear field. 

Highlights with legislative assistance: Several States have strengthened the laws and regulations in the area of nuclear security. States have improved levels of preparedness by addressing the risk of malicious acts involving nuclear and other radioactive material. Since the year 2000, the IAEA has provided legislative assistance to more than 50 Member States by means of written comments and advice in drafting national nuclear legislation for more than 70 Member States. In addition, at the request of Member States, individual training on issues related to nuclear legislation has been provided to approximately 55 fellows. 

3. Effective national export controls

As mentioned above, safeguards agreements, additional protocols and other legal instruments require subscribing States to monitor exports and imports of nuclear material and related technology. If national authorities request Agency assistance setting up or strengthening their national control systems, the Agency endeavors to identify ways of helping the State. 

Moreover, during the past years, the Agency has gained experience in reviewing nuclear related imports and exports and has developed considerable expertise in analyzing covert nuclear trade related activities and transactions. 

4. Conclusion

The Agency has a number of programs and activities that can benefit States in their implementation of their international obligations, such as UNSCR 1540. The most practical way would be for States requiring IAEA assistance to work directly with the Agency and to report progress on the fulfillment of their obligations to Committee 1540. 

ANNEX 
Examples of IAEA international instruments relevant to enhancing protection of nuclear material against nuclear terrorism: 

· Convention on the Physical Protection of Nuclear Material and its Amendment 
· Agreements for the Application of Safeguards concluded between the Agency and States Pursuant to the NPT (INFCIRC/153 (Corr.)) 
· Model Protocol Additional to the Agreement between State(s) and the IAEA for the Application of Safeguards (INFCIRC/540 (Corr.)) 
· Convention on the Early Notification of a Nuclear Accident (INFCIRC/335) 
· Convention on Assistance in the Case of a Nuclear Accident or Radiological Emergency (INFCIRC/336) 
· Convention on Nuclear Safety (INFCIRC/449) 
· Joint Convention on the Safety of Spent Fuel Management and on the Safety of Radioactive Waste Management (INFCIRC/546) 
· The Code of Conduct on Safety and Security of Radioactive Sources (GOV/2003/49-GC (47)/9, 29 July 2003) 
· International Basic Safety Standards for Protection against Ionizing Radiation and for the Safety of Radiation Sources (IAEA Safety Series No.115) 
� FILENAME  \* MERGEFORMAT �CP17274T01�








�.	Imports are to be reported by the State upon request of the Agency.


�.	INFCIRC/274/Rev.1.


�.	See A/RES/46/51 (1991) Measures to Eliminate International Terrorism.


�.	The Code does not apply to nuclear material, as defined by the CPPNM, except sources incorporating plutonium-239.





