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This special meeting of the Committee on Hemispheric Security (CSH) was presided over by the Vice Chair of the CSH, Leon Charles, Acting Representative of Haiti to the OAS.

The statutory quorum was established with the presence of representatives of Argentina, Belize, Brazil, Canada, Chile, Costa Rica, Dominican Republic, Ecuador, El Salvador, Guatemala, Haiti, Honduras, Mexico, Nicaragua, Panama, Paraguay, Peru, Saint Lucia, Saint Vincent and the Grenadines, Trinidad and Tobago, United States, Uruguay, and Venezuela.
The recording of the meeting can be found at the following link: 

http://scm.oas.org/Audios/2019/CP_CSH_1942-12-05-2019.MP3 

1. Adoption of the order of business


The order of business for the meeting, document CP/CSH-1942/19 rev. 1, was adopted by the Committee with no changes.

2. Opening remarks by the Chair of the Committee on Hemispheric Security


The Vice Chair of the CSH welcomed the distinguished panelists and referred to the mandate set out in paragraph 52 of resolution AG/RES. 2945 (XLIX-O/19), as well as to concept paper CP/CSH/INF. 499/19 rev. 1, highlighting the importance of this meeting (convened to consider the ties between cybercrime and transnational organized crime, for the purpose of sharing information and looking for a balanced approach to addressing this contemporary reality).
3. Remarks by the Secretary for Multidimensional Security

The Secretary for Multidimensional Security referred to the importance of considering ties between cybercrime and transnational organized crime, as well as thanking the distinguished panelists for their participation.
4. Dialogue to consider ties between cybercrime and transnational organized crime, for the purpose of sharing information and looking for a balanced approach to addressing this contemporary reality, paragraph 52 of resolution AG/RES. 2945 (XLIX-O/19)

The dialogue was moderated by Ambassador Anthony Phillips-Spencer, Permanent Representative of Trinidad and Tobago and Chair of the Committee on Hemispheric Security for the 2018-2019 term.

The dialogue was structured around the following four thematic blocks:

Block I: International legal framework for combating transnational organized cybercrime

Guiding Question: What opportunities does the existing international legal framework on the subject, especially the Budapest Convention, provide for effectively combating transnational organized cybercrime? What are the points of convergence between the Budapest Convention and the Palermo Convention?
Mr. Martin Gershanik, an expert from the Council of Europe, gave a presentation on the topic, which is available at the following link.

Subsequently, in the dialog, the moderator and the delegations of Argentina, Brazil, Canada, United States, Guatemala, Mexico, Nicaragua, and Peru referred to the item under consideration. The points made during the dialog included the following:

· The importance of urging OAS member states that have not yet done so to accede to the Budapest Convention;

· The need to continue to move forward the negotiation of the second protocol to the Budapest Convention, concerning access to digital evidence;

· The importance of the contributions of the Convention in relation to the tension between the need to access digital evidence and individual rights;

· Technological asymmetry among States and the importance of international mechanisms for training to counteract that asymmetry;

· The synergy between legal frameworks and the capacities of states to tackle transnational organized cybercrime; and

· The need to continue to move forward with cooperation and mutual assistance, taking into account that the majority of offenses involving the Internet are international in nature.

Block II: Effective international responses for combating transnational organized cybercrime
Guiding Question: What effective responses are there for combating transnational organized cybercrime in the region? What are the weaknesses and/or limitations of the current structures for legal cooperation in this area?
Mr. Anthony Teelucksingh, Senior Counsel at the U.S. Department of Justice Computer Crime and Intellectual Property Section and Chair of the OAS/REMJA Working Group on Cyber-Crime gave a presentation on the subject. The PowerPoint presentation can be found at the following link.


During the dialogue, the delegations of Canada, Brazil, Guatemala, and Peru referred to the issue under consideration and highlighted the following points:

· The importance of creating synergies between the REMJA Working Group on Cyber-Crime and the Department against Transnational Organized Crime (DDOT), in order to advance capacity-building in member states of the Organization;

· The importance of taking advantage of training mechanisms available under the Budapest Convention;

· The need to strengthen the technical capacities of judges, police, and prosecutors; and

· The importance of advancing implementation of recommendation #19 of MISPA VII, concerning jointly addressing different topics within the remit of the MISPA and REMJA processes.

In that regard, the delegation of Peru reported that the Chair of the Committee proposed to meet with the relevant areas of the Secretariat in order to come up with a possible road map for implementing of the recommendation. The road map would be put to the delegations for consideration at a future meeting of the CSH.

Block III: Role of the private sector and/or civil society in combating transnational organized cybercrime
Guiding Question: What role does the private sector and/or civil society play in member states’ effective response to transnational organized cybercrime? How can governments and the private sector coordinate efforts in the fight against transnational organized cybercrime?
Mr. Malcolm B. Reid, a globally recognized private sector expert in the fields of risk management and cyber resilience gave a presentation on the subject. The most important aspects of the presentation can be found at the following link.


Next, the moderator and the delegations of Canada, El Salvador, Peru, and the Dominican Republic referred to the issue under consideration, highlighting the following points:

· Potential contributions from the private sector to support the efforts of States in the fight against cybercrime; and

· Potential public-private partnerships to combat cybercrime, encourage respect for the law, and protect human rights in the Internet space (taking into account that approximately 85 percent of the critical infrastructure is in the hands of the private sector). 

Block IV: Specific manifestations of transnational organized cybercrime
Guiding Question: What specific manifestations of transnational organized cybercrime (child pornography, phishing, cyber-attacks, use of Fintech/crypto-currency, etc.) are of particular concern in the region and would merit particular attention from member states?
The Executive Secretariat of the Inter-American Committee against Terrorism (CICTE), Ms. Alison Treppel gave a presentation on specific manifestations of transnational organized cybercrime. The presentation can be found at the following link.
The Director of the OAS Department against Transnational Organized Crime, Mr. Gastón Schulmeister addressed the Committee, stressing the importance of cross-cutting work and of promoting synergies in different areas of the OAS to support member states in their efforts to combat cybercrime. He also stressed the importance of continued progress in addressing the subject, taking into account the increase in the new offenses relating to information and communication technology and the fact that nearly 90 percent of cybercrimes are associated with organized crime.

Next, the moderator and the delegations of Brazil, Canada, Costa Rica, United States, Paraguay, Peru, and Venezuela referred to the issue under consideration, highlighting the following points:

· The importance of increasing the capacity of the security forces, judges, and prosecutors to combat cybercrime;
· The need to update national laws to imbue the efforts of governments to combat this scourge with greater agility;
· The importance of increasing the level of urgency to respond to the challenges posed by cybercrime;
· The need to ensure effective international cooperation through the harmonization and/or globalization of legal frameworks, such as the Palermo Convention and the Budapest Convention.

The delegation of Costa Rica asked the CICTE Secretariat and the DDOT to provide more information on the main challenges of the establishment of virtual currencies. The Chair requested the SMS to present that information at a future meeting of the CSH.

5. Closing remarks
The Vice Chair referred to the importance of the topics discussed at the meeting and highlighted the following three general points:

1. The transnational nature of many of the activities of organized criminals and their growing nexus with cybercrime was a problem for all countries in the region. Therefore, there had to be effective hemispheric cooperation to address this scourge; 

2. The complexity of the issue required the combined efforts of different sectors: nongovernmental organizations, academics, private sector, civil society, and other social actors; and

3. The importance of further progress in the fight against organized crime wherever they operate, including cyberspace. For that reason, it was necessary to look for a balanced approach to tackle the growing links between transnational organized crime and cybercrime.

In that regard, the Vice Chair announced that the Chair would distribute a document containing conclusions to serve as a guide for follow-up and outlining possible future measures on the matter within the framework of the Committee.








� FILENAME  \* MERGEFORMAT �CP41836E04�








